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CIIMCOK MCHOJb3YEMbBIX COKPAIIIEHUAM

oC OnepalmoHHas cucteMa

ITAK IIporpamMHO-anmnapaTHbIl KOMILIEKC

(0 [Iporpammuoe obecrnieueHue

TY TexHuueckue yciaoBus

OUII DnekTpoHHas U(poBas MOIMUCH
AHHOTALNUA

Hacrosimuii TOKyMEHT COJICP)KUT OCHOBHBIC CBEICHHS O IPOrPaMMHO-AIIapaTHOM
KOMIUIeKCe — ayTeHTH(UKanuu ©  xpaHeHuss uHpopmarmu  «Pyroken» Bepcunm 4
AKC®.501490.008 30. B popmysipe oTpakaeTcss TEXHUYECKOE COCTOSIHHE M3JICIHS TIOCIIE €ro

H3TOTOBJICHUA U B IPOLICCCEC SKCILTyaTalluu.
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1 OBHIME CBEJIEHUSA
1.1 HawumeHoBaHHE U3JENUS — MPOTrPAMMHO-AMIAPATHBIM KOMIUIEKC ayTeHTU(UKAIUH |

xpanenust unpopmanuu «Pytoken» V. 4.

1.2 Twun npoaykra: MporpaMMHO-aIapaTHbIA KOMILIEKC.

1.3 I[Ipennpusitue-pa3padbOTUHK, U3TOTOBUTENb U 3asSBUTENb HA MPOBEACHUE CEPTHPUKALINU:
AO  «AxrtuB-copT»  (IOpUAMYECKHI  aJpec: 115088, r. MockBa, Yy
[[MapukomoamumHUKOBCKass, oM 1, stax 4, moMm. IX, komH. 11; dDakruueckuii aapec:
115088, r. Mocksa, yiu. [llapukonoamunHUKoBCcKasi, 1oM 1, stax 4, nom. IX, komH. 11,
caiiT: http://www.rutoken.ru/), uMeroiee JIMIEH3UIO HA JIEATEIBHOCTh IO TEXHUYECKOU
3amTe KoHpuIeHnuaIpHoi napopmarmu per. Homep 0415 (Bermana @CTIK Poccun 5
nexadbps 2005 roga, nefdcTBUTENbHA OECCPOUHO), a TAKXKE JTUIEH3UIO Ha IEATEIbHOCTH 10
pa3paboTke u (WJIK) MPOU3BOACTBY CPEACTB 3alUThl KOHGUIACHIMATLHOU MHGOpMAIUU
per. Homep 0247 (Bermana PCTOK Poccum 5 nexabps 2005 roma, neiCTBUTENbHA

OeccpouHo).

1.4 TIAK «PyTtoken» v. 4 sBIsS€TCSI IPOrPaMMHO-TEXHHYECKHM CPEICTBOM ayTEHTU(DHUKAIMN
MOJIb30BaTENIe W MpEJHA3HAYeH JUIS BBIMOIHEHUS (YHKIUN MO 3ammre WHPOpPMAaLUH,
MOXET TPUMEHSTbCA B 3HAUUMBIX OOBEKTAaX KPUTHYECKOH HMH(OpPMAIMOHHON
MHOPACTPYKTYphl 1 KaTeropuu’, B roCydapCTBEHHBIX HH()OPMAIMOHHBIX cHcTeMax |

KJ1acca 321HII/IHI€HHOCTI/I2 ) B ABTOMATU3HWPOBAHHBIX cucremMax YHpaBJICHUA

MPOU3BOJACTBCHHBIMH M TCXHOJIOTHYCCKUMU IIPpOLCCCaMU 1 xiacca 3aHII/IIlICHHOCTI/I3, B

I/IH(I)OpMaI_[I/IOHHLIX CUCTCMaAX IMCPCOHAJIBHBIX NTAHHBIX IPU HCO6XO)II/IMOCTI/I obecreueHust

4

1 YPOBHA 3allMIICHHOCTU IEPCOHAJIBHBIX HOAaHHBIX , B I/IH(I)OpMaLII/IOHHLIX CHUCTEMax

o6miero mosp3oBanus 11 kinacca®:

1 B cootsercTBuM O cTaTheil 7 DenepaibHoro 3akoHa ot 26 urosis 2017 r. Ne 187-®3 «O 6e30macHocTH
KputHueckoit uHpopmanmonHoit uHppacTpykrypsl Poccuiickoit ®enepauumn» (CoOpaHue 3aKOHOIATEIbCTBA
Poccuiickori ®enepaumnn, 2017, Ne31, cr. 4736) n IlpaBunaMu KaTeropupoBaHUs OOBEKTOB KPHUTHYECKOM
nHdopManmMoHHO HHOpacTpykTypbl Poccuiickoit ®enmepanum, a Takxke IepedyHEM IIOKazaTelleld KpUTEpUEB
3HAYUMOCTH  OOBEKTOB  KPUTHYECKOW HMH(POPMAaLMOHHOW HHOpacTpykTypbl Poccuiickoii ~ ®eneparun,
YTBEpKIEeHHBIMU TocTaHoBieHHeM [IpaButenbctBa Poccuiickoit ®enepammu ot 8 despams 2018 r. Ne 127
(Cobpanue 3akoHonarenscTBa Poccuiickont eneparim, 2018, Ne 8, ct. 1204).

2 B coorBerctBun ¢ «TpeGoBaHMAMM O 3amuTe WHPOPMAIMH, HE COCTABJSIONIEN TOCYAAPCTBEHHYIO
TalfHy, coJlepKaleiics B TOCyIapCTBEHHBIX HWH(OPMAIMOHHBIX cucteMax» (yTBepxkaeHsl npukazom GCTOK
Poccum ot 11.02.2013 1. Ne 17).

3 B coorserctBun ¢ «TpeOoBaHus K OOECIEYEHHIO 3allUThl MH(QOpMAalMH B aBTOMATH3MPOBAHHBIX
CHCTEMax YIpPaBICHHUS MPOMU3BOACTBEHHBIMH W TEXHOJIOTHYECKMMHU TIPOILECCAMHU Ha KPHUTHYECKH BaXKHBIX
00BEKTax, MOTEHIIHAIFHO OMACHBIX 00BEKTaX, a TAaKXKe 00bEKTaX, MPEICTABIMIONINX TOBBIIICHHYIO OMAaCHOCTb IS
KW3HM | 3I0POBB JIIOACH W I OKpYykaromiei npupogHoi cpensn» (mpuka3 @CTOK Poccun Ne 31 ot 14.03.2014
T.).

4 B coorBercTBrH ¢ «COCTABOM M COJIEPKAHUEM OPTAHN3AIMOHHBIX M TEXHUYECKUX MEP TI0 00ECTIEUEHUIO
6€3011acHOCTH NIEPCOHAIBHBIX JAHHBIX IIPU UX 00paboTke B MH(OPMALIMOHHBIX CHCTEMaX HEePCOHAIBHBIX JaHHBIX)
(yrBepxaens! [Ipukazom @CTIK Poccun ot 18.02.2013 1. Ne 21).

% B cootsercTBun ¢ «TpeGoBanus 0 3auTe MHGOPMAIMH, COJEpPKALIENHCA B HHPOPMALMOHHBIX CHCTEMAX
o6iero nonb3oBanus» (yreepxkaeHsl [Ipukazom ®CTIK Poccuu ot 31.08.2010 1. Ne 416/489).

4



1.5
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— MHorodakTropHas ayTeHTH(HUKAIMs ToJib30BaTeNiell M\MIH aJIMHHHCTPATOPOB B
nHpopManuoHHbIX cucremax (Mmepbl YIIJ[.2 B wacTtu peanusanud poJICBOTO
pasrpanuyenust gocryna, YII/[.6 B yactu orpaHuueHHs] KOJIMYECTBA HEYCIEUIHBIX

MOIBITOK BXO/1a B MH(OPMAIIMOHHYIO CUCTEMY);

—  yIpaBlIEHHE JIOCTYNOM CyOBEKTOB JocTymna K oObekTam goctyna (mepol YII/I.2 B

YacTH pealn3aliy POJIEBOrO PasrPaHUYCHHUS JIOCTYTIA).

ITAK «PyToken» V.4 COCTOHUT U3 CICIYIONUX KOMIOHCHTOB:
— IIO Ilanens ynpasnenus PyToken
— DJJIEeKTPOHHBIN uaeHTHuguKaTop «PyToken» v. 4 B hopmare cMapT-KapThl WU KapThl
microSD, winu Tokena (usb, type-c, micro, SD) ¢ npenycranoBieHHo# «KapTouHoit
OTIepaIMOHHOM cucTeMoit PyTokeH», ganee MUKpOporpaMma,
—  KOMIUICKT JOKYMEHTAI[HH.
DneKTpOoHHBIH uaeHTHPHUKATOP «PyTOKEeH» V. 4 mpeAcTaBiIeH CIeAYIOIUMU MOJIEISIMHU:
—  Pyroken OUII SC;
—  Pyroken DUII 2.0;
—  Pyroken DUII 2.0 2100;
—  Pyroken OUII PKI,;
—  Pyroken DI 2.0 Flash;
— Pyroken Lite;
—  Pyroken S.
I[TAK «Pytoken» v. 4 ceprudummpoBad B Cucreme cepTUdUKALUUA CPEICTB 3alTUTHI
uHpopmanuu no tpeboBaHusiM Oe3onacHocTH MHpopmanuu (cBuuerenbectBo Ne POCC
RU.0001.01BM00) 1 umeer ceprudurar coorBercTBUs Ne 3753 (Borman ®CTOK Poccun
«30» mas 2017 roga, aeiictBureneH a0 «30» mas 2025 roma). CornacHo ceptudukary,
Wznenne coorBercTByeT TpebGoBaHusiM TexHudeckux ycinoBuih AKC®.501490.008 TY

IIpU BBINIOJIHEHUU YKa3aHUM MO SKCIUTyaTal[Mu, YKa3aHHBIX B pa3jielie 5 HacTOAILIEro

dbopmymsipa
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OBIIUE YKA3AHUA

1.6

1.7

1.8

1.9

1.10

1.11

Hacrosmuii  ¢opmyssip  yaocTOBEpsieT KOMIUIEKTHOCTh — IPOTrPaMMHO-alapaTHOTO
KOMIUIeKCa ayTeHTU(HUKAMU U XpaHeHUs KitoueBol nHpopmanuu «Pytoken» Bepcuu 4
(maee mo Ttekcty — ITAK «Pyroken» V. 4, M3nenue) u COACPXKHUT yKa3aHHS 10 €ro
JKCIUTyaTalUu.

ITepen wawamom oskcruryatammu [IAK «Pytoken» V. 4 HEOOXOAMMO BHUMATEIBHO
03HAKOMUTbHCS C HACTOAIIUM (OPMYJIIPOM U TOCTABIISAEMON TOKYMEHTALIUEH.

[Topsnok moaroroBku ITAK «Pyroken» V. 4 x paboTe mMmoapoOHO U3JIOKEH B
JKCIUTyaTallMOHHOW TOKYMEHTALUU.

@opMyssp AOKEH IIOCTOSSHHO HAaxXOJWTHCS B IIOAPA3JEICHUH, OTBETCTBEHHOM 3a
skcrryaranuio [TAK «Pytoken» V. 4.

Bce zamucu B ¢opmynspe Mpou3BOAAT TOJIBKO UYEPHHIAMH, OTYETIMBO U aKKYypaTHO.
JlomycKaeTcsi MCIOIb30BaTh MPH 3aIMUCIX MAPUKOBBIC PYYKH C YEPHOU WU (hPHOJIETOBOMA
(cuneit) nactoit. [loguucTKu, MOMapKU U HE3aBEPEHHBIE UCIPABJICHUSI HE JOMYCKAIOTCA.
[IpaBUIBHOCTP M CBOEBPEMEHHOCTh  3aloOJHEHHUS  (PopMmyssipa  KOHTPOIHPYIOT
JOJKHOCTHBIE JIMLIA.

Hacrosimuii  gopmysisip 3amonHsieTcss TPEACTABUTENSIMH  CIIY>KOBI, OTBETCTBEHHOW 3a

skcruryaranuio [TAK «Pyroken» V. 4.
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2 OCHOBHBIE XAPAKTEPUCTHUKHU

2.1 OcHOBHBIE HapaMeTPhl U XapPaKTEPUCTHKH (CBOHCTBA)®

2.2 TIAK «Pyrtoken» v. 4 peanu3oBbIBaeT crueayromue (akTopsl ayTeHTH(UKaWH,
HEOOXOJMMBIEC JJIs1 BBIMOJHEHUS MHOTO(AKTOPHON ayTeHTH(UKALUU I0JIb30BaTENCH
U\IJIM  aJMHHUCTPAaTOpOB B HH(OpMAaUMOHHBIX cucteMax (meppl MA®D.1 B wactu
UACHTU(GUKALMY 110 UMEHH I0JIb30BATENs M ayTeHTU(UKALMYU [0 MAPOJII0 MOJIb30BaTEN,
NA®.2 B yactu uneHTU(UKAIUU YyCTPOUCTB B MH(pOpManuoHHoi cucreme, MAD.4 B
YacTH M3MEHEHHUs ayTeHTH(PUKAIMOHHOW wuHpopManuu (CpeACTB ayTEHTHU(HKAINN),
HNA®.6 B yactu uaeHTUGUKAIIMY U ayTeHTU(DUKAIMKA BHEITHUX ToJib3oBaTened, YIIJI.2 B
YacTH peaju3ally poJeBOro pasrpaHuueHus gocryna, 3CB.1 B vactu uneHrudukanuu u
ayreHTH(UKAaIUU CyOBEKTOB JOCTyNla W OOBEKTOB JIOCTyHma B BUPTyaJbHOU
uHpacTpyKType u ux ycuienus, YI1J[.6 B vacTi orpaHnueHHs KOJMYECTBA HEYCIEIITHBIX
HOMBITOK BX0/1a B UH()OPMAIIMOHHYIO CUCTEMY):

— TIIAK «Pytoken» v. 4 obecnieunBaeT XpaHeHHE ayTeHTU(DUKAMOHHOW HH(DOpMaIK
B MaMATH H3JIeKTpoHHOro wuaeHtu¢ukatop Pyroken; ITAK «Pyroken» v. 4
obecreynBaeT NPOrpaMMHBIA HMHTepdelc s BBINOJIHEHUS OIepaluidl YTeHus,
3alUCH WM yJNAJCHUS HaJ ayTeHTHU()UKAIUOHHBIMU JaHHBIMH, XPaHSIIAMHUCS B

IaMSTH SIEKTPOHHOTO HeHTH(HKaTopa PyToken’;

— TIAK «Pytoken» v. 4 tpebyet npenbsasinenre PIN-kozna monp3oBaTens mpu A0CTyIe
K ayTeHTU(UKAUOHHOW MH(GOpMAIMM, XpaHAIIEHCS B MaMATH 3IIEKTPOHHOTO
uaentuukatop Pyroken; ITAK «Pyroken» v. 4 npoBepsieT COOTBETCTBUE 3HAUECHUS
npeabsBiaeHHOro PIN-koxa rnons3oBaresns yCTAHOBIEHHOMY 3TAIOHHOMY 3HAYEHHIO
PIN-xoma momnwp3oBaTens; JAOCTyn K  ayTeHTH(DUKAIMOHHOW  HH(POpMAIINH,

XpaHHH.IefIc;I B IMaMATHU 3JICKTPOHHOI'O I/II[CHTI/I(l)I/IKaTOp PYTOKCH, MMpEaAOCTaBJIACTCA

® OcHOBHBIE MapamMeTpbl W XapakTEPUCTUKH, KoTopbiMu obnanaet I[TAK «Pyrtoken» V. 4, ykazaHbl B
cootBeTcTBHM C TpeboBanusmu mnpukazoB @CTIK Poccum Ne 31 ot 14 mapra 2014 r. «O06 yTBepkIeHUH
TpeboBanmii K oOecmeYeHHWI0 3amuTel WHGOPMANIMKM B aBTOMATH3UPOBAHHBIX CHCTEMax YTIPAaBICHUS
MIPOM3BOJICTBEHHBIMH M TEXHOJIOTHYECKHMHU IIPOLECCAMH HAa KPUTHYECKH BAXKHBIX OOBEKTaX, MOTCHIIHAIBHO
OTTaCHBIX 0OBEKTAX, a TAKXKe 0OBEKTaxX, MPEICTABIIAIONINX MOBBIIICHHYIO OMTACHOCTD JUIS KU3HH U 370POBBS JIIOCH
U I OKpYy’Karomiei mpupoaHoit cpenb», Ne 17 ot 11 ¢espans 2013 r. «O6 yTBepxkaeHnn TpeboBaHuii 0 3amuTe
nHQOpPMALMK, HE  COCTaBIIOMIEH TOCyJapCTBEHHYIO TalHy, CoJep)Kamieiici B  TOCYZapCTBEHHBIX
nHpopManmoHHBIX cuctemax» W Ne 21 or 18 ¢despans 2013 r. «O6 yrBepkaennn CocraBa M COAEPKaAHU
OPTaHM3aIIOHHBIX U TEXHUYECKHX Mep T10 00ecIeueH !0 0e301acHOCTH ITEPCOHAIBHBIX IaHHBIX ITPH UX 00padoTKe
B MH(QOPMAIMOHHBIX CHCTEMax IEPCOHAJbHBIX JaHHBIX, a TAKKE METOJMUYECKOro jokyMeHnTa ot 11 ¢espans 2014
r. «Meps! 321U THl HHYOPMALIMH B TOCYJAPCTBEHHBIX HH(POPMAIIHOHHBIX CUCTEMAX» ).

" YkazaHHas ayTeHTH(UKAIMOHHAA WH(POPMAIMs, KOTOPOH BIAJIEET MOJIB30BATEND WM aMUHUCTPATOP
MH(QOPMALIMOHHON  CHCTEMBI, HCIHOJNB3YEeTCSl IpU pealu3aldd  MHOTO(aKkTOpHOW  ayTeHTH(UKaMKd B
nH(opManMoHHOI crcteMe (obecrieunBaeTcst HaKTOp «BIATCHUS).



[IporpammHO-anmapaTHBII KOMIUIEKC ayTeHTH(UKAIINH 1 XpaHeHus nHpopMmarmn «PyToken» Bepcun 4

TOJIBKO B CJIyda€ COBIIaJACHUSA 3HAYCHUA IPCABABICHHOTO PIN'KO)Ia ITOJIB30BATCIIA U

STaOHHOTO 3Hauenus PIN-ko/a mojas30BaTes’.

2.2.1 TIAK «Pyrtoken» v. 4 3a1aeT MUHUMAIbHOE U MaKCUMAJIbHOE YHCIO CMMBOJIOB B PIN-
KoJzie B npenenax oT 1 g0 16 cumBonoB. B PIN-kome MOTyT MCIOJIB30BATHCSA CUMBOJIBI
aHIJIMICKOIO M pYyCcCKOro ajiaBuTa HMXKHEIO M BEPXHErO PErUCTPOB, AECATHUHBIE
U(pbl U CUMBOJIBI, HE MPHHAIeKANME K andaBUTHO-IM(poBoMy Habopy. [Ipu sTom
3aJaeTcs MHHMMaibHas clokHOcTh PIN-koma ¢ ompenenseMbiMu TpeOOBaHHSIMU K
coYyeTaHU0 OyKB BEPXHEro M HMKHErO0 PErucrpa, UU(p M ClenualbHbIX CHMBOJIOB.
(MA®D.4 B yacTu yCTaHOBJICHHS XapaKTEPUCTHK MAPOJIS)

2.2.2 B ITTAK «Pytoken» V. 4 ycTaHOBJICHO OTpaHWYCHHE KOJIMYECTBA ITOCIIEIOBATEIBHBIX
HCYCIICIIHBIX ~ MOMBITOK  BBoga  PIN-koga  momb3oBarenss  u\wmm  PIN-koxma
aJIMUHUCTpATOpa, obecrneuyeHo OJOKMPOBAHME  3NEKTPOHHOIO  UAECHTH(HUKATOpa
«PyTOKeH» IpHU NpEBBILIEHUN I0JIB30BATEIEM WIM aJAMHHHUCTPATOPOM OIPAaHUYECHHUS
KOJIMYECTBa HeycnemHblX nonbslTok BBoAa PIN-koma (VIIZ.6 B wacTu orpaHudeHus
KOJIMYECTBA HEYCICITHBIX TOMBITOK BX0/1a B MHPOPMAIIHOHHYIO CUCTEMY).

2.2.3 IIAK «Pytoken» V. 4 obecreuuBaeT yIpaBlIeHHUE JOCTYIIOM II0JIb30BaTeslel |
aJIMUHUCTPATOPOB MH(MOPMALMOHHOM CHUCTEMBI, a TAaKK€ HPOTrPAMMHBIX CPEICTB
UHPOPMALIMOHHOM CHCTEeMBl K ayTeHTH(PHKAIMOHHOH wWH(OpMamuu B MaMATH
AIIEKTPOHHOTO HieHTHUuKaTopa «PyToken» u cpeacrsam ynpasienus [IAK «Pyrokxen»
V. 4 Ha OCHOBE cHelMaIbHBIX HA00OpOB cuMBOJIOB - PIN-koza mons3oBarens u PIN-kozxa
aaMuHuCTpaTopa (Mepa 3aumThl YIIJ[.2 B yacTu peanusanuu ynpaBieHUs JOCTYIIOM Ha
ocHoBe poneit). [IpaBuia pasrpaHuyeHus, B COOTBETCTBUU C KoTOphiMu [IAK

«PyTtoken» V. 4 mpenoctapisieT 10CTYI, NPeACTaBlIeHbl B Tabuuie 1.

Tab6muna 1
Tun yyeTHoHu 3anucu IIpaBa gocryna
1. wmsmenenue csoero PIN-kxona;
2. W3MEHEHHE CHMBOJBHOTO UMEHH 3JIEKTPOHHOTO
unentudukaropa «PyTokeny;
ITonw30BaTenn

3. uTeHue ob1mei nHGOopMaIK OTHOCUTEIHHO
AIIEKTPOHHOT O uAeHTU(UKaTopa «PyToken» u3

CHCTEMHOI 0071aCTH ITaMSTH;

8 PIN-ko monb30BaTENs MPUMEHSETCS JUIS TIOTBEPKIEHUs (DaKTa TOTO, YTO HCIIONb3yeMasi B MPOIIECCE
ayTeHTH(UKaMKM ayTeHTUQUKAIMOHHAS WHpOpManus, NPUHALICKHUT I0JIH30BATEII0 WIM aJIMHHUCTPATOPY
MH()OPMALMOHHO CHCTeMBbI, KOTOPBIH 00nanaeT 3Toi nHpopmanuen (HakTop «3HAHU»).
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Tun yyeTrHou 3anucu IIpaBa gocryna

1. wmsmenenue cBoero PIN-kona;

2. pas6nokupoBka PIN-kox monms3oBarens;

3. uteHue oOmieit nHGOPMAIIMH OTHOCUTEIBHO

AJIMUHHCTPATOP ANIEKTPOHHOTO UJeHTU(HUKaTOpa «PyTOoKeH) 13
CHCTEMHOI 001aCTH IIaMSTH;

4. ¢dhopmaTupoBaHHUE ISKTPOHHOTO UACHTU(UKATOPA

«PyToken».

2.2.4

2.2.5

2.2.6

I[TAK «Pytoken» V. 4 tpebyer npenbssienre PIN-koma monb3oBarens B CIEAYIOMIUX
CIIyqasx:

— wu3MeHeHue cBoero PIN-kona;
— U3MEHEHHE CUMBOJBHOTO UMEHU AJIEKTPOHHOTO UAeHTU(UKATOpa «PyTOKeH»;

ITAK «Pyrtoken» V. 4 mpoBepsieT COOTBETCTBUE 3HAueHHUs npenabsiBieHHOro PIN-kona
M0JIb30BATENsl YCTAHOBJIEHHOMY 3TaloHHOMY 3HaueHuto PIN-koga mnonb3oBarens.
W3menenue PIN-xoma monb3oBaTensi OCYIIECTBIEHO TOJBKO B Cllydae COBIAJICHUS
3Ha4YeHMs npeabsaBiieHHoro PIN-kona nosb3oBarens u 3TanoHHOro 3HayeHus PIN-kona
I10JIB30BATES.

ITAK «PyTtoken» V. 4 TpeOyer npenbsaBienue PIN-koaa agMuHUCTpaTOpa B CIEAYIOMINX
ClIyyvasix:

— wm3MeHeHHe cBoero PIN-xoza;
— pas6nokupoBka PIN-kox monb3oBaTens;
— ¢opMaTupoBaHue dIEKTPOHHOTO HIeHTU(UKAaTOpa «PyToKeH.

ITAK «PyToken» V. 4 mpoBepsieT COOTBETCTBUE 3HaueHUs NpenbsaBieHHoro PIN-kona
aJMUHUCTPATOpPa YCTAHOBIEHHOMY dTajJOHHOMY 3HaueHU0 PIN-kona agmuHucTparopa.
N3menenne PIN-xoma momb3oBatenst wu3meHeHue PIN-koma amamuHUCTpartopa,
pa30JIOKUPOBaHUE AJIEKTPOHHOrO HAeHTU]UKaTOopa «PyToken», noctynm K (yHKIHSIM
YIIPaBJICHUS OCYIIECTBJICHBI TOJBKO B CIIy4ac COBIIQJCHUs 3HAUYEHUS INPEABIBICHHOIO
PIN-kona aqmMuHHMCcTpaTopa 1 sTanonHoro 3Hadenus PIN-koxa anmunuctparopa.

[TAK «PyToken» V. 4 ocyuiecTBisieT UASHTU(PUKALNIO JIEKTPOHHBIX UIEHTU(HUKATOPOB
no ux Jjormdeckum umeHam. [IAK «Pyrtoken» V. 4 oOecnednBaeTr NpPUCBOEHHE
AIIEKTPOHHOMY UACHTUPHUKATOPY «PyTOKEH» CMMBOJIBHOTO UMEHHU JJISl YIPOLIEHHUS €ro
BuzyanpHOW uaeHtuukanuun (MAD.2 B yactH wuaeHTH(PUKAIMKM YCTPOHCTB B

UHGOPMAIIMOHHOM CUCTEME).
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3 KOMILIEKTHOCTb

3.1 TIAK «Pyroken» v. 4 MOCTaBIISIETCS B COCTaBE KOMILUIEKTA, KOTOPBIH JOIKEH COIEPIKATh

CJICAYIOIIME OCHOBHBIC YaCTH.

— DJIEKTPOHHBIN uneHTuuKaTop «Pyroken»;

— IUCTpUOYTUB IPOrpaMMHOr0 0OecreueHus;

— KOMIUICKT JOKYMCHTAIINH.

3.2  KOMIUIEKTHOCTh MOCTaBISIEMON POAYKIMH TIpuBeeHa B Tabmuie 2.

Tabmuua 2
Kou-
HaunmeHoBanue IIpumeyanue
BO
KonnuecTtBo u MOJIETIb
uaeHTuuUKaTopa OnpeensieTcs
YCIIOBUSIMU JIOTOBOpa Ha IOCTaBKY
ITAK «PyTtoken» V. 4. DneKkTpOHHBIH
uaentupukarop «Pyroken» v. 4
MOJKET OBbITDH IIPEICTaBJICH
CJIEIyOIIMMH MOJAEIISIMHU:
—  Pyroxen DOIII SC;
OneKTpOHHBINA uaeHTuguKaTop Pyroken
— Pyroken OLII 2.0;
—  Pyroken DUII 2.0 2100;
—  Pyroxen DUII PKI,
—  Pyroken DIIT 2.0 Flash;
- Pyroken Lite;
—  Pyrtoxken S.
KoMmnakT-auck ¢ pa3MenIeHHbIM Ha HEM
JUCTPUOYTHBOM IPOrPaMMHOTO
o0ecrnievyeHus:
— IIO Ilanens ynpanenust Pytoken st 1
32-pazpsimabix OC;
— TIO TManens ynpasnenust PyToken s 1 [TocraBnsieTcs B 2JIEKTPOHHOM BUIE
64-paznpsaanbix OC. (mocTaBisieTcs Ha KOMIAKT-IUCKE
W JIOKyMEHTaLuel B COCTABE: OILIMOHAIBHO, B COOTBETCTBUU C
—  «IIporpammHO-anmapaTHbeIi KOMIUIEKC yCHIOBHAMH JI0T0BOpA Ha [I0CTAEKY)
ayTeHTU(UKALUK U XpaHeHUs! UHpopMauu 1
«Pyroken» Bepcun 4. PykoBOJCTBO
anmuHucTparopa, AKC®.501490.008 90»;
—  «IIporpamMmHO-anmapaTHbIi KOMIUIEKC 1

ayTeHTH(UKAIIMU U XpaHeHUus nHpopmauu
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Ko.1-
BO

HaunmenoBanue

IIpumeyanue

«Pytoxken» Bepcuum 4.  PykoBOACTBO
nons3oBatrelrs, AKC®.501490.008 91»;

—  «IIporpammHO-anmnapaTHbIi KOMILIEKC 1

ayTeHTU(UKALUU U XpaHEeHUs! HHPOpMAIIH
«Pytoken» Bepcunm 4. TexHuueckue
ycnosust AKC®.501490.008 TY».

—  «lIporpammHoO-anmnapaTHeli KOMILIEKC
ayTeHTU(UKAUU U XpaHeHUs: HHpopMauu
«PyToken» BEpCUU 4. dopmyisip
AKC®.501490.008 30»

«IIporpammHo-anmapaTHbIi KOMILIEKC
ayTeHTH(HUKAINU ¥ XpaHEeHHUs HH(POpMAIUU

«PyToken»

AKC®.501490.008 30»

Bepcuu 4. Dopmysap

IlocTaBmsieTcs B I€4aTHOM BUJC

3aIuTHBIA

KOHBEPT KOMIAKT-IUCKA 1

3aBepeHHas Komnus cepTudukara
cootBeTcTBUSI CHCTEMBI CepTH(PHUKALUH

CPEJCTB 3alUThl HHPOPMALUH 110 1

TpeGoBaHUsIM 0€30IacHOCTH HHPOPMALTUT
(cBunerennsctBo Ne POCC RU.0001.015100)

ITocTraBasercs B QJICKTPOHHOM BHUC

VYnakoBoyHas Tapa. 1

VYakoBo4yHas Tapa COCTOUT U3
KOpOOKH

CepTI/I(l)I/IKaT MOMJIMHHOCTHU 3JICKTPOHHOI'O

uaeHTuuKaTopa (0T pazpaboTunka 1 1

uzroroButens — AO «AKTUB—CODT)

IlocTaBmsieTcs B Ie4aTHOM BHUC

3.3 Kontponsnble cymmbl auctpudbytusa [TAK «PyToken» V. 4 paccuuTaHbl 1O alropuTMy

«ypOBeHL'l, IIporpaMMHO» € HCIOJB30BAHUCM MIPOIrpaAMMBIL (1)I/IKC8.I_II/II/I HCXOAHOI'O

coctostHus nporpaMMmHoro kommiekca «®@UKCy» (Bepcus 2.0.2), umeromedt cepTudukar

cootBeTcTBUS Ne 1548, Beiman @CTOK Poccum 15 saBaps 2008 roxa, neiicTBHTENICH 10

15 suBaps 2020 r.), npuBeneHs! B Tabnuie 3.

Tab6muna 3
Ne it Nwms ¢aiina KC
Karamor \Linux\x86\
1 rtAdmin ba93a75d
Karanor \Linux\x86\pkicore\include\rutoken\
2 pki-core-cpp.h ea47ffbc
Karasmor \Linux\x86\pkicore\lib\
3 libpki-core.s0.1.1.0 713376d2
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4 librtpkcsllecp.so f73f161f
Karamor \Linux\x86\plugin\
5 libnpCryptoPlugin.so df50c6d9
6 librtpkcsllecp.so f73f161f
Karasor \Linux\x86\rtpkcs1lecp\
7 librtpkcsllecp.so f73f161f
8 cryptoki.h 25a5c72d
Karanor \Linux\x86\rtpkcs1lecp\include\

9 pkcsll.h cf0e4b88
10  |pkcsllf.h ddb513a5
11  |pkesilt.h 31bcf4bf
12 |rtpkesll.h 1feal07c
13 [rtpkcslif.h 0b314af0
14 |rtpkcsllt.h 14a6a55d

Karazor \Linux\x86_64\
15  [rtAdmin 6a700e35
Karanor \Linux\x86_64\pkicore\include\rutoken\
16  |pki-core-cpp.h ca47ffbc
Karasor \Linux\x86_64\pkicore\lib\
17 |libpki-core.s0.1.1.0 9d6f7fd0
18 [librtpkcsllecp.so 43c77caa
Katanor \Linux\x86_64\plugin\
19  |libnpCryptoPlugin.so abaaa076
20  |librtpkcsllecp.so 43c77caa
Katanor \Linux\x86_64\rtpkcsllecp\
21  |librtpkcsllecp.so 43c77caa
Karamor \Linux\x86_64\rtpkcs1lecp\include\
22 [cryptoki.h 25a5c72d
23 |pkcsil.h cf0e4b88
24 |pkcsllf.h ddb513a5
25  |pkcsllt.h 31bcf4bf
26 |rtpkesil.h 1feal07c
27  |rtpkeslif.h 0b314af0
28  [rtpkcsllt.h 14a6a55d
Karamnor \Windows\drivers\
29  [rtDrivers.exe ee28954a
30  |rtDrvRemover.exe 38887f3d
Karasor \Windows\plugin\
31  |[RutokenPlugin.msi 51501479
Karanor \Windows\x86\
32 [rtAdmin.exe d6783803
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33 [rtDrivers.x86.msi ef2a7785
Karamnor \Windows\x86\pkicore\include\rutoken\
34 |pki-core-cpp.h ead7ffbc
Karasor \Windows\x86\pkicore\lib\
35  |pki-core.dll 3732f92f
36  |pki-core.lib e0ab22bc
37 rtpkcsllecp.dll 91cf181c
Karamnor \Windows\x86\rtpkcs1lecp\
38  rtpkcsllecp.dll 91cf181c
Karamor \Windows\x86\rtpkcs1lecp\include\
39  [cryptoki.h 25abc72d
40  |pkcsll.h cf0e4b88
41  |pkcslif.h ddb513a5
42  |pkcslit.h 31bcfabf
43 |rtpkesll.h Ifeal07c
44 Irtpkesllf.h Ob314af0
45  rtpkesllt.h 14a6a55d
Karamor \Windows\x86_64\
46  |[rtAdmin.exe fd77cd03
47  |rtDrivers.x64.msi dcblef72
48  |rtpkcsllecp.dll 29727193
Katanor \Windows\x86_64\pkicore\include\rutoken\
49  |pki-core-cpp.h ead7ffbc
Karamor \Windows\x86_64\pkicore\lib\
50  |pki-core.dll 44dd7dca
51  |pki-core.lib 23730dd2
52 rtpkcsllecp.dll 29727193
Karamor \Windows\x86_64\rtpkcsllecp\
53  rtpkcsllecp.dll 29727193
Katamor \Windows\x86_64\rtpkcs11ecp\include\
54 [cryptoki.h 25a5c72d
55  |pkcsll.h cf0e4b88
56  |pkcsllf.h ddb513a5
57  |pkcsllt.h 31bcf4bf
58  [rtpkcsll.h IfealO7c
59  |rtpkcslif.h 0b314af0
60 |rtpkcslit.h 14a6a55d

DNeKTpOHHBIE UAECHTU(UKATOPHI «PyTOKEH» V. 4 TIOCTABIISIFOTCS C TIPETYCTaHOBIEHHBIM

IIPOrpaMMHBIM 00ecTieYeHUEM, IPUBEACHHBIM HIDKE:

¢aiin rutokenst.s19 na DU Pyroken DUII SC;
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—  (aiin _rutokenst80.s19 na Pyroken DIIIT 2.0 2100;

— aitn USB_Firmware_ ARM_17 ECP_CERT_uv3.hex Pyroken DIIII 2.0;

—  daiin rutokenst80.s19 Pyroken DI PKI;

— aiin USB_Firmware_ ARM_43 ECP_CERT _uv3.hex Pyroken DIII1 2.0 Flash;

— ¢aiin rutoken.cap, Pyroke Lite SD;
— (¢aitn RUTOKEN_S_REL.hex, Pyroken S;
— aitn USB_Firmware_ ARM_13 lite FSTEK uv3.hex, Pyroken Lite.

3.4 KoutpompHble  cymMMbl  (DaiiJIOB  MPOrpaMMHOIO  OOECIEYEeHHUs  SJICKTPOHHBIX
UICHTH(PUKATOPOB PACCUUTAaHBl [0 QJITOPUTMY «YPOBEHBb-1, TpOrpaMMHO» C
WCIIOJIb30BAHUEM  IPOTPaMMBI  (DUKCAIIMM HMCXOJHOTO COCTOSHHUS MPOTrPAMMHOTO
komiuiekca «OUKC» (Bepcus 2.0.2), umeromieit ceptudukar coorBercTBusi Ne 1548,
BeilaH PCTOK Poccum 15 suBapst 2008 roma, nmericrButeneH no 15 smaBaps 2020 r.),

MIPUBEICHBI B TAOIUIE 4.

Tabummna 4
Ne nnn Nwms daiina KC
1 rutoken.cap b5397c06
2 |_rutokenst80.519 782a911a
3 rutokenst.s19 df66d253
4 rutokenst80.s19 0788886f
5 USB_Firmware_ ARM_17 _ECP_CERT _uv3.hex 1cOfe7af
6 USB_Firmware_ ARM_43 ECP_CERT _uv3.hex 130d629¢
7 |RUTOKEN_S REL.hex fe2ce35d
8 USB_Firmware_ ARM_13 lite FSTEK uv3.hex fe0edd02

KoHTtposnbHble cymMMBl HeM3MeHseMBIX (aitnoB yctanoBieHHoro [TAK «Pyrtoken» V. 4,
paccuMTaHHBIE MPOTpaMMON (PUKCAIMU W KOHTPOJISI HMCXOAHOTO COCTOSIHHS TIPOTPaMMHOTO
komiuiekca «®UKC 2.0.2» no anroputmy «YpoBeHb-1, NporpaMMHO», NPUBEIEHBI B

NPUIIOKEHUU A HacTosuero GopmyJspa.

3.5 DxcmnyaranuonHas nokyMmentanus Ha [TAK «Pytoken» v. 4 moctaBnsieTcs B cielyromemM
COCTaBe:

— «IIporpamMHoO-anmapaTHbIi KOMILUIEKC ayTeHTH(QHUKAIMU U XpaHEeHUs UHpOpMaluu

«Pytoken» Bepcuu 4. Dopmyisip», AKCD.501490.008 30 01;

— «IIporpamMHoO-anmapaTHbIi KOMILUIEKC ayTeHTU(QHUKAMU U XpaHEeHUs UH(opManuu

«Pytoken» Bepcun 4. Onucanue npumenenus», AKC®.501490.008 31;
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— «IIporpamMHO-anmapaTHbId KOMILUIEKC ayTeHTH(PHUKAIMU U XpaHEeHUs UH(opManuu

«Pytoken» Bepcun 4. PykoBojactBo anmuauctparopa», AKC®.501490.008 90;

— «IIporpaMmMHO-anmapaTHBIN KOMILIEKC ayTeHTHU(UKAIUU U XpaHeHHS UH(OPMAIUH

«Pytoken» Bepcun 4. PykoBoacTBO nosib3oBareisy, AKCD.501490.008 91.
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4 CPEJA ®YHKIIMOHUPOBAHMUSA

MuHMManbHbIe TPEOOBAaHUS K MPOTPAMMHOMY U alllapaTHOMY 00€CIICUeHHUI0

Tab6muna 5

DJIeMeHT

ITapamerp

OHepaHI/IOHHaﬂ CHCTEMA

OC Microsoft Windows 8.1 (32/64-bit),

OC Microsoft Windows 10 (32/64-bit),

OC Aunbt Cepsep 8 (32/64-bit),

OC Anbt Pabouas cranmmus 8 (32/64-bit),

OC Anbt O6pazoBanue 8 (32/64-bit),

OC Aunbt JIunykce CIIT 7 (32/64-bit),

OC Aubt 8 CIIT (32/64-bit),

EMIAS OS 1.0,

OC Astra Linux Special Edition (PYCB.10015-01) (32/64-bit),
OC Astra Linux Common Edition (32/64-bit)

[Ipoueccop

11T

OHepaTI/IBHaH IHaMAThb

210

Kectkuit quck (cBoOOHOE
MIPOCTPAHCTBO)

20 MB (cB06OIHOTO IPOCTPAHCTBA)
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5 VYKA3AHMUs 1O SKCIVIYATALIUU

5.1 OO6umwme ykazaHus

[MIpu osxcrmyarammu  [TAK  «Pytoken» v. 4 Ha o0bekTax HH(DOpPMAaTH3ALMH,
oOpabarpIBaromInX MH(POPMALMIO OrPAaHUYEHHOTO JIOCTYNa, HEOOXOAMMO  BBITIOJTHEHUE
CJIEIYIOIIMX OTPAaHUYEHUI:

— HCMOJb30BAaHUE OIEPAIOHHBIX CHUCTEM, MPUBEICHHBIX B MyHKTe 1.6 Hacrosiero
ToKyMeHTa, uMermux ceprtudukar coorBerctBus ®CTIOK Poccun, wium, B cirydae
€ro OTCYTCTBHSA, JONOJHUTEIBHO MCIIOIB30BATh CPENICTBA 3AIIUTHl HHPOPMAIIUN OT
HECAHKIIMOHMPOBAHHOTO JIOCTYMa, Ui 3allUThl HH(QOPMALUU OrPaHUYEHHOTO
JOCTyTIa,

— 3amper Ha ucnons3oBanusi [IAK «Pytoken» v. 4 mns oOGpaboTku uHbopMaiuwy,
coJiep>Kalleil CBeIeHUs!, COCTABIISIIOIINE TOCYA1apCTBEHHYIO TaiHY;

— IIAK «Pyrtoken» V. 4» JOKEH YCTaHaBIMBAThCS Ha  0OOpYIOBaHHE,
COOTBETCTBYIOIIIEE TPEOOBAHUIM, OIIPEICICHHBIM B HACTOSIIIEM JOKYMEHTE;

— HalMyue aJMHHHCTpaTopa O€30MacHOCTH, OTBEYAIOLIEro 3a MPaBUIbHYIO
skcmutyatauuto [TAK «Pytoken» v. 4;

— ofecnedeHue (U3MYECKON COXPAaHHOCTU CPEJICTB BBIUUCIUTENBHON TEXHHUKHU C
ycraHoBieHHbIM [TAK «PyToken» v. 4 u uckitoueHne BO3MOXHOCTH JOCTYIa K HUM
MTOCTOPOHHUX JIUI;

— JIOCTYIl K Karajory ¢ YCTaHOBJIEHHBIM mHporpaMMHbIM obecrieueHuem I[1AK
«Pytoken» v. 4 «%WINDIR%\System32\Aktiv Co\» B omeparioHHBIX CHCTEMax
cemeiictBa Windows nosmkeH ObITh pa3pemiéH TONbKO aIMUHUCTPATOPY;

— coxpaHeHHue B cekpere uaeHTupukaTopos, PIN-kog0B 1 naponeit aAMMHUCTPATOPOB
u nonb3oBateneit [IAK «PyTtoken» v. 4;

— oOs3arenpHas cmeHa PIN-konma «mo ymom4aHuio» 3JI€KTPOHHBIX WIACHTH(PHKATOPOB
II0CJIE€ X MHULMAIIN3ALNN;

— TpOBEACHHE Iepruoaudeckoro KoHTpois nenoctHoctH ITAK «Pyrtoken» v. 4 ¢
MOMOIIIBIO TPOrPaMM KOHTPOJIS LIETIOCTHOCTH (HE peke OHOT0 pasza B Mecsll);

— TPOBEACHHE NEPUOAMYECKON IPOBEPKM HA HAIMYUE aKTYyalbHBIX YSI3BUMOCTEH
(menocratkoB) B IIAK «Pyroken» v. 4 u cpene ero (yHKIMOHHPOBAHUS C
HCIOJIb30BAHUEM CPEJICTB aHAIM3a 3alUIIEHHOCTH (HE peke OJJHOTO pasza B Mecsll);

— mposeaeHue nepuoanuyeckor mnposepkn IIAK «Pyroxken» v. 4 m cpensl ero
(YHKIMOHMPOBAHUS HAa HAJIWYME KOMIIBIOTEPHBIX BHUPYCOB C HCIOJIb30BAHUEM

CPEIICTB aHTHBUPYCHOM 3aIIUTHI (HE PEXKE OTHOTO pa3a B MECHII).
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st Bcex koMmmoHeHTOB cpenbl pyHkimonupoBanus [TAK «Pytoken» V. 4 n0mKHBI OBITH
YCTaHOBJICHBI BCE aKTyallbHbIe OOHOBJICHUS MPOTPAMMHOI0 O0ECIICUCHUS, & TAK)KE BBITOJHEHBI
pPEKOMEHIaluHU Pa3paboTUYMKOB MO 6€30MacCHOMY KOH(UTYPHPOBAHUIO, JTUOO MPUHATHI MEPHI IO
3amuTe UH(pOpMAaINK, HERTPATU3YIOIIHE YI3BUMOCTH.

VYcranoBka IIAK «Pyrtoken» v. 4 J1oibKHa OCYHIECTBISITBCS B COOTBETCTBUHM C
JKCILTyaTalMOHHOW TOKYMEHTALUEH.

Kananst nepepmaunm nanHbeix [TAK «Pytoken» v. 4, pacnojoKeHHblE B Ipejaenax
KOHTPOJIMPYEMOM 30HBI, JOJKHBI OBITh 3alllUIICHbl OPraHU3alMOHHO-TEXHUYECKUMHU MEpaMHu.
Hnst 3amutel kaHanoB nepenadd naHHbiX [IAK «Pyrtoken» v. 4, BBIXOIAIIMX 3a MPEIEIbI
KOHTPOJIMPYEMOH 30HBI, JIOJDKHBI TIPUMEHSATHCS CPEACTBA KPHUNTOTPAQUUCCKON 3aIUTHI
uH(popmanuu, umeromue aecrsyromuii ceprupukar @Chb Poccun.

[Tpu ucnons3oBanuu [TAK «PyTtoken» v. 4 B rocyaapcTBEHHBIX HH(POPMAIIMOHHBIX
cucTeMax M  HMHQOPMAIMOHHBIX  CHUCTEMax  MEPCOHAIBHBIX  JAaHHBIX  OMEPaTOPOM
WH(OPMAIIMOHHONW CHCTEMBI JIOJDKHBI OBITH BBIMOJTHCHBI BCE TPEOOBAHHS K YCHIICHHSIM MeEp
3aIIUTHI.

JlomkxHO OBITh OOECTeueHO WCIOoNIb30BaHUE TNpoTokona I[Pv6 wnm wucnonb3oBaHue
cratnueckoii ~ ARP-tabmumel  (Mepa HampaBieHa Ha  HEWTpalM3allMI0  YS3BHUMOCTH

BDU:2014-00018 u3 6anka nanabIx yrpo3 6e3omacuoctu nHpopmanuu PCTIK Poccun).

5.2 VYcrpaHeHHe HEJOCTATKOB

[IpennpusTHe-U3roTOBUTENb TNPUHUMAET Ha ce0d o00s3aTeNbcTBa IO  TOUCKY H
yctpaHeHuto HegoctaTkoB B [TAK «Pytoken» v. 4 Ha NpOTSHDKEHHUH BCErO JKU3HEHHOTO ITUKJIA
N3 nenus.

[TpeanpusTHe-U3roTOBUTENb OCYIIECTBISAET MpPUEM COOOIIEHUH O HexocTtaTkax oT
notpebuTeneit Ha caiite http://www.rutoken.ru/ u mo tenedony 8 (495) 925-7790.

[TpennpusTHe-U3roTOBUTENb MEPUOJNYECKH, HE pEeXe OJHOrO pa3a B MECHI, JOJIKHO
OPOBOJIUTH TOMCK HW3BECTHBIX (HOJATBEPXKIEHHBIX) YSA3BUMOCTEH B  OOIIETOCTYMHBIX
UCTOYHUKAX HH(OpManuu 00 ysA3BUMOCTAX. B kadecTBe OOIIEIOCTYNHBIX HCTOYHUKOB B
HIEPBYIO OYepe.lb TOJHKHBI UCIIONB30BaThCs 0a3a JaHHbIX ys3BuMocTeil (nanee - B/IY) B coctaBe
Oanka maHHBIX yrpo3 Oe3omacHoctu uHpopmanmun PCTIOK Poccun (www.bdu.fstec.ru), a
TaKXe CJIEIYIOIIIe JJOMOJHUTEIbHbIE UCTOUHUKH:

— https://lcve.mitre.org/ ,
— https://nvd.nist.gov/ ,
— https://www.exploit-db.com/ ,

— http://lwww.rapid7.com/db/ ,
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— http://www.cvedetails.com/ ,
— http://www.securitylab.ru/ u apyrue.
Hpe,I[HpI/I}ITI/IC-I/BFOTOBI/ITeJIB JOJDKCH IPOBECTH aHalIu3 BBIABJICHHBIX YHBBHMOCTeﬁ Ha
npeaAMET BO3MOXKHOCTH HX HMCIIOJIBb30BaHUA JIA HapPYHICHUSA 0€30I1acHOCTH. HpI/I aHaJIn3e

YSI3BEMOCTEH HEOOXOAMMO YUUTHIBATh CICIYIOIINE KPUTEPHHU:

THII OIIIOKU;

BEPCHUIO MIPOTPAMMHOTO 00eCIIeUeH U], TOIBEPKEHHYIO YSI3BUMOCTH;

— YPOBHM OIIACHOCTH YSI3BUMOCTHU (KPUTHUECKAsl, BBICOKAsI, CPENIHSSA, HU3Kas);

— wuH(popManuw 00 yCTpaHESHUH.

[Tponienypa ycrpanenus yszBumocrtedl ITAK «Pytoken» v. 4 nomxHa obecrieuuBaTh
BO3MOXHOCTh 00HOBEeHUs 1O 111 ycTpaHeHHs akTyalbHBIX YSI3BUMOCTEH.

B cnyuae BeisBnenust uadopmarun o6 yszsumoctu [TAK «Pytoken» v. 4 u cpen ero
(YHKIMOHMPOBAHUSI W3 pA3IMYHBIX HCTOYHHKOB W OTCYTCTBHS HH(poOpMamuu 00 3TOMH
ys3Bumoctd B BJIY, mpeanpustue-u3sroToBUTENb MNPEAOCTaBIsAET HMH(OPMAIMIO O JaHHOU
ysa3BuMocTd B PCTOK Poccun nist pasmemenus B B/1Y.

YcTpaHeHHe HENOCTaTKOB JOJDKHO IIpelycMaTpuBaTh JOBEAEHHE HH(opmanuu o
Henocrarkax [IAK «Pyrtoken» v. 4, a Takke O KOMIEHCHUPYIOIIMX Mepax IO 3alluTe
UHGOPMALIMU WK OrpaHUYEHUIX [0 IPUMEHEHMI0, a Takxke 1opaboTky [TAK «PyTtoken» v. 4, B
TOM 4yuciae pa3paboTky oOHoBieHui [TAK «PyTtoken» v. 4 umm pa3paboTKy Mep IO 3aluTe
uH(poOpMalUY, HEUTpanu3yromux Henoctatok. OOmmil cpok ycrpaneHus Hexmoctatka [TAK
«PyToken» v. 4 He noyKeH TpeBbimarh 60 THEl ¢ MOMEHTa BBISIBIICHUS HETOCTATKA.

ITpu BeIsiBIeHUM ys3BuMocted [TAK «PyToken» v. 4 npeanpusatue-u3roroBUTENb JOJKEH
OCYLIECTBUTH CJIEIYIOLINE MEPOIIPUATHS:

— B Cclyyae OTCYTCTBHUS, Ha MOMEHT IPOBEPKM HMH(OpPMAlMKM IO BBIIBIECHHBIM
ysazsuMocTaM [TAK «Pyroken» v. 4, noctynneix penusoB ITAK «Pyroken» v. 4 ¢
YCTpaHEHHBIMH YS3BUMOCTSIMH, pa3padO0TaTh KOMIIEHCUPYIOLIUE MEpbI MO 3allluTe
uHpopmanun wian orpaHnyeHuss no mnpumeHenuto IIAK «Pytoken» v. 4,
CHIDKAIOILME BO3MOYKHOCTb IKCIUTyaTallud ysI3BUMOCTEN;

— JIOBeCTH MH(POPMALMIO O KOMIEHCUPYIOIIMX MepaXx H OrpaHHYECHUSAX 110
NPUMEHEHHIO /10 TIoTpebuTesei B cpok He Oosiee 48 4acoB C MOMEHTA BBISBICHUS
HEJ0CTaTKa;

— nopabotars [IAK «PyToken» v. 4 unu ero otAefnbHble KOMIOHEHTBI, B TOM UHUCIIE

BbImycTuTh OoOHOBIeHHE IIAK «Pyrtoken» v. 4 wunm, B ciayyae HEBO3MOXXHOCTH

yctpanenus ysssumocrteit [TAK «Pytoken» v. 4 myTem nmpuMeHEHHsS OOHOBIIEHUS,
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BBIIYCTUTh MEPHI MO 3alUTe NH(POPMALUU, HEUTPATU3YIOIME HEOCTaTOK U BHECTH
HE00XOIMMBbIE U3MEHEHHUS B KCIUTYaTAIlHOHHYIO JOKYMEHTAIHIO;

— mpoBecTH TectupoBanue gopadoranHoro ITAK «PyToken» v. 4 uiam ero oTnenbHbBIX
KOMIIOHEHTOB Ha mnpenmer BiusiHUs oOHOBieHuit ITAK «Pytoken» v. 4 Ha ero
¢yHKIMK 0€30IacHOCTH, MOATBEPXKACHUS YCTPaHEHHs YSI3BUMOCTEH, HEBHECEHUS
HOBBIX ysi3BUMocTel B [IAK «PyToken» v. 4;

— nosectd uHpopmanuio o Hegocrarkax [TAK «Pyrtoken» v. 4, 0 KOMIIEHCHPYIOLIUX
Mepax M0 3aluTe MH(GOpMAnUK WM OIPaHUYEHHUSIX N0 NMPUMEHEHHIO, a TaKXke O
Boimycke oOHoBneHuit [TAK «PyTtoken» v. 4 mnm mMepax mo 3ammre WHGOpPMAIHH,
HEUTPAIU3YIOIUX HEIOCTAaTOK, N0 KaXJOro MOTpeduTens cepTUUIUPOBAHHOTO
ITAK «Pyroken» v. 4 myTeM OTHpaBKM COOOIIEHUII Ha 3JEKTPOHHBIE ajpeca
nmoTpeouTene;

— o0ecreunTh TapaHTUPOBaHHYIO nocTaBKy oOHOBieHuid I[TAK «Pyrtoken» v. 4
MOTpeOUTEIISAM;

— echau ys3BUMOCTb He ycrpausiercs oOHoBienuem I[IAK «Pyroken» v. 4 wumm
peanuzanyeil Mep Mo 3ammre HHQOpManUM, HEUTPAIU3YIOLIMX HEIOCTATOK,
IpeANPUATHE-U3TOTOBUTEID HEe3aMeUIUTEIbHO u rapaHTHPOBAHHO, c
MOATBEpKIeHUEM, coodaer 06 3ToM BceM notpedutensm u B ®CTIK Poccum.
[TorpeOutenu npekpamarot npumeHerne [TAK «PyTtoken» v. 4.

Ecnu nmotpeburens He MOXKET BBITOJHUTH yCTaHOBKY oOHOBIeHHs [TAK «PyTtoken» v. 4
W/UNM pealn30BaTh MeEphl MO 3amuTe uHbopmaruu, HeWTpanusyronme Hemoctatok [TAK

«PyToken» V. 4, oH mpekpaliaer ero NpuMeHeHHE.

5.3 IIpouenypa o6HOBIEHUS

[Tpu BHecenuu n3menenuii B [IAK «PyTtoken» v. 4 npeanpustie-u3roroBUTENb IPOBOJUT
UCTIBITAHHUSA B CBSI3M C BHECEHHMEM W3MEHEHUH (IpU HEOOXOJUMOCTH ISl HPOBEIEHUS
UCTIBITAaHUW TIPUBJIEKAETCS WCIbITaTeNbHas Jnaboparopus). B cmyuae BHecenms B ITAK
«PyToken» V. 4 U3MEHEHH, CBA3aHHBIX C YCTPAaHEHUEM YSA3BUMOCTEH, Mpolieypa OOHOBICHUS
I[TAK «Pyrtoken» v. 4 moTrpebuTeneM MNPOBOAUTCS A0 MPOBEACHUS HCHbITaHUA. B cioyuae
BHeceHus1 B [TAK «PyTtoken» v. 4 unbIX u3mMeHenuit npoueaypa ooHosienus [TAK «Pyroken»
V. 4 motpeduTesieM BO3MOXKHA TOJIBKO P MOJO0KUTENBHBIX Pe3yIbTaTaxX HUCIBITAHUMH.

[Ipouenypa oOHOBIEHUS JODKHA IMpeAycMaTpuBaTh JOBeleHUE HWHPOpMaUUd O
HeoOxoqumoctu obOHoBieHus: IIAK «Pytoken» v. 4 u olecrnieueHue rapaHTUPOBAHHOMN
noctaBku obHoBineHuil I[TAK «Pytoken» v. 4 morpeOutensm. JloBeaeHue uHpOpMAMU O

Beinmycke oOHoBieHHH I[IAK «PyTtoken» V. 4 J1OKHO OCYWIECTBIATHCS O KaKIOTro
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notpedurens, ceprudunupoBanHoro [TAK «Pytoken» v. 4 myTeM OTHpaBKH COOOIICHHWH Ha
NIEKTPOHHBIE  ajgpeca  morpedutenei.  llpeanpusarne-u3roroBUTENb  IPEJOCTABISAET
notpedutensm oonosnenus [IAK «Pytoken» v. 4 Ha ONTHYECKOM JHCKE.

[Tpu monyuenun oonoBieHuii [TAK «PyToken» v. 4 mepea mx yCTaHOBKOW HEOOXOIUMO
MPOBEPUTH MOJIMHHOCTh U IIEIOCTHOCTh MOJY4YeHHbIX (haiiyioB oOHOBIeHUH. /s ycTaHOBKH
OOHOBJIEHUH aAMUHUCTPATOP 0€30I1aCHOCTHU JO0JKEH BBINOIHUTD CIEAYIOUIUE IEHCTBUS:

— 100aBUTh KOpPHEBOW  cepTuduKaT, CKa4eHHBIH ¢ calTa  W3rOTOBUTEIS
https://ra.rutoken.ru/rootcerts, no6aBuTh €ro B CHHCOK JIOBEPEHHBIX CEPTU(DUKATOB
OcC.

— TPOBEPUTHh MOMJIUHHOCTH (HalijIOB OOHOBICHHI MPH TMOMOIIM MPHCHUIAEMON ¢
OOHOBJICHHEM CHUTHATYpBI, a TaKKe BCTPOCHHBIX yTUIUT OC UM MpH MOMOIIHN BeO-
cepsuca https://crypto.kontur.ru/verify. Ecau momauHHOCTE (haitioB 0OHOBIICHHUI HE
MOJITBEPXK/ICHA, HEOOXOAMMO OOpaTUTBCS B CIY)KOY TOAICPKKH TPEAIPUSTHS-
W3rOTOBUTES;

— TIPOBECTH pacyeT KOHTPOJbHBIX CyMM (haiijloB OOHOBJIEHHMH C HCIIOJB30BAaHHEM
nporpaMMmbl  (pUKCalMu M KOHTPOJS HMCXOAHOTO COCTOSIHHSL ITPOTPaAaMMHOTO
koMmiuiekca «OUKCy» (Bepcuu 2.0.2) mo anroputmy «YpoBeHb-1, IporpamMmmHO».
CpaBHUTH KOHTPOJIBHBIE CYMMBI (paillioB OOHOBJIEHHM C YyKa3aHHBIMH Ha
onTuyeckoM Jucke. Ilpu pacxoxkJeHWH KOHTPOJIBHBIX CYMM C 3TaJOHHBIMH
3HAYEHUSIMU HEOOXOJMMO OOpaTUThCS B CIHYXOy MOJACPKKU MPEANPUSTUS-
U3TOTOBUTES,

— HPOU3BECTU YCTAHOBKY aAKTYAJIbHBIX OOHOBJICHUM.
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6 TEXHHUYECKASA NOJAPEKKA

[IpenmpusTHe-U3roTOBUTENb OKa3blBaeT 0a30BYH0 TexHHYecKyr mnoanepxkky IIAK
«Pyroken» v. 4. B pamkax 0a30BOil TEXHUYECKOW MOMICPKKH MPEANPUATHES-U3TOTOBUTEIH
oOecrnieunBaeT MOMCK, aHalu3 U ycrpaHeHue HenoctatkoB [TIAK «PyTtoken» v. 4 Ha npoTsykeHUn
CpOKa JICUCTBUS 0a30BOM TEXHUYECKOU MOIEPIKKH.

ba3zoBas TexHHuecKas MOAAEpKKa BXOAUT B cTOMMOCTh nocrasisieMoro ITAK «Pyroken»
v. 4 wu obecrieunBaercs NpeanpusTueM-uzroroutesnieM. Cpok 0a30BOH  TEXHHUYECKOM
MOJJICPKKH ONpEEeNsieTcss CPOKoM aeictBusi ceptudukara coorBerctBusi @CTIK Poccuu u
MO3KET OBITh MPOJJICH IO OKOHYAHUU CPOKA JACUCTBUS CepTU(PHUKATA COOTBETCTBHUSL.

Wubie BUIBI TEXHUYECKOUW MOJACPKKH (PaCHIMPEHUsI CEPBUCOB TEXHUUYECKON MOIEPIKKH )
MIPEAOCTABIIAIOTCS MPEANPUITUEM-U3TOTOBUTENIEM Ha BO3ME3JTHON OCHOBE, B COOTBETCTBHUH C
JIEUCTBYIOIIUMH TOJUTHKAMHU W TpaBUJIaMHU OKa3aHHS TEXHUYECKOW MOJJEPKKH IMPOTYKTOB
NPEeANPUITHSI-U3TOTOBUTEIIS.

Texuuueckas mnonaepxka I[IAK «Pyrtoken» v. 4 ocyuiecTBisercs MNpeanpUusiTUEM-
U3rOTOBUTEJIEM TI0 ajapecy/renedoHy/anekTpoHHoi moute: 115088, 1. Mocksa, yi.
[HlapukonoammMnHUKOBCKast, AoM 1, stax 4, mom. IX, komu. 11 / 8 (495) 925-7790 /
info@rutoken.ru.

OO0 oxoHUaHUU MPOU3BOJCTBA U 0a30BoM TexHuueckoit moanaepxkku [TAK «Pytoken» v. 4
peIpUsITHE-N3TOTOBUTENb HHPOPMUpPYET NoTpeduTenel He mo3aHee, 4eM 3a | rom o
OKOHYAHUS IPOU3BOJICTBA U MOACPIKKH CIICTYIONUMHU CITIOCOOAMU:

— mnyOnukamueil  COOTBETCTBYyMOIIeH uWHGOpMalnuu Ha  caiiTe  MpeanpusiTus-
W3TOTOBUTES;
— HampaBJI€EHMEM DJJIEKTPOHHBIX IHCEM Ha DJJIEKTPOHHbIE TIOYTOBBIE agpeca

notpeOuTenei.
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I'APAHTHUMU U3TI'OTOBUTEJIA
[Tpennpusitue-u3roroBurens rapantupyer coorBerctBue I[IAK «Pyroken» v. 4

TpeboBanusaM TY mnpu coOnarofeHuu MOTpeOUTENeM YCIOBUM M IPAaBUJ SKCILIyaTallUH,
TPAHCIIOPTUPOBAHMSI U XPAHEHUS, YCTAHOBJICHHBIX B OKCIUIyaTallMOHHOW JOKYMEHTALUH.
B cnyuae BoisiBiaenust B I[IAK «Pytoken» v. 4 nedexToB, HE CBS3aHHBIX C HAPYLICHUEM
IpaBWI DJKCIUTyaTaluH, TpaHcnopTupoBaHuss M xpaHeHus, IIAK «Pyroken» v. 4
NOMJICKAT peKIamMalyy. Pexnamanuu NpeabsBiIIOTCS IPEIIPUITHIO-U3TOTOBUTEIIIO.
[TpennpusTie-u3roToBUTENb O00S3yeTCs MNPH MNOJIYYEHHUH peKIaMaliud B BO3MOXHO
KOPOTKHH CPOK HPUHATH MEPHI 110 YCTPAHEHUIO JI€PEKTOB.

[apanTuitaeiii cpok skcruryarauu [TAK «Pyroken» v. 4 — 12 mecsneB (wim O00mbIINi
CPOK, €CIIH 3TO OINPE/IETIeHO JOrOBOPOM Ha MMOCTABKY WM JIMLIEH3MOHHBIM COIJIAIIEHUEM)

CO IHA 1epeaadu €ro HOTpe6I/ITeHIO.
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8 TEPUOJUYECKHI KOHTPOJIb OCHOBHBLIX XAPAKTEPUCTHUK IIPH
IKCIVIYATAIIUU U XPAHEHUH
PesynbraTtbl KOHTpOJIE OCHOBHBIX XapakTepuctuk ITAK «Pyrtoken» V. 4 3aHOCSTCS B

Tabnuity 6.

Tab6muna 6

[TpoBepsiemas XxapakTepucTUKa Jlata mpoBeieHUs! UCTIBITAHH

20 1. 20 1.

[\
S
—

OTMeTKa O COOTBETCTBUU
[TpoBoan UCTIBITAHUS
(TOJDKHOCTD, TIOJIITUCH)
OTMETKa 0 COOTBETCTBUH
[IpoBoaun ucnbITaHUs
(TOJDKHOCTD, TTOIHUCH)
OTMeTKa 0 COOTBETCTBUU
[IpoBoaun ucnbITaHUS
(IOJKHOCTD, TIO/IITUCH)

KonTponbHas cymma guctpulyTusa

KoHTpoiibHAst cyMMa IPOTrpaMMHBIX MOYJIEH

IIpoBepsiemasi xapakTepUCTUKA JlaTa npoBeneHus: NCIBITAHUI

N
o
—

20 1. 20 1.

OTMeTKa 0 COOTBETCTBUHU
[TpoBoau UCTIBITAHUS
(TOJDKHOCTD, TIOJTITUCH )
OTMETKa 0 COOTBETCTBUHU
[IpoBoaua uctbITaHUS
(TOIKHOCTD, TTO/IHCH)
OTMeTKa O COOTBETCTBUH
[IpoBOoaua UcCHIbITAHUS
(TOJKHOCTBD, TTOIIHKCH )

KonTponbHas cymma nguctpulyTtuBa

KoHTposnbHas cymMMa MporpaMMHBIX MOJTyJIeH
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9 CBMJAETEJbCTBO O IPUEMKE

[IporpaMMHO-anmapaTHEIA KOMIIEKC aVTeHTI/Id)I/IKaHI/II/I

U XpaHCHUA I/IHd)ODMaI_[I/II/I ((PVTOKCH» BE€pCcUn 4 unentudukarop C3U

COOTBETCTBYET TpeOoBaHUsAM TexHu4Yeckux ycnoBuii AKC®.501490.008 TV .

OTBeTCTBEHHBIN 32 IPUEMKY

M.IL

JIMYHas IMoANrCh pacmnd}pOBKa oAU CHU

25



10 CBHUAETEJIBCTBO Ob YITAKOBKE U MAPKHPOBKE

[IporpaMMHO-anapaTHBIA KOMILIEKC aVTeHTI/Id)I/IKaHI/II/I

U XpaHCHHUA I/IHd)O]I)MaHI/II/I «PyToken» Bepcum 4 unenrupukarop C3U

VYnakoBan AO «AKTUB-CO(T» COTrfIacCHO TPEeOOBAHUSAM, MPEIYCMOTPEHHBIM B JEHCTBYIOIICH
TEXHUUYECKOHN TOKYyMEHTALIUH.

OTBETCTBEHHBIH 3a YIIAaKOBKY

ML.IL

JIMYHAS TOJTINCh pacmugpoBKa HOAIHCH

MapKkupoBaHO B COOTBETCTBHHM C TPEOOBAaHHMSIMH TEXHHYECKHUX YCIOBHUH HICHTU()UKATOPOM
Cucrembl cepTu(UKaMKM CPECTB 3allUThl MHPOpPMAIUU 1O TpeOOBaHUSAM OE30MaCHOCTH

unpopmanuu Ne POCC RU.0001.01B100

MapKkupoBKy ITpOHU3BEN
JMYHAS TTOJIIHCH pacumppoBKa NOANUCH



11 CBEJAEHUA O PEKVIAMALIUAX

111

11.2

Pexmamariust MOXeT OBITh MPEIbsBICHA MPEANPUATHIO-U3TOTOBUTENIO — KoMIanuu AQO
«AxtuB-cod» (115088, r. Mocksa, yi. IllapuKomoANIMITHUKOBCKas, I0M 1, 3Tax 4, mom.
IX, xomH. 11) B mepuo rapaHTUHHOTO Cpoka, Kak npu npuemke [TAK «Pytoken» v. 4,

TaK U B IPOLCCCC €TI0 XpAHCHUA U SKCILTyaTalllu.

@akr HecoorBercTBUs IIAK «PyTtoken» v. 4 TpeOOBaHMAIM SKCIUTyaTallMOHHOM
JOKYMEHTAIlUM JOJDKEH OBITh O(OpPMIIEH aKTOM. AKT JIOJDKEH COAEp)KaTh CBEACHUS O
XapakTepe HEUCIPABHOCTEH, YCIOBUSIX X BOZHUKHOBEHUS U 00€CIIeYMBATh BO3MOXKHOCTb
TOYHOT'O BOCIIPOM3BEACHUS CUTYaLUH, IIPU KOTOPOH HEUCIPABHOCTU ObLIM OOHApY’KEHBI.
AKT nmoanuceiBaercs muuamu, skcruryatupyroummu [TAK «PyTtoken» V. 4, yrBep:knaercs
pykoBoguteneM npennpustus  (opranumszanuu) IlorpeOurtenss wu  Hampasisercs
NzroroBurento ITAK «Pyroken» v. 4, KOTOpbIi NpUHUMAET MEpbl IO YCTPAHEHUIO

BBIAIBJICHHBIX HCI/ICHpaBHOCTeﬁ, CCJIM OHU IIOATBCPIKAAIOTCA.

11.3 Copneprxanue pekiiaManuii ¥ MEphl, IPUHATHIC IO HUM, 3aIMCBIBAIOTCS B TAOIHUILY 7.
Tabnuua 7
Mara Copneprkanue pexiaMaiiu Mepsl, npuHATHIE [Moanuce
0 peKJIaMaluu OTBETCTBEHHOT'O
JMna
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12 CBEJAEHUS O XPAHEHUUN
12.1 Wspenue xpaHWUTCA B yHaKOBKE M3FOTOBUTEINS MPU TEMIIEPATYpE OKPYKAIOIIETO BO3/1yXa

ot +5°C 1o +35°C, OTHOCHUTENLHOMN BIAXHOCTH BO3yXa He Oosee 65%.

12.2 B nomemenuu a1 xpaneHus M3nenus He TODKHO OBITh arpeCCUBHBIX MpUMeEce (mapoB
KHCJIOT, IIEeJI0UeH).

12.3 Tlpu XpaHeHUU HE JOMYCKAIOTCA PE3KHE H3MEHEHHS TEeMIIepaTyphl OKPYKAIOIIEro
Bo3ayxa (6onee 20 rpamycoB Llenbcust B 4ac) U BO3ACUCTBUS BHEIIHUX MAarHUTHBIX MOJICH
HarpspKeHHOCTBIo 6ostee 4000 A/wm.

12.4 Caenenus o XpaHEHHHU 3aHOCATCS B TaOIUILy 8.

Tabnuma 8
[ara Ycnosus JIOJDKHOCTB, (haMuIust
XpaHEHUs Y MOJIIUCH JIUIIA,
YCTaHOBKH CHSATHS
OTBETCTBEHHOT'O
Ha XpaHCHHUE C XpaHEHUs

3a XpaHCHUC
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13 CBEAEHUS Ob UBMEHEHUSAX
CeneHust 00 U3MEHEHUSX 3aHOCATCS B TaOIHUILy 9.

Tabmauma 9
OcHoBanue Hata Conepxxanne | [lopsiakoBsiit JIOJKHOCT®, [Moanuce
(BXOASIIIU MPOBEJICHUSI | HM3MEHEHUS HOMED bamunus u 1A,
HOMED U3MCHCHHS WU3MCHCHHS MIOJIIKCH JIMIIA, OTBETCT-
COITPOBOJIU- OTBETCTBCHHOTO 33 | BEHHOTO 3a
TEJIBHOTO IPOBE/ICHUE JKCILTyaTa-
JOKYMEHTa U3MEHCHHUS U0
U JaTa) A31eIud
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14 OCOBBIE OTMETKH
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JUCT PETUCTPAIIMUA U3MEHEHHAI

Bx. Ne
z- Howmepa nucros Bcero Homep | composon Ton- Tata
MCHEH- JINCTOB B JIOKY- UTeNb- LIHCE
Huce OOKYy- MCHTAa HOTI'O
MCHTC JOKY-
H3Me- 3aMe- HO- H3b- MEHTA U
HEH- HEH- BBIX SITBIX aTa
HBIX HBIX
1 2 3 4 5 6 7 8 9 10
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NPUIOKEHUE A. KOHTPOJIBHBIE CYMMBbI HEU3MEHSIEMBIX
D®ANIOB

KontponbHble cyMMbl Hen3MeHsieMbIX (haiinoB ycranoBieHHoro [TIAK «Pyrtoken» V. 4.

KonrtpoabHbie cymMMbl Hen3MeHseMbix ¢aitmo OO mis cpeasl GpyukuunonupoBanus Windows
X64

Heunsmensiemble gaiiiibl 3HauyeHue
KOHTPOJILHOM
CYMMObI

rutoken.cap b5397c06
_rutokenst80.s19 782a911a
rutokenst.s19 df66d253
rutokenst80.s19 0788886f
USB_Firmware_ ARM_17 ECP_CERT _uv3.hex 1cOfe7af
USB_Firmware_ ARM_43 ECP_CERT _uv3.hex 130d629¢
RUTOKEN_S_REL.hex fe2cc35d
USB_Firmware_ ARM 13 lite FSTEK uv3.hex fe0edd02
npCryptoPlugin.dll 2e03al149
npRutokenPlugin.dll cadf37e8
FireWyrmNativeMessageHost.exe 68b34764
rtpkcsllecp.dll 695d49fd
rtpkes11.dll 254cT7bfe
pki-core.dll 44dd7dca
pki-core.lib 23730dd2
rtCSP.dll a06d15cf
rtGrTools.dll 650723d7
rtAPIIt.dll d26387d2
rtMiniDrv.dll 75316778
rtAPL.dll de641c8f
rtAPlex.dll 9e3bdf94
rtcontrol_Panel.exe 54afdb88
rterr.dll 10ad518b
rtAPIli.dll 4ba38c10
rtlib.dll 2491fc37
rtGrTools.dll 650723d7
rtcontrol_Panel_Tools.exe 6e59¢e41b
rtDrvRemover.exe 38887f3d
rtAdmin.exe fd77cd03
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KonrtpoabHbie cyMMbl Hen3MeHseMbix ¢aitmo OO mis cpeasl pyuknuonupoBanus Windows
X32

Heusmensiemble ¢gaiiibl 3HaveHune
KOHTPOJILHOM
CYMMBI

rutoken.cap b5397c06
_rutokenst80.s19 782a911a
rutokenst.s19 df66d253
rutokenst80.s19 0788886f
USB_Firmware_ARM_17 ECP_CERT _uv3.hex 1cOfe7af
USB_Firmware_ ARM_43 ECP_CERT _uv3.hex 130d629¢
RUTOKEN_S_REL.hex fe2cc35d
USB_Firmware_ ARM 13 lite FSTEK uv3.hex fe0edd02
npCryptoPlugin.dll 2e03a149
npRutokenPlugin.dll cadf37e8
FireWyrmNativeMessageHost.exe 68b34764
rtpkcsllecp.dll 91cf181c
rtpkes1l.dll 55d83d1e
pki-core.dll 3732f92f
pki-core.lib e0ab22bc
rtCSP.dll 7fad27aa
rtGrTools.dll 64¢62¢96
rtAPIIt.dll 3b3775bb
rtAPLdIl 3e42709c¢
rtAPlex.dll 63b05fd5
rtcontrol_Panel.exe 82d921a9
rterr.dll 4e23a182
rtAPIli.dll 80100bb3
rtlib.dll a9bd4691
rtGrTools.dll 64¢62¢96
rtcontrol_Panel_Tools.exe Sfeab24e
rtDrvRemover.exe 38887f3d
rtAdmin.exe d6783803

KonTtpospHbie cyMmbl HeumsMeHsieMbix ¢aitmoB OO mms cpensl GyHKpoHHpoBaHus Unix
x86_64

Heusmensiemble (paitiibl 3HaueHune
KOHTPOJILHOM
CYMMBI
rutoken.cap b5397c06
_rutokenst80.s19 782a911a
rutokenst.s19 df66d253
rutokenst80.s19 0788886f
USB_Firmware_ ARM_17 ECP_CERT _uv3.hex 1cOfe7af
USB_Firmware_ ARM 43 ECP_CERT _uv3.hex 130d629¢
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Heusmensiemble (pailiibl 3HaueHune
KOHTPOJILHOM
CYMMBI
RUTOKEN_S_REL.hex fe2cc35d
USB_Firmware_ ARM 13 lite FSTEK uv3.hex fe0edd02
libnpCryptoPlugin.so abaaa076
librtpkcsllecp.so 43c77caa
libpki-core.s0.1.1.0 9d6f7fd0
rtAdmin 6a700e35

KonTposbHbIe cyMMBbI Hen3MeHsieMbixX (daitioB OO st cpensl pyHKImonupoBanus Unix x86

Heusmensiemble gaiibl 3HaveHune
KOHTPOJILHOM
CYMMBI
rutoken.cap b5397c06
_rutokenst80.s19 782a911a
rutokenst.s19 df66d253
rutokenst80.s19 0788886f
USB_Firmware_ ARM_17 ECP_CERT _uv3.hex 1cOfe7af
USB_Firmware_ ARM_43 ECP_CERT _uv3.hex 130d629¢
RUTOKEN_S REL.hex fe2cc35d
USB_Firmware_ ARM 13 lite FSTEK uv3.hex fe0edd02
libnpCryptoPlugin.so df50c6d9
librtpkcsllecp.so f73f161f
libpki-core.s0.1.1.0 713376d2
rtAdmin ba93a75d




