PYTOKEeH

PyTokeH VPN

PelwieHune, co3gaHHoOe cneynanbHO AJiA Manoro
1 cpefHero 6M3Heca, NnpegHa3Ha4YeHoO

AnA yao6Horo n 6esonacHoro gocryna

K KopnopatusHbim UT-pecypcam us nro6omn
Touku mupa. bnarogapsa ncnonbsoBaHuio
USB-TOKeHOB 1 Hen3BeKaeMblix Kitouen

Ana noctpoeHuna VPN-kaHana, Pytoken VPN
o6ecneunBaeT MaKcMmanbHylo 6e3o0nacHOCTb
npwv yaaneHHol pa6ore c painamu,
3N1eKTPOHHOI noyTon n cucremamnm 1C.

B pelueHnm peanr3oBaHo CTONKOE WnppoBaHue Tpaduka, brnarogapsa Yemy 3710yMbILLIIEHHVIKM HE CMOTYT NepexBaTuTb
naponb Nnu NogMeHnTb ceptudukart. Ana noctpoeHna VPN-KaHana ncnonb3ytotca Kpuntorpaduyeckrie anroputMmbl

RSA 2048 1 AES 256, a BCe KpUTUYECKU BaXKHble OrnepaLv BbIMOSHAOTCA MPAMO «Ha 6OPTY» SNEKTPOHHbIX NAEHTUPMKATOPOB
PyTtokeH LM unu PytokeH SLM Flash, ngywmx B kKomnnekTe. 310 ob6ecneyriBaeT MakcMMasibHYI0 HAAEXXHOCTb paboTbl PyTokeH
VPN 1 ncknioyaeT BO3MOKHOCTb UCMOIb30BaHUA KOPNOPATUBHOMO akKayHTa TPETbUMM LIAMNA.

> MNpeumyuwecrea n BosamoxxHoctu PytokeH VPN

MpocToTa HaCTPONKN N aMUHUCTPUPOBaHNA
PytokeH VPN nHTerpupyetca c Microsoft Active Directory 3a 3 MuHyTbl. He TpebyeT cneumanbHbIx
3HaHMWIN ANA HaCTPOWKM Y aAMUHUCTPUPOBAHMA.

Yno6¢TBO Ana nonb3oBartenei
MimeeT MHOrodpyHKLUMOHaNbHbIN HTepdENC agMUHUCTPATOPa M NOpTa CamoobCyK1BaHWA

ANA NPOABUHYTbIX NOn b3oBaTenen.

Ycrpoiicteo all-in-one
[na onepaumoHHbix crctem Windows 1 OS X pa3paboTaH cneunanbHbIi KIMEHT, He TpebyioLwmi
YCTaHOBKM ApaiBepoB. [1py 3TOM JOCTaTOYHO OfMH pPa3 YCTaHOBUTb KIMEHT Ha KNOUEBOW HoCUTeNb

¢ dnew-namaTbio, YTOObI CMOb30BaTb €ro Ha JIIDOOM KOMMbIOTEPE UV FafpKeTe.

CoBmMecTUMOCTb € 60nbluMHCTBOM 6pay3epoB u OC

PelueHvie COBMECTMMO C CamMbIMM PacipOCTPaHeHHbIMY OMEPALVIOHHBIMU CUCTEMaMU
(Windows, OS X, Android 1 iOS) n 6onblumHcTBOM 6pay3epos (Google Chrome, Mozilla FireFox,
Internet Explorer 10 u Bbiwwe).

PerynapHble o6HOBneHusA
PerynsipHble 0GHOBNEHNA KJTMEHTa 1 CepBepa 06eCneyrBaloT BbICOYALLNIA YPOBEHD 3aLWTh
1 CBOEBPEMEHHOE YCTpaHeHWe Y3BUMOCTEN.




PYTOKEeH

> WUcnonb3ysa PytokeH VPN, Bbl nonyuyaere:

®  BO3MOXHOCTb yAaneHHoI paboTbl ¢ darinamm 1 31eKTPOHHOW NOYTON B Nt0OOM TOUKe Mupa.
= JlocTtynHoe pelueHne ¢ HagexxHbiM VPN-KaHanom.

m  be3onacHbiin goctyn K nHGOpMaLMOHHBIM pecypcam Npu MOMOLLM NOCTaBIAEMbIX B KOMIMIEKTE MHTENIEKTYaNbHbIX
K/toueBbIX HocuTenen PyTokeH.

. Crporyto AByXpaKTOPHYIO ayTEHTUHUKALMIO YAANEHHbBIX COTPYLHUKOB.
B BO3MOXKHOCTb MCNONb30BaTb YCTPoNcTBa PyTokeH B apyrux UT-cnctemax komnaHuu.
m  CHWXKeHVe PUCKOB KOMNPOMETaLMKN KOPNOPaTMBHOW U NePCOHANIbHON UHPOpMaL K.

m  CokpalleHyie pacxofoB 1 0cBoboXKaeHne pecypcos VT-0TAeNoB Ana peleHns apyrix 6rusHec-3aaau.

BHepgpeHune PytokeH VPN B Ballein KOMNnaHuM CHU3WUT 3aTpaTtbl Ha:

= O6opyAoBaHyie 41 CEPBEPOB YAAIEHHOrO AOCTYMA.

= CepBepHble IMLIEH3NN.

B O6yyeHue CUCTEMHbIX aAMUHUCTPATOPOB.

m  CereBoe 060pyAOBaHME 3a CHET PAbOTbI YACTV COTPYAHUKOB YAANEHHO.

L MO6I/IﬂbHYIO CBA3b COTPYAHMKOB 3a CYET NCMOJIb30BaHNA CETA MHTepHET B KayecCTBe KaHaJla nepenayn gaHHbIX.

> Mpocrasa yctaHoBKa B 5 Wwaros:

war (1) war (2)

MNopgkntounTe yCTPOWCTBO K CETH. 3anyctuTe HacTpolky VPN
Beepute IP-agpec ycTponcTtaa N cnepymnTe YKasaHUAM
1 opyrvie HaCTPOMKM CETH. no HacTpolike.
war (3) war ()
BBeauTe faHHble Ana nHTErpaunm HactponTe Ha ceTeBom 060pyfoBaHMM
¢ Microsoft Active Directory (poyTepe, npokcu-cepsepe)
unu nobaBbTe NOKaNbHbIX npo6poc 0AHOro NopTa.
nosib3oBaTenen.

War @

CreHepupywite cepTdurKaTbl
ANA COTPYAHMKOB NN NPeRoCTaBbTe
MM CCbITKY Ha MopTan Camoo6CnyKnBaHus.
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