PYTOKEH

PytokeH JloroH gns Linux.
Bepcua 1.0.5.
PykoBOACTBO

aaMMHUCTPATOPA

© 2026 KomMnaHua «AKTMB»




PYTOKEH

06wwas MHbopmauma

= O NporpaMMHOM KOMMJIEKCe

B HasHadeHue

®  CocTtaB

®  OnuMcaHMe KOMMNOHEHTOB

= OnucaHue paboTbl

NoALepKMBAEMOE OKpYKeHUe

= [loazepKMBaeMble YCTPOMCTBA

= [loafepsKMBaeMble MPOrpaMMHbIE ayTEHTUMhMKATOPbI

B [logaep:vBaemble niaThopMmbl

®  [loppepxmBaemble OC

= [loazepKu1BaeMble rpaduryecKkme oKpyKeHus

= [loafepsKMBaEMble KOHTPOJIEPbI JOMEHA

B Heobxoanmble GUBIMOTEKMN U 3aBUCMMOCTH

B JlMyeHsnpoBaHMe NpoayKTa

® O6was nHpopmMaumsa

®  YcTaHOBKa cepBepa JIMLEH3MPOBaHUA

B YpaneHue cepsepa JIMLEH3UPOBaHMA

B 3anyck MacTepa aumueHsui Guardant

B AKTMBaAUMA NULEH3UM

m  Hactpoika MK ans pa6oTbl ¢ JoMeHHOM 2DA

®  Hactporka Network manager ana akpaHa npusetctema OC Astra Linux

= Beopg MK B goMeH

B Active Directory

= FreelPA
= ALDPro

®  Samba DC
= PEA AAM

®  Dynamic Directory

= [lposepka BBoJa MK B JoMeH

B 3arpysKka KOpHeBoro ceptuduKaTa uam ceptmdmkaToB Lenovkm gosepua YL Ha MK

B FreelPA, Dynamic Directory n ALDPro

= KopHeBoM cepTudUKat

®  CepTuduKaTbl Lenovku gosepmsa YL,

®  Active Directory
®  Samba DC n PEA AIM

B YcTtaHoBKa rtlogon

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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B YcTtaHoBKa 6uoamnoteku libjcPKCS11-2.s0

®  KomaHzbl U 0blime napameTpsl rtlogon

B O6HoBneHue rtlogon

B Ypanenue rtlogon

= Hactpoiika OC ans pa6otbl ¢ 20A

B PekoHdurypauma OC ana pa6otbl ¢ 20A

B Otkato4veHue HacTpoek OC ans pabotbl ¢ 20A

= [IpoBepKa cepTUdMKATOB NoJib3oBaTesIeN Ha CTaTyC "0TO3BaHHbIN"

= R
= OCSP

®  HacTpoiKka pa6otbl ¢ OTP

®  Hactporika 20A

B MuWHMMabHbIE NpaBa afMMHUCTPATOPa A1 CMEHbI CJIOXKHOI0O Napons

®m  [IpoBepKa HacTpomku 20A

®  M3meHeHWe HacTpoek 2DA

B YpaaneHue 20A

®  KewwupoBaHue Y3

= Co3faHue 3anpoca Ha nosyyeHue ceptmdurKarta, reHepaums CamonoAnucaHHoro ceptudmrara

®  [lonyyeHue ceptudmkara Y3 ot YU

®  FreelPA, Dynamic Directory 1 ALDPro

®m  Active Directory
®  Samba DC v PEA AAM

B (CmeHa PIN-Kkoaa ToKkeHa

B Pa36nokmpoBKa PIN-Koga Ha 3KpaHe NpUBETCTBMS UM 6JIOKMPOBKM

B 3anpoc MHbopMauum 0 KoHdMrypauum rtlogon 1 napameTpax soKasibHoM 20A

®  JlormpoBaHue paboThbl rtlogon

= rtlogon_log

®  syslog

B DKCMOPT KOHMUrypaLumoHHbIX dhaiios, sor-daiios 1 daiia ¢ napameTpamu lokasbHom 20A

B [lpunoxeHue 1. OWn6KH

®  OwubKM, BbiIBOAUMbIE B GUI

B OwunOKM, BbIBOAUMBIE B TEPMMUHANE

PyTokeH JloroH gnsa Linux. Bepcua 1.0.5. PykoBoAcTBO agMUMHUCTpaTopa
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©  TepmuHbl, onpegeneHus u a66pesraTypsi

AByxdakTopHasa ayTeHTUdMKauma (2DA) - TN ayTeHTMdUKaLUMKM, NpM KOTOpoM TpebyeTtca
npeabaBuTb 2 dakTopa. Yawe Bcero ana 2QA ncnonb3yetca pakTop BlaAeHUA KIOYEBbIM HOCUTENEM
(Hanpumep, TOKEH MM CMapT-KapTa) U daKTop 3HaHMA (Hanpumep, PIN-Kog oT yCTpoMcTBa).

OaHodaKkTopHasa ayteHTUdHMKauma (1DA) - Tun ayTeHTMdUKaLMKM, NpU KOTOPOM TpebyeTcs
npeabasuTb 1 dpakTop. Yawe Bcero gnsa 1OA ucnonbsyeTtca dakTop 3HaHMA (MApo/ib).

KntoueBas napa - Habop M3 OTKPLITOrO M 3aKPbITOrO KJIH0UEN 3/1EKTPOHHOM MOANMCHU, OAHO3HAYHO
NpUBSA3aHHbLIX APYr K Apyry.

C/103KHbIM Napo/ib - MapoJib Pa3MepoM 72 NMpPOM3BOJIbHbIX CMMBOJIA, XPAHALMMICS Ha K/l0YEBOM
HocuTene. Ucnonb3yetca ansa 20A.

YyeTHas 3anucb (Y3) - COBOKYMHOCTb AaHHbIX, OAHO3HAYHO onpeaenanwmx nonb3osatens MK.

JlomeHHas Y3 - yyeTHas 3anucb, 3aperncTpupoBaHHas B JOMEHHOM Cyx6e. Mcnosb3yeTtca ans
ynpaB/ieHWsa JOCTYNOM K CETEBbIM pecypcaM B npejenax J0MeHa, TakuMm Kak MK, cepsepsbl, daiibl u
MPUHTEPDI.

JlokanbHas Y3 - y4eTHas 3anucb, KOTOpas CO3AAETCA M XPaHMUTCA Ha KOHKpeTHOM MK u ucnosbayetcs
ANA AOCTyNa K ero pecypcam. B oTanume ot foMeHHOM Y3, NoKabHas He NpeAoCTaB/seT AOCTyn K
ceTeBbIM pecypcam mam apyrum MK B ceTn 6e3 A0MNoIHUTEIbHOM HAaCTPOMKM.

Ypoctoeepsawowmi ueHTp (YL,) - AoBEpPEHHDBIM OpraH, KOTOPbIA MMEET NPaBO BbiNyCcKaTb cEpTUMdMKATDI
3JIEKTPOHHOM MOANUCH IOPUANYECKUM U DU3UYECKMM NMLLAM. B pamKkax "PyTokeH JloroH ana Linux”
BbiMyCKaeT cepTuduKaTtbl Y3 A1 HACTPOMKM OAHOMO M3 TMMOB AoMeHHOM 2DA.

CepTUdMKAT - 31EKTPOHHBIN JOKYMEHT, KOTOPbIM MOATBEPKAAET CBA3b 3/IEKTPOHHOM MOZMMCU C ee
Bnagenblem. CepTUdMKaT COAEPKMT CBEIEHUA O €ro BAae/blie, OTKPbITbIM KoY, MHMOPMALUIO O
CpOKe AencTBua ceptudmrKaTa, MHDOPMaLMIO O BblAABLUEM SNIEKTPOHHYHO NMOAMMUCH YAOCTOBEPAIOLLEM
LIeHTpe, CEPUMHBIM HOMEP CEepPTUMMKATA M MHbIE CBEEHUS.

CamonognucaHHbIM cepTUDUKAT - CepTUDUKAT, reHEPUPYEMbIM M MOANUCHIBAEMBIN Camon Y3, 6e3
yyactma YL.

CRL (Certificate Revocation List) - cnm1cok oTo3BaHHbIX CepTUdUKATOB, NYGIUKYEMbIN LIEHTPOM
ceptudmrkaumm (CA) ans ykasaHus, Kakue cepTudmrKaTbl OblIM aHHYIMPOBaHbI 40 UCTEYEHMA CPOKa MX
JLENCTBMA. ITOT CMIMCOK MCMOJb3YeTCA A/ NPOBEPKM AEMCTBUTENBHOCTU CEPTUPUKATOB M obecrneyeH s
6€e30MacHOCTM.

OCSP (Online Certificate Status Protocol) - npoTokon, Ucnosb3yeMbli /19 NPOBEPKM CTaTyca OT3blBa
UMPPOBbIX CEPTUDMKATOB B PEXKMME PeasibHOr0 BPEMEHMU.

JKpaH npuseTcTBuA M Greeter - 3KpaH BX0Aa B ONEPALMOHHYIO CUCTEMY.

JKpaH 610kMpoBKM MM Lock Screen - sKkpaH 6JIOKMPOBKM TEKYLLEN NOJIb30BaTE/IbCKOM CECCMM C
nonAamu AnA BBoAa AaHHbIX Y3.
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JIMueH3uma - Habop YC/IOBMI, B pamMKax KOTOPbIX M0J/Ib30BATE/II0 Pa3pPELLIEHO MCMO/b30BaThb 3alUMILEHHOE
Mno.

CepBep /IMUEH3MPOBaHUSA - MHOrOMYHKLIMOHA/IbHBINA CEPBUC, KOTOPbIM MCMOJIb3YETCA KaK MHCTPYMEHT
[N KOHTPOJIA 32 KOJIMYECTBOM MOAK/IIOUYEHUM K CETEBBIM JIMLIEH3UAM, a TaKXKe A1 OTKPEen/ieH1s
JMLEH3MI M MCMO/Ib30BaHMA MX HA KOMIbIOTEPAX M0/b30BaTENEN, HAXOAALMXCA BHE CETH.

MacTep nmuensui Guardant - yTmauTta, npejHasHaueHHas ANS akTMBaUuK, NepeHoca M 06HOBAEHUSA
MPOrpamMHbIX IMLEH3UM.

OTP (One Time Password) — oaHOpa30BbIl Napo/ib, AENCTBUTE/IbHbIA TONIbKO A1 OAHOr0 CeaHca
ayTeHTUdUKaumm. McnonbsyeTca Ans yCUaeHUsa ayTeHTUDUKaLMM No Naposiio.

K/ - KoHTponnep AoMeHa.
OC - onepauuoHHas cucTema.

MK - nepcoHasbHbIM KOMNbIOTEP.

HacToAuwee pykoBoACTBO agMMHUCTpaTopa NpeAHa3HavyeHo ANA COTPYAHMKOB, OCYLLECTBAAIOWMNX CUCTEMHOE
aAMMHUCTPMPOBAHUE NPOrpaMMHOro KomnieKkca "PyTokeH JloroH ana Linux" ana noKasbHbIX M JOMEHHBIX Y3,

PykoBoACTBO onpeaenseT nopsjoK AENCTBUIM NPU MOLATOTOBKE K YCTAHOBKE, YAANIEHWUIO M HACTPOMKE
NPoOrpaMMHOro Komnaekca "PytokeH JloroH ans Linux".

COTpYAHUKM, OCYLLECTBIAIOLLME YCTAHOBKY, HAaCTPOMKY M 0OC/TYKMBaHME NPOrPaMMHOro KoMnaekca "PyTokeH
JloroH ansa Linux”", A4oxKHbl 06/1a4aTb CNeAyoWMMKM HaBblKaMM:

®  3HaHMe U onbIT pa60TbI C onepauyMOHHbIMKU CUCTEMaMU cemencTia Linux Ha YPOBHE aAMUHUCTPATOPA;
®  3HaHME U OMbIT aJMUHUCTPUPOBAHMA KOMMbIOTEPHbIX CGTEﬁ;

B 3HAaHME U OMbIT YCTAHOBKU U HaCTpOﬁKM KOHTPOJ1JIEPOB AOMEHaA.

> Ha3sHaueHue

PyToKeH JloroH ana Linux (ganee no Tekcty - rtlogon) - 3T0 NporpaMMHbIA KOMINJIEKC, NpeAHa3HaYeHHbIM s
HaCTPOMKM, YNpaBAEHMA M UCMOJIb30BAHUA CXEMbI ABYX(aKTOPHOM ayTeHTUDMKaLmMM noab3osaTenei B OC
cemeicTBa Linux. B KayecTBe nepeoro dakTopa ayTeHTUbMKALMM MCNO/b3YETCS Ha/lMume NoAKYEHHOro K MK
K/IIOYEBOr0 HOCUTESIA, B KAYECTBE BTOPOIO - CEKPET, XPAHALLMMCA Ha K/ILOYEBOM HOCUTENE, JOCTYN K KOTOPOMY
npefocTaB/IAeTCA TO/IbKO nocse npeabasneHma sepHoro PIN-koja.

B KayecTBe ceKkpeTa MOXeT UCMNO0/1b30BaTbCA:

B C/I0XHbIM napo/ib;

B 3aKpbITbIM K/IOY.
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rtlogon nogaepxumeaet cneaywwme Tmnbl ayTeHTMd)MKaLI,MMZ

B 10 KOJIMYECTBY MCMOJIb3yeMbIX (DaKTOPOB:
1 20A:

B [0 HA/IMUYMIO NOAKYEHHOO K MK K/loueBoro Hocutensa 1 Kaodesok nape - 20A no
cepTudumKary;

E 10 Ha/IMYMI0 NoAKAYEHHOrO K MK KnoueBoro Hocutena U CaoxKHoMy naposto - 20A no
CJIO}KHOMY NapoJiio;

E [0 JIOrUHY, Napo/iio Y3 1 ogHopa3zoBoMy naponto (One-Time Password - OTP) - HacTpamBaeTca
BHe rtlogon.

= 1®A no sornHy 1 naposo Y3 - HacTpamBaeTca BHe rtlogon.
®E o TMny Y3, ANA KOTOPOM HacTpauBaeTca ayTeHTUDMKaUMA:

B JIOKa/IbHas;

®  J1OMEHHasA.

> CocraB
rtlogon cocTouT U3 CieayoLmMX KOMMNOHEHTOB:
®  rtlogon-cli;

®  rtlogon_event-monitor;

®  pam_rtlogon.so;
= GUI:

B 3KpaH npuetcTBus (Greeter):

®  libfly-dmgreet_rtlogon.so;

®  lightdm-rtlogon-greeter.
B 3KpaH 6/10KkMpoBKM (Lock Screen):

®  rtlogon-lock-screen;
®  lightdm-rtlogon-greeter;

= rtlogon-lockpam.

rtlogon_log.
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> OnucaHue KOMMNOHEHTOB
®  rtlogon-cli - KoHCoNbHAA yTUMTA, NpeAHa3HaYeHHas Ans:

B HacTporku OC ansa pa6otbl c 20A;

B pekoHdurypaumm OC ana pa6otbl C 20A;

B oTKtoYeHMA HacTpoeK OC ana pab6oThl ¢ 20A;
B co3aaHuAa U yaaneHusa 20A;

E  CO34aHMA 3anpoca Ha noJsiyyeHue ceptuduKarta Y3 1 reHepaumm CamonoanmMcaHHoro ceptmdmkara
(Knto4eBas napa npy 3TOM 3aMMCbIBAETCA Ha KOYEBOM HOCUTESb);

B cMeHbl PIN-Koaa;

B npejocTaB/ieHue MHDOPMaLMU O K/IOYEBOM HOCUTENE, KOHdUIrypaumu rtlogon 1 napameTtpax
HaCTpOEHHOM JIoKanbHOM 2DA;

®  c6opa nor-akna ¢ MHbopMaLUEN O CUCTEME U €€ JIOTaMM;
B 3KcropTa for-dansioB, KOHMUrypaLMoHHbIX haioB 1 (haiioB C napaMeTpamm HaCTPOEHHOM
NoKasibHon 2DA.

= rtlogon_event-monitor - npuioxeHue-cepeBuc, NpeaHasHavyeHHoe ANA:

B KOHTPO/A 3arycKa CUCTEMHOrO 3KpaHa 6710kmMpoBKkM (Lock Screen);

B KOHTPO/ISl 3a ONepauUMAMM HaJ KYEBbIM HOCUTENIEM, MCMOJIb30BABLUMMCS NPU NocaeaHeN
ayTeHTUDUKaLMMU;

B BbINOJIHEHMA NOJMTMKM OC Npu OTKJIIOYEHMM Kto4eBOro Hocutens oT MK Bo Bpems akTUBHOM
NoJIb30BaTE/IbCKOM CECCUM.
= pam_rtlogon.so - PAM-Moaynb, nHTerpupyembit B OC Linux. MNpeaHa3HayeH ana ayTeHTUbMKaumm
No/ib30BaTesiA C HaCTpoeHHOM 2DA;
®  GUI - Habop KOMMOHEHTOB, peasiM3yoLmMX rpadpUUecKmii Nosib3oBaTeIbCkMi MHTEpdeNc ana
ayTeHTUdUKaumm noab3osatesnsa B OC:

B 3JKpaH npuBeTtcTBuA (Greeter):

= [ibfly-dmgreet_rtlogon.so - 6u6amMoTeka (nnarvH) gna skpaHa npmeetctBma OC Astra Linux;
= lightdm-rtlogon-greeter - yHuBepcanbHOe NpUIOKEHME, peanusytoLlee 3KpaHbl NPMBETCTBUA U
GJIOKMPOBKM AN1S SKPAHHOrO MeHeaxepa LightDM.

®  DJKpaH 610KkMpoBKM (Lock Screen):

B rtlogon-lock-screen - npunoxeHue akpaHa 6,10kMpoBKM ana OC Astra Linux;

= lightdm-rtlogon-greeter - yH1BepcanbHOE NPUIOKEHUE, peanunsyrolee 3KpaHbl MPMBETCTBUA U
GJI0KMPOBKM ANA 3KpaHHOro MeHeaxepa LightDM;

®  rtlogon-lockpam - PAM-npunoxeHue gna akpaHa 610kmMpoBkm OC Astra Linux.

®  rtlogon_log - cepsep normpoBaHms.
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> OnuncaHue pab6ortbl
Ana ycnewHoro Bxoga B OC nosib3oBaTesb J0JIKEH NOAKIHOUYUTL CBOM KatoueBoM Hocuteb K MK 1 BBecTH PIN-

KoJ.

OC ayTeHTUdULUMPYET NOJIb30BaTENSt HA OCHOBE AaHHbIX, Pa3MELLEHHbIX B 3alUMLLIEHHOM NAMATH KIOYEBOro
HOCUTENIA: CIOXKHbIM MNapo/ib UM 3aKPbITbIM KoY.

rtlogon no3BonseT 3ajathb cieaytolme cnocobbl Bxoaa B OC ans nokanbHoM 2DA:

= BXOZ TO/IbKO MO CEPTUDUKATY;
®  BXOZA N0 CepTUdMKATY UM NOrMHY/Naposto;

B BXOZ MO0 C/I0}XHOMY Mapo/io.

Mpu gomeHHoM 2BA cnocob Bxoga B OC HacTpamBaeTcs Ha cTopoHe KA.
Takxe rtlogon no3sonset HaCTpouTb NOAMTUKY OC Npu OTKIIOYEHMM KAtoueBoro Hocmtens ot MMK:

E  BbI30B 3KpaHa 6}'IOKMDOBKI4;
B atom cQlydae anAa BO306HOB/IEHMS AoCTyna HeOGXO,CIMMO CHOBa BbINOJIHUTb ayTeHTMCbMKaLI,VIIO.

E  npoJoniKeHue aKTUBHOM M0JIb30BaTE/IbCKOM CECCHM.

JononHunTtensHo rtlogon noaaeprkusaet Bxoa B OC Ans JOMEHHOM Y3 M0 IOrMHY, NapoJilo M 0JHOPa30BOMY
naposio (OTP), ecnv TakoM BUA ayTEHTUDMKALMM HACTPOEH B AoMeHe — AoMeHHasa 2dA ¢ OTP.

JAomeHHas 2DA no ceptudmKary

Ana peanusaumm gomeHHon 20A no ceptudmKaTy HEO6XOAMMO CHaYana BbINOIHUTL €€ HACTPOMKY, a MOTOM
MPOBECTU ayTEHTMMhMKALMIO NO/Ib30BaTENSA.

HacTtporika gomeHHoM 2DA no cepTudmMKaTy BbINOJHAETCA N0 C/eAyoLen cxeme:

1. TeHepauusa cepTndmMKaTa noab3oBaTensa:
a. AAMMHMCTpaTOp CO3JaeT MU 3anMCbIBAET Ha K/IOYEBOM HOCMTE/Ib KNOYEBYHO Napy M hopMupyeT
3anpoc Ha nojsy4eHue ceptTuduKaTa Nosib3oBaTens.
b. AagmuHucTpaTop nepegaeT chopMUpPOBaHHLIM 3anpoc B Y.
¢. YU co3gaet cepTndmMKaT nosb3oBaTens.
d. AamuHucTpatop 3arpyxaeT ceptMduKaT nosb3osartens Ha MK.

@ TeHepaupma KNOYEBOM Napbl HA K/IIOYEBOM HOCUTENIE MOXKET BbINOHATLCA HE TO/bKO C
MCMo/Ib30BaHMEM rtlogon, HO M asibTEPHATUBHBIMKU MHCTPyMEHTamm: YL, cuctema
YNpaB/IEHWUA KU3HEHHBIM LMKIOM Ktouel 1 cepTmdmKaToB PyTokeH Keybox u T.n.

2. Hactpoika fomeHHoM 2dA no cepTUdMKaTy C MCMob30BaHMeM rtlogon, B npouecce KOTopoi cepTudmkart
3arpy)aeTcs Ha K/IlYeBOM HOCHTE b,

Mpouecc ayTeHTMd)MKaLl,MM noJib30BaTe/iA BbINMOJIHAETCA NO cne,qyrom,eﬁ cxeme:

1. MNonb3oBaTtenb NoyYaeT KA4YeBOM HOCUTENb M noKaoYaeT ero K K.
2. Monb3oBatenb Ha akpaHe MK BBogMT PIN-KOZA, nocie Yyero B cMCTEME MHULMMPYETCA 3anpocC Ha
ayTeHTMdUKauMo 1 otrnpasasetcsa KA.
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3. Mocne nonyyenusa 3anpoca KA otnpasnset Ha MK Habop AaHHbIX 414 NOAMNMCH.

4. C NOMOLLbIO 3aKPbITOrO K/0Ya, XpaHALErocsa Ha K/IIOYEBOM HOCUTENE, AaHHbIe MOAMMCHIBATCA U
Bo3BpalLatTca KA.

5. K/ npoBepseT noanuCb M Npu NOJIOXKUTENIbHOM pesysibTaTe ayTeHTMdUUMPYET Nosib3oBaTens.

JlokanbHas 20A no ceptTuduKkarty

Ans peanusaumm nokanbHor 2MA no ceptudmMKaTy HEO6X0AMMO CHaYasa BbiNOJHMTb €€ HaCTPOMKY, a MOTOM
npoBecTM ayTeHTUdMKaLMIO Noab30oBaTeNS.

HacTtpotika nokanbHoM 2HA no cepTUdUKATY BbIMOJHAETCA MO CAEAYIOLEN CXEME:

1. TeHepaums cepTudMKaTa NoAb3oBaTeNS.
AAMUHUCTPATOP CO34AET MU 3aMMCbiBAET Ha KNOYEBOM HOCUTESIb K/KOYEBYIO Napy, CO34aeT cepTudMKaT U
cam €ero noAnucbiBaeT (reHepupyeT CaMOMOAMMCaHHbIM cepTUdMKaT).

) T'eHepauya KIOYEBOM Napbl Ha KIOYEBOM HOCUTE/IE MOMKET BbINOIHATLCA HE TOJLKO C
ucnoJsib3oBaHmeM rtlogon, HO M asbTepHAaTUBHBIMM MHCTPYMEHTamu: YL, cuctema ynpaBnieHms
YXM3HEHHbIM LMK/IOM KJloHeN M cepTuduKkaToB PyTokeH Keybox u T.1.

2. HacTtpoliKa JiokasibHoM 2PA no cepTudmMKaTy € MCnosib3oBaHMEM rtlogon, B Npouecce KOTOPOM cepTUdhUKaT
3arpyyKaeTcs Ha K/lo4YeBoM HOCUTEb.

I'Ipou,ecc ayTeHTMCbMKaLIMM NoJib30BaTe€J1A BbINOJIHAETCA MO cnep,yrou.q,eﬁ cxeme:

1. MNonb3oBaTesnb NoayYaeT KAYeBOM HOCUTENb M NoaKaoYaeT ero K K.

2. lMonb3oBatenb Ha 3KkpaHe MK BBogMT PIN-Koa, nocsie yero B cMcTeMe MHULMMPYETCA 3anpocC Ha
ayTeHTUDUKaLMIO.

3. Cuctema popmmpyeT Habop AaHHbIX 419 MOAMMCH.

4. C noOMOLLbIO 3aKPbITOrO K/Ya, XpaHALErocsa Ha KJIIOYEBOM HOCUTENE, AaHHble MOAMMChIBAOTCA.

5. Cuctema npoBepsAeT NOANUCH MU MPU NOJIOKMUTENBHOM pesy/ibTaTe ayTeHTUhMLUMPYET NOb30BaTeN .

JAomeHHasa 2DA no c/10)KHOMY Naposito

Ans peanusauum jomeHHoM 2DA Mo CI0XKHOMY MapoJito HE06X0AMMO CHayasla BbINo/IHUTL €€ HaCTPOMKY, a NOTOM
NMPOBECTM ayTEHTU(MUKALMIO NOSIb30BaTENS.

HacTtpotika goMeHHoM 2DA no cnoxHOMY Naposito BbIMOJIHAETCSA € NoMolbio rtlogon. B npouecce HacTporku B K/
reHepupyeTCs C/I0XKHbIM Naposib U Ay6MPYyeTCA Ha KOYEBOM HOCUTESb.

I'Ipou,ecc ayTeHTMCbMKaLl,MM NnoJib30BaTeJiA BbINOJIHAETCA MO cnep,yrou.l,eﬁ cxeme:

1. MNonb3oBaTesb NOAyYaeT KAYEBOM HOCUTENb M NodKo4aeT ero K MK.

2. Monb3oBatenb Ha 3kpaHe MK BBogMT PIN-KoA, nocsie yero B cMcTeMe MHULMMPYETCA 3anpocC Ha
ayTeHTMdUKaumo 1 otrnpasasetcsa KA.

3. Mocne nonyyeHus 3anpoca K/ oTnpaBaseT cBOM 3anpocC Ha NpeAoCTaB/IEHME C/IOKHOMO Napos.

4. CNoXHbIM NapoJib, XPaHALLMMCA Ha KJOYEBOM HocuTene, nepegaetcs KA.

5. K/ npoBoauT CBEPKY C/IOXKHbIX MApPOJIEN M MPU NOJIOKUTENBHOM pe3y/ibTate ayTeHTUbUUUpYET
noJsib3oBarens.
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JlokanbHasa 2PA no c/a0XKHOMY NapoJio

A NnAa peaansaugmm JloKkanbHoM 2PA no CJ10XKHOMY MapoJito He06X0AMMO CHa4vasia BbIMOJIHUTL ee HaCTpOFiKy, a
NOTOM MPOBECTU ayTeHTMCbMKaUM}O noJib3oBaTeniAa.

HacTpolika nokasibHoM 2DA No C/IOXKHOMY Naposio BbINOJHAETCA € nomollbio rtlogon. B npouecce HacTPoMKM B
CUCTEME FeHepMpyeTCa C/I0XKHbIM Naposb M Ay6AMPYeTCA Ha KAYEeBOM HOCHTEb.

Mpouecc ayTeHTMd)MKaLLMM noJib3oBaTe/iA BbIMOJIHAETCA No cne,qyrom,eﬁ cxeme:

1. MNonb3oBaTtesnb NoayyaeT KAlYeBOM HOCUTENb M noAKaoYaeT ero K MK.

2. Monb3oBatenb Ha 3kpaHe MK BBogMT PIN-KOZA, nocie Yyero B cMCTEME MHULMMPYETCA 3anpocC Ha
ayTEHTMDUKALMIO.

3. CucTtema NpoBOAUT CBEPKY C/IOXKHOIO Maposis, XPaHALEroca Ha K/IlDYEBOM HOCUTENE, U CJIOXKHOro Naposs,
XPaHSLLEroca B CUCTEME, U NPU MONOKUTENIbHOM pe3ysibTaTe ayTeHTUMDULMPYET NoJib3oBaTeNS.

> MoppeprknBaemble yCTPOUCTBA

" EcaM y K1lo4eBOro HocuTe A OTCYTCTBYEeT KpMNTOAAPO, OH MOXKET MCMNo/b3oBaTbCA B rtlogon TonbKo ana
2®A €O CNOXKHbIM NApONEM.

B PyToKeH Lite;

®  ycTpoicTBa PytokeH LM 2.0;

m  ycTpoMcTBa PyTokeH LM 3.0, BKAtoYas PytokeH SUMM 3.0 Touch;
®  PyTtokeH OTP;

®  JaCarta I'OCT;

= JaCarta PKI/TOCT.

> Moppepr>xnBaembie NporpaMMHble ayTeHTU(PUKATOPbI

Axpekc ID.

> NMoppep>xnBaembie naat¢popmbl

B x86_64;
B ARMé64.

> NMNoppeprxmBaemble OC

®  Astra Linux SE 1.7.2 v HoBee, SE 1.8.1 1 HoBee (BK/il04as paboTy B peXMME 3aMKHYTOM MPOrpaMmHOM
cpeabl (3MC)) ¢ ypOBHAMM 3aLUMLLEHHOCTMU:
= Open;
= BopoHex;

5 CMONIEHCK.
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. [lns KOppeKTHOM paboTbl rtlogon nocsie o6HoBAeHns OC Astra Linux Bepcui Huke 1.7.8 1 1.8.3
Heo6X0AMMO BbINOJIHMTL KOMaHAy rtlogon-cli reconfigure 6e3 ykasaHMa napaMeTpoB.

®  OC Anbt 8 CI, penns 10;
. OC Anbt 8.4 CIT;

® OC Anbt 10.0 1 HoBeE;

5 OC Anbt 11.0 1 HoBeE;

® PEAOC7.3;

= PEAOCS;

= POCA Xpom 12.4.

> MoppeprxnBaemble rpapuueckme oOKpy>KeHns

®  ana OC Astra Linux - Fly;
® ana OC Anbr:

®  KDE;

E Mate.

= ana OC PEA OC:

= Mate;
®  Cinnamon;

= KDE.

®  ana OC POCA Xpom - KDE Plasma.

& Tpaduueckoe okpykeHre GNOME He NojAepKMBAETCA A1 SKPAHOB NPUBETCTBUA M GIOKMPOBKM
rtlogon.

Ansa pa6otbl ¢ GNOME HE06X0AMMO MCMOJIb30BaTb CUCTEMHBIM 3KpaH GDM.

> Moppep)knBaeMble KOHTPOJI/IEPbI AOMEHA

®  ALD Pro 2.1, 2.4;
®  Active Directory;
5 FreelPA 4.9.11;

®  Samba DC Bepcum:

®  4.13.13 u HoBee - ana Astra Linux 1.7;

" 4.19.12 u HoBee - ana PEJ OC 7.3;

B 4.19.7 v HoBee - gna OC Anbt 10;

B 4.9.18 v HoBee - ans OC Anbt 8 CI, penns 10.

®  Dynamic Directory 4.13.0 1 HoBee€;

= PEA AAM 2.0.1 M HOBee.
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> Heobxoaumbie 6MbaMOTEKN N 3aBNCUMOCTHN
= libpam Bepcuu:

= 1.1.8 - gna OC Astra Linux;
B 1.1.6 - gna OC Anbr;
= 1.1.8 - ana OC PEZ OC.

B PKCS#11:

®  librtpkcs11ecp.so Bepcun 2.14.1 1 HoBee - ANA YCTPOMCTB PyToKeH;

®m  |ibjcPKCS11-2.s0 Bepcun 2.8.0 1 HoBee - anda yctpomcTs JaCarta.

®  Network manager 1.8.9 v HOBe€;

®  krb5-pkinit (415 JoMeHHoOM ceTn);

®  sssd-1.16.4;
®  pam 1.1.8;
® libc6 2.12;

B pcsc-lite 1.8.22;

B pcsc-lite-ccid 1.4.26;

®  pcscd 1.8.22;

®  liblightdm-gobject 1.16.7 (kpome OC Astra Linux);
= glib2 2.46.2;

®  qt5-qtbase 5.6.1;

B qt5-x11extras-common 5.6.1;

®  libgt5-widgets 5.6.1;

®  libgt5-concurrent 5.6.1;

®  libgt5-svg 5.6.1;

®  libgt5-core 5.6.1;

®  lightdm 1.16.7 (kpome OC Astra Linux);

®  libgt5x11extras5 5.6.1 (Tonbko ana OC Astra Linux);
B lightdm 1.16.7 (Tonbko gna OC Astra Linux);

®m  liblightdm 1.16.7 (Tonbko gna OC Astra Linux);

®  libglib2.0-0 2.46.2 (kpome OC Astra Linux) .

Bce HeoGxoaMMble ana rtlogon 3aBUCMMOCTM NPUCYTCTBYIOT B peno3utopmax nogaepxmsaemoix OC, 3a
UCKNoYEHUEM 6MbanoTekM libjcPKCS11-2.s0.

YctaHoBKa 6ubamnoTeku libjcPKCS11-2.s0 onmcaHa B pasaene YcraHoBka 6ubamnoteku libjcPKCS11-2.s0.
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> O6uwasa nHpopmauums

YT06bl UMETb BO3MOXKHOCTb paboTath C rtlogon B CETU JO/IKEH 6bITb Pa3BEPHYT CEPBEP JIMLEH3IUPOBAHMS C

aKTMBMPOBaHHOM JIMLEH3MEN NporpamMMHoro Ktoya Guadant DL.

BbiGop MK 418 ycTaHOBKM cepBepa JIMLEH3UMPOBAHMSA 3aBUCHT OT MCMOJIb3YEMOro CLEeHapua ayTeHTUhMKaumm:

= ecau rtlogon 6yaeT MCNOIb30BaTbCA TOJIbKO A5 JIOKa/IbHOM ayTeHTMMhMKALMM Ha pacnpeaeneHHbix MK, 1o
PEKOMEHAYETCA YCTaHaB/IMBaTb CEPBEP JIMLEH3MPOBaHMA Ha Kaxabii MK nosb3osaTens;

®  ecim rtlogon 6yaeT MCNONb30BaTbCA AJ1A AOMEHHOM MM JIOKA/IbHOM ayTeHTMdMKaumu Ha MK BHYTpM oaHOM

CeTH, TO PEKOMEHAYETCA YCTaHaB/IMBATb CEPBEP IMLEH3MPOBAHUA Ha OTAe/bHbIM K.

NN
b\
£

7

KomnerorepHan cete 1 KomnbloTepHan ceTe 2

KomnbtoTepHas ceTb 3

Fei
W

ANA KOPPEKTHOM paboTbl MEXaHM3Ma IMLEH3MpoBaHUA rtlogon Heo6xoamMo, YTo6bl Bee MK nonb3oBatenei

uMenn cetesoe coegmHeHne c MK cepsepa nunueH3nposaHna no nopty 3189.
YT106bI NOArOTOBUTL CEPBEP JIMLIEH3UPOBAHMA M aKTUBUPOBATb JIMLIEH3MIO:

1. YcTaHoBMTE cepBep JIMLUEH3MPOBaHMA B CETH.
2. 3anyctute yTuamuty Mactep amueHnsmi Guardant.

3. C nomoubio Mactepa nmueHsui Guardant akTMBUMPYHMTE IMLEH3MIO MPOrpamMMHoro Kitoya Guardant DL Ha

cepBepe JIMLEH3MPOBaHMA.
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> YcTaHOBKa cepBepa A1L,eH3NpPoBaHus

YT06bl YCTAHOBMTb CEPBEP JIMLEH3UPOBAHMS :

1. CKauaMTe C NMOCTABOYHOIo KOMIJIEKTa YCTAaHOBOYHbIM NakeT grdcontrol aAns Heo6xoamMmol niatdopmbl MK
m 0C:

®  grdcontrol-[Bepcua grdcontrol]_armé4.deb - gna OC Astra Linux u deb-based aMctpubyTmBoB Ha
ARM64;

®m  grdcontrol-[Bepcha grdcontrol]_amdé4.deb - gns OC Astra Linux n deb-based guctpmnbytreoB Ha
x86_64;

®  grdcontrol-[Bepcusa grdcontrol]-0.x86_64.rpm - ana OC PEA OC, OC AnbT 1 rpm-based
ANCTPUOYTUBOB Ha x86_64.

2. OTKpoMTe TEPMMHAI.
3. MepekanTe B KaTasior pacnosioKeHMsa YyCTaHOBOYHOMO MaKeTa.
4. Beegute B TEpMMHaNE KOMaHAY:

Astra Linux and deb-based distributives

sudo apt install ./[the nane of the installation package grdcontrol].deb
Al't Linux
sudo apt-get install ./[the nane of the installation package grdcontrol].rpm

RED OS and rpm based distributives

sudo dnf install ./[the nane of the installation package grdcontrol].rpm

5. Mpu 3anpoce BBEAUTE Napo/ib aAMUHUCTPATOPA.
YcTaHoBKa cepBepa /IMLEH3MPOBaHMA 3aBepLIeHa.

Moapo6Has uHdopmaumsa o nakete grdcontrol npeacTasieHa Ha 0MLMANIBHOM CalTe
https://dev.guardant.ru/display/GSLK/Guardant+Control+Center.

> YpaneHue cepBepa MLeH3NPOBaHUSA

YT06bl YAQNMUTb CEpBEP NIMLIEH3MPOBAHKA , BBEAMTE B TEPMUHA/IE KOMaHAY:

Astra Linux, At Linux and deb-based distributives

sudo apt-get renove grdcontrol

RED CS and rpm based distributives

sudo dnf renove grdcontrol

14



https://dev.guardant.ru/display/GSLK/Guardant+Control+Center

PYTOKEH

> 3anyck Macrepa nuueHsui Guardant

Mactep nmueHsuit Guardant yctaHaBAMBaeTCA aBTOMATUYECKM MPU YCTAaHOBKE CEpBepa JIMLEH3MPOBAHMSA.

®darn 3anycka Mactepa amueHsmi Guardant (license_wizard) pacnonaraercsa B KaTasore
/opt/guardant/grdcontrol.

YT106bI 3anycTMTb MacTep nnueHsun Guardant:

1. OTKpoMTe TepMMHaN U BBEAMTE B HEM KOMaHAy:

/ opt/ guardant/grdcontrol/license_w zard

Moppo6Has MHbopmaums o Mactepe smueH3uii Guardant npeacTaBieHa Ha obULMaNbHOM cainTe
https://dev.guardant.ru/pages/viewpage.action?pageld=85492642.

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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> AKTnBaumsa AMUeH3Un

YTo6bl aKTUBMPOBATL NMLLEH3MIO AnAa rtlogon:

®» N g

3anycTtmite Mactep mueHsuit Guardant Ha cepBepe JIMLEH3UPOBaHMA.

B oTKpbiBlLIEMCA OKHEe MacTep nunueHsmi Guardant HaxkmuTe HacTpomKu.

B pasgene Hactpoiku, B none Agpec cepeepa JIMLEH3UM, BBEAMTE aapec
https://getlicense.guardant.ru/.

YcTaHoBUTE nepekstoyaTtens MpoBepATb 06GHOBAEHMS JIMLEH3UIM NPH 3aMyCKe aBTOMAaTMYECKMU B
aKTMBHOE MNOJIOXKEHME.

Haxmute Hasagpg.

HaxkmuTe Ha KHOMKy +AKTUBaLMA JIMLEH3UU.
B none Ha KakoM KOMMblOTEPE Bbl XOTUTE MCMOJIb30BaTb JIMLLEH3UIO? BbibepnTe Ha aTOM.
Ecnun MK, Ha KOTOPOM BbINOJIHAETCA aKTUBALMA JULEH3UU, MMEET COEMHEHME C CeTblo MHTEpHeT:
a. B none CepuiHbIM HOMEp BBEAMTE MOJYYEHHbIM CEPUMHBIM HOMEP NPOrpaMMHOro Kiawda Guardant
DL.
b. Haxmute Monyuntb AMueHsuMio.
Ecnm MK, Ha KOTOPOM BbINOJIHAETCA aKTUBaLMA NLEH3UMU, HE UMEET COeAMHEHME C CeTblo MHTepHeT:
a. HaxkmuTe Ha ccbiiky OddnaiH akTMBaLmA.
b. Bbibepute BKnagky HoBasa namueHsusa m Haxkmmte COXpaHUTb.
c. CoxpaHuTe dan 3anpoca.
d. Haxkmute MpogonKuthb.
e. MNepeHecute ain 3anpoca Ha MK, KoTopbIi UMEET coeaMHEHUE C CETbIO MHTepHeT.
f. 3anyctute Ha Tom MK MacTtep nmueHnsmi Guardant.
g. lNoeTopuTe waru 2-6.
h. B none Ha kKakoM KomnbiloTepe Bbl XOTUTE MCMOJIb30BaTh JIMLLEH3MI0? BbibepuTe Ha apyrom.
i. Haxkmumte MpoaomKuThb.
j. Hakmute BbiGpaTb ¢ain 1 oTKpoiTe nepeHeceHHbl Ha 3ToT MK dakn 3anpoca.
k. BBeauTte B nosie nosiydeHHbIM CEPUIMHBIM HOMEP NPOrpaMMHoro Kiatouya Guardant DL.
l. HakmuTe AKTMBMpPOBaTb HOBYIO JIMLLEH3MIO.
m. B none Fotoeo HaxkmmTe CoxXpaHUTb.
n. CoxpaHuTe dann AMueH3mu 1 nepeHecuTe ero Ha MK, y KoToporo HeT coeMHEHUS C CETbIO
MHTepHeT.
0. Ecnm Mactep nmueHsuit Guardant 6bis1 3aKpbIT Ha 3Tom [K:
i. MoBTopuTe warn 1, 6, 7.
ii. HaxmumTe Ha ccbiiky OddnarH akTuBauma.
iii. Haxkmute MpogomxuTsb.
iv. Haxmute MpoaonKutb, y MEHA €CTb JIMLLEH3MA.
v. Haxkmute BbibpaTtb dain.
vi. Bbl6epute dann AMUeH3MM U HaxkmmTe OTKPbITb.
p. Ecnm Mactep nmueHsmi Guardant He 6bl1 3aKpbIT Ha 3ToM MK:
i. Haxmure Mpoaonxkutb, y MEHA €CTb IMLEH3MA.
ii. Haxkmute Bbi6paTb dann.
iii. BbibepuTe dann AMUEH3UN 1 HaxkMUTE OTKpbITb.

JIMueH3na akTUBMpOBaHa.




Hactpowika MK gna pabéotbl ¢ gomeHHon 2DA

Jns pa6oTbl ¢ JoMeHHOM 2OA He06X0AMMO:

B HacTtpouTb Network manager ans OC Astra Linux (onumMoHasbHO) - ecam TpebyeTca paboTa C CeTbio 13
3KpaHa NpUBETCTBUSA;

®  BBecTH 1K B JOMEH;

B 3arpysuTb KOPHEBOM CEPTUMMKAT MM cepTMdMKaTbl Lenodku aosepus YLI.

/% B uenax noajepyaHus 6e30MacHOCTM CeTU NPeAnpUATMA peKoMeHayeTca ans Beoga MK B JoMeH
MCM0/1b30BaTh Y3, MMEIOLLYIO MpaBa TOJIbKO Ha BbINOJIHEHME AAaHHOM OnepaLmu.

> Hacrpoiika Network manager ansa skpaHa npuBetctBusa OC Astra Linux

B OC Astra Linux ¢yHKuMoHanbHocTb Network manager B akpaHe NpMBETCTBMA MO YMOJIHaHUIO HEAOCTYMHA.

YT06bI BKJIOUYUTb BO3MOXKHOCTb ynpaBJi€eHUA CeTEBbIMU NOAKNIIOYEHUAMMN Yepe3 3KpaH NPUBETCTBUAL

1. 3anyctute MNaHenb ynpaBaeHUA.
2. Ha Bknagke besonacHocTtb B bibepute CaHKkumm PolicyKit-1.

aBneHnA

FaHenb ynpaBneHus

g Pabounit cTon
,‘ O6opynoBaHue

HacTpoiika Mpoeepka CHCTEMHBIN KHOCK CaHKL MK

ﬂ MNposee perncTpaumm LeNOCTHOCTH PolicyKit-1
CHUCTEMHDBIX... cueTemMbl
‘ CeTb
MNonuTuka KypHan XKypHan ayouta KoHdurypauna
Cuctema BHezonacHoCTH CHCTEMHBIX ayouTa

COBBITHIA

| Mouck...

3. B oTkpbiBLEMCA oKHe CaHKumu PolicyKit-1 BoibepuTe org.freedesktop.

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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4. B packpbiBluemcs cnimcke Bbibepute NetworkManager, nanee settings, ganee Allow control of network
connection.

o Cankumu PolicyKit-1 -

ain  CnpaBka

| ©UnNbTR |

v org.freedesktop I
> The systemd Project
> The systemd Project
> The udisks Project
nable or disable mobile broadband devices
o o, et ble.di

NetworkManager
Enable or disable WiMAX mobile broadband devices
o e "
| Allow control of network connections
org f et
Reload NetworkManager configuration
org freecesktop NetworkManager. reload
Enable or disable system networking
orgf ble-disab
Put NetworkManager to sleep or wake it up (should only be used by syste
org freedesktop. NetworkManager sieepwake
? wifi
Enable or disable connectivity checking
org.f ble-disab y-check
Perform a checkpoint or rollback of interfaces configuration

Boibepute geicTBre cneea

(-]

o
O o et
o Enable or disable device statistics
org.f et ble-disabl istics
Enable or disable WiFi devices
o bl

org f if

The systemd Project

The systemd Project
The systemd Project
The systemd Project

5. MMpwu oTKpbITMM OKHa TpebyeTca ayTeHTU(dMKauma - AreHT PolicyKit1 ot KDE BBeguTe naponb Y3.
Haxkmute Ja.

=¥ Tpebyetca ayTeHTMduKauma — AreHT PolicyKit] oT KDE

# ] | AnAYTeHUA CUCTEMHDBIX paspelueHuii TpebyeTca
aBTOpU3aLuA

]
|
|
|
|
MpUNoXeHWe NbITAETCA EbINONHWTD 0ERCTEME, KOTOpOE TpebyeT |
LONONHWUTENbHBIX NpUBMNErMi. [inA 3Toro TpebyeTca |

|

ayTeHTUPHKaLLMA.
Mapons: | eeeeeeees |
L NogpobHocTK >> ‘ ‘ Na ‘ | OTMeHa |
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6. B okHe CaHkumu PolicyKit-1, B none YpaaneHHasa ceccus 13 BbiNajaloLero cnmcka BoibepmTte PaspewmTs.
Haxkmute CoxpaHMTb.

*3 CaHkuum PolicyKit-1 - &8 X

@ain  Cnpaeka

‘ PuneTp | 0 NetworkManager
v ergfreedesktop 0 Allow control of network connections
> The systemd Project
> The systemd Project HefiBHbIE aBTOPH3aLMA
> L The udisks Project VnaneHHas Ceccus: | AYTEHTMOUKALUA 3JMUHMCTPATOPA A
- NetworkManager
o Enable or disable mobile broadband devices HeakTHeHan KoHconp: |Pa3PellnTs
orgf bi
[ - 3anpetuto
Y _settlngs AKTUBHaA KOHCOMb:
> NetworkManager AyTeHTUOUKALMA 3aAMUHWCTPaTOPa [
Enable or disable WiMAX mobile broadband devices [
a] oraf b . AYTEHTUPUKALIMA aJMUHNCTPaTOPa (COXpaHUTh)
Allow control of network connections AyTeHTdUKaLNA

org.freedesktop. NetworkManager. network-control

o Reload MetworkManager configuration AyTeHTUUKAL WA (COXpaHWTL)
org freedesktop. NetworkManager refoad

Enable or disable system networking

oy f bie-d

Put NetworkManager to sleep or wake it up (should only

org freedesktop. NetworkManager sleep-wake

? wifi

Enable or disable connectivity checking

e

e

L f y-check
Perform a checkpoint or rollback of interfaces configurat

orgf
Enable or disable device statistics
bie-disable-statisti

orgf

Enable or disable WiFi devices
orgf b if
The systemd Project

g
> L The systemd Project = Ynanurb
2 The systemd Project
> The systemd Project E

- N OXpPaHUTb

6 e o0 o

7. TNpu oTKpbITUM OKHa TpebyeTca ayTeHTUdMKauma - AreHT PolicyKit1 ot KDE BBeamTe naposib ¥Y3.
Haxxmute Ja.
8. 3aKpoiTe BCe OKHa .
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> Beog MK B gomeH

Active Directory
OC Astra Linux

Y106bI BBECTU [1K B JOMEH:

1. [lo6aBbTe B HAaCTPOMKM ceTeBOro noAxoueHms IP-aapec DNS-cepeepa npeanpusaTms.
2. YcTtaHoBuTe yTMAUTY astra-ad-sssd-client pna seoga K B JoMeH.
3. Ucnonbsya ytuanty, seegute MK B JOMeH.
Moapo6Hoe onucaHue BBoaa MK B JOMEH NPUBEAEHO B TEXHUYECKOM JOKYMeHTaumm Ha OC Astra Linux.
4. Y ctaHoBMTe NoucK kerberos-MmeHU u HacTpoeK gomeHa yepes DNS. Jns 3Ttoro Heo6xoAMMO 3ajatb
3HavyeHue True cneayolum napameTpam B pasgene [libdefaults] darna /etc/krb5.conf:

dns_| ookup_real m = True
dns_| ookup_kdc = True

5. Mepesarpysute MK.

Ana yno6bctea Beoga MK B JoMeH MOXHO Mcnosib3oBaTbh CKpUNT configure_ad.sh ana OC Astra Linux 13
KOMMJIEKTA MOCTaBKM.

Ana 3Toro He06X0ANMMO NMPUCBOUTb 3HAYEHUS YKa3aHHbIM NMapamMeTpam CKpUNTa M 3anycTmTb ero. Miu MoxHO
cpasy 3anycTmTb CKPUMT, 3HAYEHMA NapaMeTpOB MpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

MapameTp ckpunta | OnucaHMe napameTpa

SERVER | P IP-agpec cepsepa K/

DOVAI N Ha3BaHuWe gomeHa

ADM N_USERNAME JloruH Y3, o6naaatouien npasamu ans seojaa MK B fomeH

ADM N_PASSWORD Maponb Y3, o6nagatolien npaBamu ansa seoga MK B gomeH

OC PEA OC

Y 106bI BBeCTH MK B JOMEH:

1. [o6aBbTe B HACTPOMKM CeTeBOro nogx/toueHms IP-agpec DNS-cepBepa npeanpusTums.
2. YctaHoBuTe yTMAMTY join-to-domain pna seoga K B gomeH.
3. Ucnonbsya ytuamty, seegute MK B JOMEH.
Moapo6Hoe onucaHue Beoga MK B JoMeH NpuBeAeHO B TEXHMYECKOM JoKyMeHTaumm Ha OC PE/ OC.
4, TMNepe3arpysure [K.
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Ana yno6ctea Beoaa MK B JomeH MOXKHO Mcnosib3oBaTb CKpMNT configure_ad.sh ana OC PEA OC 13 komnieKTa
MOCTaBKM.

Ana 3Toro He06X0ANMMO NMPUCBOUTb 3HAYEHUS YKa3aHHbIM NMapamMeTpam CKpUNTa M 3anycTmTb ero. Miu MoxHO
cpasy 3anycTmTb CKPUMT, 3HaYEHMA NapaMeTpoB MpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

MapameTp ckpunta | OnucaHMe napameTpa

SERVER | P IP-agpec cepsepa K/

DOVAI N Ha3BaHWe gomeHa

ADM N_USERNAME JloruH Y3, o6naaatouien npasamu ans seojaa MK B fomeH

ADM N_PASSWORD Maponb Y3, o6nagatoller npaBamu ansa seoga MK B gomeH

OC Anbt
&) Bce waru no BBoZy MK B JOMEH HEOH6XOAMMO BbIMNOJIHATL B OAHOM TEPMMHAIE.

Y106kl BBECTH K B AOMEH:

3ameHuTe [hostname] Ha [current_hostname.domain].

OTtknoumTe nnarun etcnet-alt pna NetworkManager.

MNepesanyctute NetworkManager.

MoAKNUMTECH K HOBOMY CETEBOMY COEAUHEHMIO.

Jlo6aBbTe B HAaCTPOMKKU ceTeBoro noakaoyeHms IP-agpec DNS-cepBepa npeanpusaTus.
YcTaHoBUTE YTUANTY task-auth-ad-sssd ana Beoga MK B JOMEH.

Ucnonb3ya ytuauty, seegute MK B JOMeEH.

Moapo6Hoe onucaHue Beoda MK B JoMeH NpuBeAeHO B TEXHUYECKOM JOKyMeHTaumm Ha OC AnibT.
8. Mepesarpysure MK.

N U hwbh=

Ana yno6bctea Beoga MK B JoMeH MOXHO MCno/ib3oBaTbh CKpMNT configure_ad.sh ana OC AnbT M3 KOMNEKTa
MOCTaBKM.

Ana 3Toro He06X0ANMMO NMPUCBOUTL 3HAYEHUS YKa3aHHbIM NMapameTpam CKpUNTa M 3anycTmTb ero. Miu MoXHO
cpasy 3anycTmTb CKPUMT, 3HAYEHMA NapaMeTpOoB MpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

MapameTp ckpunta | OnucaHMe napameTpa

SERVER | P IP-apgpec cepsepa K/

DOVAI N Ha3BaHue gomeHa

ADM N_USERNAME JloruH Y3, o6naaatouiei npasamu ans seoaa MK B fomeH
ADM N_PASSWORD Maponb Y3, o6nagatoller npaBamu ansa seoga MK B gomeH

Bl OS_NANE HassaHue BIOS gomeHa
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OC POCA Xpom
Moapo6Hoe onucaHue Beoga MK B JoMeH NpuBeAeHO B TEXHUYECKOM JoKymeHTauum Ha OC POCA XpoMm.

Ana yaobcTea BBoAa MK B JOMEH MOXHO Mcnosib3oBaTb CKpUNT configure_ad.sh ana OC POCA Xpom m3
KOMINJ/IEKTa MOCTaBKM.

Jlna 3Toro He06Xo04MMO NMPUCBOMTL 3HAYEHMA YKa3aHHbIM NapaMeTpam CKpMNTa M 3anyCcTuTb ero. Mam MoxHo
cpasy 3anyCcTmTb CKPUNT, 3HAYEHMA NapaMeTpoB MpM 3TOM BBOAATCA BPYYHYIO MO 3anpocaMm.

NapameTtp OnucaHue napameTpa
SERVER | P IP-agpec cepeepa K/
DOVAI N Ha3BaHue gomMeHa

ADM N_USERNAME JloruH Y3, o6nagatower npaBamu ans Beoga MK B gomeH

ADM N_PASSWORD Maposb Y3, o6nagatouien npaBamu ans seoga MK B JomeH

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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FreelPA

OC Astra Linux

Y106bI BBECTU [1K B JOMEH:

1. HacTpoyTe paspeleHme nMeH. Anasa atoro B darne /etc/hosts:

a. 3amehnute [127.0.1.1 hostname] Ha [IP-adpec_I1K hostname.domain]. Mpu 3ToM 3anmncb hostname.

domain ponxHa 6biTb YHUKA/IbHOM M OTCYTCTBOBaTb B JOMEHE.

b. Jo6asbTe IP-agpec cepsepa FreelPA.
2. [o6aBbTe B HACTPOMKM ceTeBOro nogkaoueHus IP-agpec DNS-cepsepa npeanpusatus.
YcTaHoBUTE YTUAUTY astra-freeipa-client pna seoga MK B goMeH.
4, Wcnonb3ya ytunuty, seegute MK B JOMEH.

Moapo6Hoe onucaHue Beoaa MK B JoOMeH NpUBEAEHO B TEXHUYECKOM JOKyMeHTaulmm Ha OC Astra Linux.

5. Mepesarpysure MK.

w

Ansa ypo6ctBa BBoaa MK B AJOMEH MOXXHO MCMNO/Ib30BaTb CKpUNT configure_freeipa.sh gna OC Astra Linux m3
KOMMJIEKTA MOCTaBKM.

Ana 3Toro He06X0ANMMO NMPUCBOUTL 3HAYEHMA YKa3aHHbIM NapamMeTpam CKpMNTa M 3anyCcTuTb ero. Mam MoXKHO
cpasy 3anycTmTb CKPUMT, 3HAYEHMA NapaMeTpOoB MpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

MapameTp OnucaHue napameTpa
SERVER URL-agpec cepsepa K/
SERVER | P IP-agpec cepeepa K/
DOVAI N Ha3BaHWe gomeHa

ADM N_USERNAME JlormH Y3, o6nagatouleit npasamu ans seoga MK B fomeH

ADM N_PASSWORD Maponb Y3, obnagatollen npasamm ans Beoga MK B JomeH

OC PEA OC

Y106kl BBECTU [1K B JOMEH:

3ameHnuTe [hostname] Ha [client_name.domain].

Jlo6aBbTe B HACTPOMKM ceTeBOro noakaoderus IP-agpec DNS-cepBepa npeanpuatus.

YcTaHoBUTE yTUAUTY ipa-client ana Beoga MK B AoMeH.

Ucnonb3ya ytuanty, seeaute MK B JOMEH.

Moapo6Hoe onucaHue BBoga MK B JoOMeEH NpUBEAEHO B TEXHMYECKOM AoKymeHTaumm Ha OC PE/ OC.
5. MNepesarpysure MNK.

tall o A S

Ana ypo6ctBa BBoaa K B AJOMEH MOXXHO MCMNOJIb30BaTb CKpUNT configure_freeipa.sh pna OC PEJ OC u3
KOMI/IEKTA MOCTaBKM.
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s 3TOro HEO6X0AMMO MPUCBOMTL 3HAYEHMS YKa3aHHbIM MapameTpam CKpMUNTa M 3anyCTUTb ero. Mam MOXKHO
Cpasy 3anyCcTUTb CKPUMT, 3HA4YEHMS NapaMeTpoB NMpM 3TOM BBOAATCA BPYYHYHO MO 3aMpoCcaMm.

MNapameTp OnucaHue napameTpa
SERVER URL-agpec cepsepa K4
SERVER | P IP-agpec cepsepa K/
DOVAI N Ha3BaHue gomeHa

ADM N_USERNANME JloruH Y3, o6naaatouied npaBamu ans Beoaa MK B gomeH

ADM N_PASSWORD Maponb Y3, o6nagatollen npasamm ans seoga MK B JomeH

OC AnbT

& Bce waru no Beoay MK B JOMEH HEOBXOAMMO BbIMOJHATL B OJHOM TEPMMHAJIE.

Ytobbl BBecTH K B JOMEH:

3ameHnute [hostname] Ha [hostname.domain].

OTkoumTe naaruH etcnet-alt gna NetworkManager.

MNepesanyctute NetworkManager.

MoakntouYMTECH K HOBOMY CETEBOMY COEAUHEHMIO.

Jlo6aBbTe B HACTPOMKM CeTEBOro noakadeHus IP-agpec DNS-cepBepa npeanpuatus.
YctaHoBuTe yTUAUTY freeipa-client pna seoga MK B JomeH.

Ucnonb3ya ytnanty, seeamte MK B JOMEH.

Noguhwbd=

Moapo6Hoe onucaHue Beoaa MK B JoOMeH NpuBEAEHO B TEXHUYECKOM AOKyMeHTaumm Ha OC AnbT.
8. Mepesarpysurte MK.

Ana ypo6ctBa BBoAa MK B AJOMEH MOXXHO MCMOJIb30BaTb CKpUNT configure_freeipa.sh pna OC AnbT U3 KOMNIEKTa
MOCTaBKM.

Ana 3Toro He06x0AMMO NMPUCBOUTL 3HAYEHUSA YKa3aHHbIM NapamMeTpam CKpUNTa M 3anyCcTmTb ero. Mam MoxHoO
cpasy 3anycTmTb CKPUMT, 3HAYEHMA NapaMeTPOB MpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

MNapameTp OnucaHue napameTpa
SERVER URL-aapec cepsepa K4
SERVER | P IP-agpec cepsepa K/
DOVAI N Ha3BaHWe gomeHa

ADM N_USERNANME JloruH Y3, o6naaatouied npaBamu ans Beoaa MK B gomeH

ADM N_PASSWORD Maponb Y3, obnagatollen npasamm ans seoga MK B JomeH
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OC POCA Xpom
Moapo6Hoe onucaHue Beoga MK B JoMeH NpuBeAeHO B TEXHUYECKOM JoKymeHTauum Ha OC POCA XpoMm.

Ana yaobcTBa BBoAa MK B JOMEH MOXHO MCMOb30BaTb CKpUNT configure_freeipa.sh ana OC POCA Xpom u3
KOMINJ/IEKTa MOCTaBKM.

Jlna 3Toro He06Xo04MMO NMPUCBOMTL 3HAYEHMA YKa3aHHbIM NapaMeTpam CKpMNTa M 3anyCcTuTb ero. Mam MoxHo
cpasy 3anyCcTmTb CKPUNT, 3HAYEHMA NapaMeTpoB MpM 3TOM BBOAATCA BPYYHYIO MO 3anpocaMm.

NapameTtp OnucaHue napameTpa
SERVER URL-agpec cepsepa K/
SERVER | P IP-agpec cepsepa K/
DOVAI N Ha3BaHue gomeHa

ADM N_USERNAME JloruH Y3, o6naaatouied npaBamu ans Beoaa MK B gomeH

ADM N_PASSWORD Maposb Y3, o6nagatouien npasamu ans seoaa MK B gomeH

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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ALDPro

OC Astra Linux

Y106bI BBECTU [1K B JOMEH:

HactpoiTte paspelieHns umeH. B dain /etc/ hosts Heobxoanmo ao6asuTh IP-aapec KA ALDPro.
Job6aBbTe peno3sutopmn ALDPro B kKatanor /etc/apt/sources.list.d/.

[Jlo6aBbTe B HACTPOMKK ceTeBoro noaxatoveHus IP-agpec DNS-cepBepa npeanpuaTus.
YctaHoBuTe ytuamty aldpro-client pna seoga MK B JomeH.

Ucnonbsya ytuauty, seeaute MK B JOMeEH.

MNepe3arpysure MK.

I S o

Ana yno6ctea Beoga MK B JoMeH MOXHO Mcnob3oBaTb CKpmnT configure_ald_pro.sh pna OC Astra Linux u3
KOMMJIEKTA MOCTaBKM.

Ana 3Toro He06X0ANMMO NMPUCBOUTL 3HAYEHUSA YKa3aHHbIM NMapamMeTpam CKpUNTa M 3anycTmTb ero. Mim MoxHO
cpasy 3anyCcTmMTb CKPUMT, 3HAYEHMA NapaMeTpoB NpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

Mapametp OnucaHuWe napameTpa
SERVER URL-agpec cepsepa K/
SERVER_| P IP-agpec cepsepa K/
DOVAI N Ha3BaHue gomeHa

ADM N_USERNAME JloruH Y3, o6bnagatouiei npasamu ans seoga MK B fomeH
ADM N_PASSWORD Maponb Y3, o6nagatlier npaBamm anda seoga MK B JomeH

ALDPRO_VERSI ON Bepcua ALDPro
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Samba DC

OC Astra Linux

Yto6bl BBecTH K B JOMEH:

1.
2.
3.

4,
5.
6.

[lo6aBbTe B HACTPOMKM ceTeBoro noakaoveHus IP-agpec DNS-cepBepa npeanpuaTus.

YcTtaHoBuTe YTUANTY astra-ad-sssd-client ana seoaa MK B goOMeH.

Ucnonbsya ytuauty, seeaute K B JOMeH.

Moapo6Hoe onmcaHme BBoAa MK B JOMEH NpuBeAEHO B TEXHUMYECKOM A0KyMeHTauuu Ha OC Astra Linux.
BkntoumTe nouck kerberos-mmeHn gomeHa Yepes DNS.

BrkatounTe nomck kerberos-HacTpoek gomeHa yepes DNS.

MNepe3arpysure MK.

Ana yno6ctea Beoga MK B JoMeH MOXHO MCMo/b30BaTh CKpUNT configure_samba.sh ans OC Astra Linux u3
KOMMJIEKTA NOCTaBKM.

Ana 3T0ro He06X0AMMO MPUCBOMTL 3HAYEHMA YKa3aHHbIM NapaMeTpam CKpMMTa M 3anyCTuTb ero. Mam MoxHoO
Cpasy 3anyCcTUTb CKPUMT, 3HaYEHMsA NapaMeTPOB MpW 3TOM BBOAATCA BPYYHYIO MO 3anpoCcam.

MNapameTp OnucaHue napameTpa
SERVER | P IP-agpec cepsepa K/
DOVAI N HassaHuWe gomeHa

ADM N_USERNAME JloruH Y3, o6naaatouiel npaBamu ans seoaa MK B gomeH

ADM N_PASSWORD Maponb Y3, o6nagatollen npasamm Ans seosa MK B JomeH

0C PEZ OC

Y1066l BBECTH K B AOMEH:

1.
2.
3.

4.

[Jlo6aBbTe B HACTPOMKM ceTeBoro noaxaoveHus IP-agpec DNS-cepsepa npeanpuaTus.

YcTaHoBuTE YTUANTY join-to-domain pna seoaa MK B gomeH.

Ucnonb3ya ytuauty, seegute MK B JOMeH.

Moapo6Hoe onmcaHue BBoAa MK B JoMeH NpMBeAeHO B TEXHMYECKOM AoKyMeHTaumu Ha OC PE/ OC.
MNepesarpysute K.

Ana yno6ctea Beoga MK B JoMeH MOXHO MCMo/b30BaTh CKpUNT configure_samba.sh agns OC PEJ OC m3
KOMMJIEKTA MOCTaBKM.

AnA 3T0ro Heo6XoAMMO MPUCBOMTL 3HAYEHMA YKa3aHHbIM NMapaMeTpam CKpMMTa M 3anyCTuTb ero. Mam MoxHO
Cpasy 3anyCTUTb CKPUMT, 3HAYEHMA NApaMETPOB MpW 3TOM BBOAATCA BPYYHYIO MO 3anpoCcam.

NapameTp OnucaHue napameTpa
SERVER | P IP-agpec cepsepa K/
DOVAI N Ha3BaHWe aomeHa

ADM N_USERNAME JloruH Y3, o6naaatowied npasamu ans seoaa MK B gomeH

ADM N_PASSWORD Maponb Y3, o6nagatolen npasamm ans seoga MK B JomeH
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OC AnbT
&) Bce waru no BBoZy MK B JOMEH HEO6XOAMMO BbIMOJIHATL B OAHOM TEPMUHAJE.

Y106kl BBeCTH K B AOMEH:

3ameHuTe [hostname] Ha [current_hostname.domain].

OtknounTe nnarun etcnet-alt pna NetworkManager.

MNepesanyctute NetworkManager.

MoaKNuMTECH K HOBOMY CETEBOMY COEAUHEHMIO.

[Jlo6aBbTe B HAaCTPOMKKU ceTeBoro noakatoyeHms IP-agpec DNS-cepBepa npeanpusatus.
YcTaHoBUTE YTUANTY task-auth-ad-sssd ana seoga MK B JOMEH.

Ucnonb3ya ytuauty, seeaute K B JOMEH.

Moapo6Hoe onucaHue Beoda MK B JoMeH NpuBeAeHO B TEXHUYECKOM JOKyMeHTauum Ha OC AnibT.
8. Mepesarpysurte MK.

No U hwbd

Ana yno6ctea Beoga MK B JoMeH MOXHO MCMo/b30BaTh CKpUNT configure_samba.sh ans OC AnbT U3 KOMNJIEKTa
NMOCTaBKM.

Ans 3Toro HE06XOANMMO NPUCBOUTL 3HAYEHMA YKA3aHHbIM NapaMeTpam CKpMNTa M 3anyctuTb ero. Mam MoxKHo
Cpasy 3anyCcTUTb CKPUNT, 3HAYEHMA NapaMeTPOB MpU 3TOM BBOAATCS BPYYHYHO MO 3anpocaMm.

MNapameTp OnucaHue napameTpa
SERVER URL-agpec cepsepa K/
DOVAI N HaseaHuWe gomeHa

ADM N_USERNAME JloruH Y3, o6naaatouied npaBamu ans Beoaa MK B gfomeH
ADM N_PASSWORD Maponb Y3, o6nagatolen npasamm ans seosa MK B JomeH

Bl OS_NAME HasBaHue BIOS gomeHa

OC POCA Xpom
Moapo6Hoe onucaHue Beoaa MK B JoMeH NpUBEAEHO B TEXHUYECKOM AoKymeHTauum Ha OC POCA XpoMm.

Ana yno6crea Beoga MK B JoMeH MOXHO MCnosib3oBaTbh CKpUNT configure_samba.sh pna OC POCA Xpom 13
KOMIJ/IEKTA MOCTaBKM.

AN 3Toro HeO6X0AUMO NMPUCBOMTb 3HAYEHUS YKA3aHHbIM NMapaMeTpam CKpUMTa M 3anyCcTuTb ero. Mim MoxHo
cpasy 3anyCcTmMTb CKPUMT, 3HAYEHMA NapaMeTPOB MpY 3TOM BBOAATCA BPYYHYIO MO 3anpocam.

MNapameTp OnucaHue napameTpa
SERVER | P IP-agpec cepeepa K/
DOVAI N Ha3BaHWe gomeHa

ADM N_USERNANME JloruH Y3, o6naaatouied npaBamu ans Beoaa MK B gomeH

ADM N_PASSWORD Maponb Y3, o6nagatollen npasamm Ans seoga MK B JomeH
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PEJ AZIM
YT06bI BBECTM MK B JOMEH, HEO6XOAMMO BOCMO/1b30BaThCA TEXHUYECKOM AOKyMeHTauuen K PEJ AAM.

Dynamic Directory
OC POCA Xpom

Moapo6Hoe onucaHue Beoda MK B JoMeH NpuBeAEHO B TEXHUYECKOM JoKymeHTauum Ha OC POCA XpoMm.

Ana yno6crea Beoga K B JoMeH MOXHO MCMo/b30BaTh CKpUNT configure_freeipa.sh ana OC POCA Xpom u3
KOMIJIEKTA MOCTaBKM.

Ana 3Toro He06x0AMMO NMPUCBOUTL 3HAYEHUSA YKa3aHHbIM NapameTpam CKpUNTa M 3anyCcTmTb ero. Mam MoxHoO
Cpasy 3anyCTWTb CKPUNT, 3HAYEHMA NapaMeTpOB MpU 3TOM BBOAATCA BPYYHYHO MO 3anpocaMm.

NapameTtp OnucaHue napameTpa
SERVER URL-agpec cepsepa K/
SERVER | P IP-agpec cepsepa K/
DOVAI N Ha3BaHue gomeHa

ADM N_USERNAME JloruH Y3, o6nagatowed npaBamu ans Beoga MK B gomeH

ADM N_PASSWORD Maposb Y3, o6nagatouien npasamu ans seoaa MK B gJomeH

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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> Mpoeepka Beoga MK B someH

Y106bI NpoBEpUTL, BBeAeH i MK B JOMEH:

1. OTKpo#Te damn /etc/sssd/sssd.conf.
2. Y6eamtecb, 4TO B ceKUMM [sssd] napameTpy domains NpMCBOEHO 3HAYEHME.

Mpumep.

[ sssd]
domai ns = somne. donmi n

> 3arpy3ka KopHeBoOro ceptugpukata uam ceptudpunKaToB LENOUKU J0BepUs
YU Ha MNK

Ecnm cepTudmKaT aBAseTCA NPOMEXYTOUHbIM B Lienoyke gosepus YL, 1o dain ceptudukarta YL Ha MK gonxkeH
coaepaTb BCE MPOMEKYTOYHbIE CEPTUPMKATLI O KOPHEBOTO.

» Ecnu ceptndmkat nonb3oatens cogepxut none Certificate Authority Information Access c agpecom
cepBepa KOpHEBbIX CEPTUMUKATOB, TO MPOMEXYTOYHbIE CEPTUDMKATbLI MOXKHO HE YKa3biBaTb MpU
HacTpoMke OC ana pa6otbl ¢ 20A.

CocTaBuTb haltn Co BCEMM JOBEPEHHBIMU CEPTMMOUKATAMM MOXKHO 2-MsA CNoco6amM.
1 cnoco6.

3anucaTb Bce CepTMd)MKaTbI B O4AMH d:)aﬁn C NOMOLLbIO KOMaHAbl cat :

cat certl.pemcert2.pemcert3. pem>> ca_certs. pem

2 cnocob6.

3arpysutb cepTudmKaTbl B KOHTEMHEp B hopmate p7b.

FreelPA, Dynamic Directory u ALDPro

KopHeBou cepTudmKar
KopHeBoW cepTUdMKAT aBToMaTMYeCKM 3arpyKaeTcs Ha MK B npouecce BBoga K B JoMeH. J0OMNo/HUTENbHbIX
JeMCTBUIM BbIMONHATL He TpebyeTcs.

CepTtr1duKaTtbl Lenovku gosepuma YU
A na 3arpysku ceptmdmKaToB Lenoykm aosepus YL Ha MK:

1. BBegute KOMaHAy:
ipa ca-find

B TepMMHasie NOABUTCA CMMUCOK C Ha3BaHMEM BCEX CepTMd)MKaTOB.
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2. Beeaute KoMaHay:

i pa ca-show "$CA NAME" --chain --certificate-out chain.pem

Ha MK 6yayT 3arpyeHbl Bce cepTidmrKaThbl Lenovku gosepuma YLI.
3. 3anuwuTe Bce cepTMdMKaTbl B 0AMH (hak C NOMOLLbI0 KOMaHAbl cat MM UCMob3yMTe KOHTeMHep p7b.

Active Directory

Jna 3arpysku KOpHeEBOro cepTuduKaTta uamn ceptudurKaToB Lenoykm gosepusa YL, Ha MK:

1. 3arguTe Ha Be6-uHTepderic YL KA. Agpec no ymonyanuio https://[domain]/ certsryv.
2. Boibepute 3arpyska ceptugmkarta LIC, uenoyku ceptucgpmraTo mam CRL.

Cnyw (sl cepTuthnkaLum Active Directory (Microsoft) — adrkn-WIN-6UUARSKLCB2-CA

Dobpo noxanoBatb

10T Be6-CailT NO3BOMSAET 3aNPOCKHTE CEPTUANKAT ANA Ballero sed-Opaysepa, KMeHTa 3eKTPOHHON NOYTLI, APYTHX nporpamm. C no
B 33BWUCMOCTI OT TMNA 3aNPOLLEHHOT0 cepTUdMKaTa, BEINOMHATL Apyrie AeficTBIA, cBA3aHHble ¢ obecneuennem BesonacHocTy B VY

10T Beh-CalT NO3BO/MAET TaKKe 3arpy3vTs ceptudmkar Lentpa Ceptudpmkaumm (LIC), uenouky cepTudMKaTos unm CMcoK 0T3bIBa ©
OXMAAHWA.

[LlononHuTenbHble ceefleHus o cnyxbe cepTucukatos Active Directory cm. B fokyMeHTauum cnyxb ceptudmukanmun Active Directory.

BhiGepuTe HYXHOe gelicTBmne:
3anpoca cepTuthvkaTa

|3arDv3Ka ceprudimkara LIC, Lenouku cepTuthMKaTos Wim CRLl

3. B none Metop wudpoBaHua BbibeprTe Base 64.

4. BbibepuTe 3arpyska ceptugmkata LC nam 3arpyska uenoyku ceptugmratoB LIC. 3arpyska Ha MK
HaYHeTCA aBTOMAaTUYECKM.

Llenoyka cepTudMKaToB 3arpyxaetca B Buae danna - KoHtenHepa dopmara p7b.

3arpyaka cepruchukaTa LIC, uenousn cepriihuKaTon i

Utofikl AOBEPATE CEPTUGIMKATAM, BEIIAHHLIM 3THM LEHTPO
Utobkl 3arpy3nTe cepTwgvkat LC, uenouky cepTHihukaTol

Ceprwgmrar LUC:
Tiekyiised [admkn-WIN-BLILIARSKLCE2-CA]

MeToq W PoOBAHMA:

) DER
YCTAHOBWTE cepTuthvear LIC
Sarpyaxa cepruchukara LIC |

Sarpyaka nocnearerno basoeoro CRL
Sarpyaka NocneHers PasHocTHOr CRL

Ecam npucyTcTBYET HEO6XOAMMOCTb M3BAEYL CEPTMMMKATDI M3 KOHTEMHEPA, MOXKHO BOCMO/Ib30BATHCA YTU/IMTOM
openssl.

Samba DC 1 PEJ] AAM

21 K/l He umetoT BCTpoeHHoro YLI.

Cxema 3arpysKku KopHeBoro ceptudmKaTa uam ceptmdmrKaToB Lenodku goeepusa YL, Ha MK nosib3oBaTtens 3aBUCUT
OT BbIGPaHHbIX aZAMMHUCTPATOPOM YL, U BbINOJIHEHHBIX HA HUX HAaCTPOEK.
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YT06bI yCTaHOBMTH rtlogon:

1. CKonMpymTe C NOCTaBOYHOMO AMCKA MM CKadanTe ¢ odpuumanbHoro camMta KomnaHmu "AKTmB"
YCTaHOBOYHbIM nakeT rtlogon ans Heob6xoaumol nnatgopmsl MK n OC:
m  rutokenlogon-[Bepcusa rtlogon]-astral_armé4.deb - ana OC Astra Linux Ha ARM64;
®  rutokenlogon_[Bepcus rtlogon]-astral_amdé4.deb - gna OC Astra Linux Ha x86_64;
®  rutokenlogon-[Bepcus rtlogon]-alt1.aarch64.rpm - ana OC AnbT Ha ARMé64;
®  rutokenlogon-[Bepcus rtlogon]-alt1.x86_64.rpm - ana OC AnbT Ha x86_64;

®  rutokenlogon-[Bepcus rtlogon]-1.aarché4.rpm - ana OC PE/J OC, Poca Xpom 1 rpm-based
ANCTPpUOYTHMBOB Ha ARM64;

®  rutokenlogon-[Bepcus rtlogon]-1.x86_64.rpm - ana OC PEZ OC, Poca Xpom 1 rpm-based
ANCTPUOYTUBOB Ha x86_64;

®  rutokenlogon_[Bepcusa rtlogon]-1_armé4.deb - ana deb-based auctpmbyTmBoB Ha ARM64;
®  rutokenlogon_[Bepcus rtlogon]-1_amdé4.deb - ana deb-based gmuctpubyTBOB Ha Xx86_64.
2. OTKpoMTE TEPMMHAI.

3. MepekanTe B KaTasior pacrnosioKeHWsa YyCTaHOBOYHOMO MaKeTa.
4. Beegute B TEpMMHANE KOMaHAY:

Astra Li nux and deb-based distributives

sudo apt install ./[the nanme of the installation package rtlogon].deb
Al't Linux
sudo apt-get install ./[the name of the installation package rtlogon].rpm

RED OS and rpm based distributives

sudo dnf install ./[the nane of the installation package rtlogon].rpm

lMpu 3anpoce BBEAUTE Napo/ib aAMMHMCTpaTOpa.

Mpu 3anpoce NoATBepAMTE NPOAOJIKEHME YCTAHOBKM.
JloXKANTECHh OKOHYaHMS YCTAHOBKM.

BeeauTe B TepMMHAIE KOMaHAY:

© N

rtlogon-cli --version

YctaHoBKa rtlogon 3aBepLueHa.
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YcraHoBka 6ubauvorekum libjcPKCS11-2.so

Jna pa6otbl rtlogon c yctporcteamu JaCarta HE06X0AMMO CKadvaTb M YCTaHOBUTb 6UBAMoTeKY libjcPKCS11-2.50:

1. 3anaute Ha camT https://www.aladdin-rd.ru/support/downloads/jacarta/.
2. Ha ctpanuue B pasgene Linux AuctpubyTtuebl Boioepute MK "EguHbii KnveHt JaCarta 3.3" ans
cooTBeTcTBYtoWeN OC.

Anag,quu’ Katanor ~ [lapTHepsl ~ KynuTb Mognepwka ~ KomnaHwa -~

£| NK "Enudblit KnwenT JaCarta” 3.3. IkcnnyarauyoHHan AokymeHTauma (ofHUM apxusom)

Linux

[ucTpnbyTMBLI

& DK "Epunbiii Knuent JaCarta 33" (nna Astra Linux SE 1.6,1.7,1.8)

\EI NK "Enudblit KnuewT JaCarta 3.3" (nna PEA_OC 7/8, AnbT CM, AnbT 10, AlterQS, CunteaM, POCA, CentOS,
GosLinux, Simply Linux)

NK "Enuublit KnuenT JaCarta 3.3" (nna Ubuntu, Debian, OCHosa, Crpeneu, Linux Mint)

NK "EnnHblit KnuenT JaCarta 3.3" (ana 32-6MTHbIX cuctem Ubuntu)

> > O

NK "EnuHblit KnweHT JaCarta 3.3" (nna EMUAC 1.0)

ﬁ MK "EauHblil KnuenT JaCarta 3.3" (nna npoueccopos baikan-M/arm64, 3nb6pyc/e2k-8c)

[NlokymeHTauna

\EI MK "Ennnblil KnuedT JaCarta” 3.3. PykoroACTEO Nonb3oBatena ans Linux

\EI MK "EnnHblil KnweHdT JaCarta” 3.3. PykoBOACTBO anMuHMCTRaTopa ana Linux

Ha OTKpbIBLLENCA CTPaHULE HaXKMUTE KHOMKY CKavatb.
PacnaKy/Te cKaYaHHbIM apXmB.

OTKpoKTE TEPMMHA.

MepenanTe B TepMMHA/E B KaTaslor pacnakoBaHHOro apxuBa.
Beeaute KomaHay:

. .

NouAaw

.

Astra Linux and deb-based distributives

sudo apt install ./jcpkcsll-2[*].deb

sudo apt-get install ./jcpkcsll-2[*].rpm

RED OS and rpmbased distributives

sudo dnf install ./jcpkecsll-2[*].rpm
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8. Mepemectute 6ubAMOTEKRY libjcPKCS11-2.50 13 Katanora /usr/lib64 B katanor /opt/aktivco/rtlogon/pkcs:

YcTaHOBKa 6UMGIMOTEKM 3aBEpLLEHA.
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KomaHab! u o6wme napamerpsbi rtlogon

KomaHpa OnucaHue
/napameTp

KoMmaHapb!

Hactpotika OC ansa pa6oTbl ¢ 20A

configure

PekoHdurypaumsa OC ana pabotbl ¢ 20A
reconfigure

OTkntoyeHne HacTpoek OC ans pa6otsl ¢ 20A
unconfigure

Hactpotika 20A
setup-auth

YpaneHne 20A
unsetup-auth

CosfaHue 3anpoca Ha noayyeHue CepTMCbMKaTa, reHepaumna camonoanmncaHHoOro

create-cert cepTMdm4KaTa

CmeHa PIN-Koga TokeHa

change-pin
3KCNOPT KOHPUIrypaLMOoHHbIX arioB, or-daiios 1 daina c napaMeTpamu JIOKaIbHOM
collect-log 20A
3anpoc MHdopMaLMM 0 KoHbUrypaumm rtlogon M napameTpax soKanbHoM 2HA
info
NapameTpbl
MonyyeHne nepeyHa KOMaHA M 06LiMX napaMeTpos rtlogon.
-h Mpw BbI3OBE C KOMaHAOM rtlogon BbLIBOAMT NepeYeHb €€ NapaMeTpoB
nnn
--help
MonyyeHne MHpopmaLmm o BepcHM ycTaHOBIEHHOrO rtlogon
--version
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Ans o6bHoBNeHMA rtlogon HEO6X0AMMO YCTAaHOBMTb HOBbIM MakeT. CTapblit NakeT Npy 3TOM yAansATb He TpebyeTcs.

= OrpaHM4eHMA M 0COBEHHOCTHM NpU yaaneHuu rtlogon:

B 3anpelaeTtca CaMOCTOATE/IbHO, 6€3 UCNob30BaHMSA cpeacTts rtlogon, yAanATb NI USMEHATD:

B KOHMMrypaumoHHbIH darn rtlogon — /etc/rtlogon/rtlogon.conf;

®m  chbarn, cogeprKalui 3anucu 06 Y3 ¢ HacTpoeHHOM NoKasibHoM 2DA — /etc/rtlogon
/localAuthDesc.

B anda yaaneHus rtlogon Heo6xoAMMO NOb30BaTbCA CpeAcTBaMu camoro rtlogon;

= ana ypaneHus rtlogon B OC AnbT 1 OC PE/, OC Heo6X0AMM KOPPEKTHBIM (HEMOBPEXAEHHDINM) dain
rtlogon.conf.
Ecnn ecTb BEPOATHOCTb NOBPEXAEHWUA haiia M3-3a BbIXOJA M3 CTPOS KECTKOro AMCKA MU
JeNCTBUM aAMMHUCTpATOpa, peKoMeHayeTcs caenatb 63kan danna /etc/rtlogon/rtlogon.conf
noc/ie YCTaHOBKM M HaCTpoMKu rtlogon.

® 154 yaanenus rtlogon ¢ noBpexaeHHbIM rtlogon.conf pekomeHayeTcs:

®  BpYYHYH BOCCTAHOBWTb rtlogon.conf, ncnonb3ys 63Kan;

B ec/IM BOCCTaHOBMTb (hain rtlogon.conf HEBO3MOXKHO:
a. OTkAoUMTL HacTporikm OC ansa pa6otbl ¢ 2QA . B aToM canydyae ncxoaHas KoHbMrypaums
PAM-Moaynen u/vmnm ucxogHoii naarmH OC AN CUCTEMHbIX 3KPaHOB NMPUBETCTBUA U
6/T0KMPOBKM MOTYT HE BOCCTAHOBMTBCA.
b. Yaanutb rtlogon.

E  npu yganeHuu rtlogon MOXKHO NOTEPATb JOCTYN K Y3 ¢ HacTpoeHHoM 2DA no caoXKHOMY NMaposto.
MosToMy nepea yaa neHuem rtlogon pekomeHayeTcs oTKIUMTL HacTporikn OC ana pa6oTbl ¢ 2DA
u nepesarpysuTb K.
Mocne yaaneHua rtlogon agMMHMCTPATOP AO/IKEH 3aHOBO 3aJaTb Naposin ans Bxoga B OC Y3, y
KOTOpbIX 6bl71a HacTpoeHa 2MA CO C/I0XKHbIM Mapo/iEM.

" MNpwu yaaneHuun rtlogon MoryT 6biTb yJaneHbl BCE €ro 3aBUCUMOCTHM, B TOM YMC/Ie SKPaHHbIM MeHeaKep
LightDM . YaaneHue skpaHHoro meHeaxkepa LightDM 13 rpadgmyeckol ceccmm, npu BXoJe B KOTOPYHO OH
MCNO/Ib30BaJICA, NPUBEAET K 3aKPbITUIO TEKYLLEN CECCMM MO0JIb30BaTENA U HEOBXOAUMOCTU
nepesarpysutb K.
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Ana yaanenus rtlogon:

1. Begute KOMaHAy:

Astra Li nux and deb-based distributives

sudo apt renove rutokenl ogon

Al't Linux

sudo apt-get renopve rutokenl ogon

RED OS and rpm based distributives

sudo dnf renove rutokenl ogon

2. Mpwu 3anpoce BBeAMTE Napo/ib AAMUMHUCTPATOpA.

Yaanenue rtlogon c MK 3aBepLueHo.

B npouecce HaCTpOﬁKM OC aBTOMaTMYECKM BbINONHATCA Clefytolme onepauymm:

B HacTpoiKa cepsuca rtlogon_event-monitor;
B p3MeHeHue KoHdurypaumm PAM-moayneit OC ans BHeapeHus pam_rtlogon.so;

B BHeJpeHWe nnarnHa g8 sKkpaHa NpuBETCTBMA M 3KpaHa 6J10KMpoBKM (ana OC Astra Linux n
ANCTPUBYTMBOB, NOALEPKMBAIOWMX SKPaHHbIM MeHeakep LightDM );

B KOHdUrypupoBaHue pam_sssd (419 JOMEHHOM ayTeHTUbMKALMM).

B nnarnHe ansa akpaHa NpuBETCTBUA, OCHOBbLIBAKOLLEMCA HA SKpaHHOM MeHeaxepe LightDM |
NoALEPKMBAIOTCA A3bIKM pacKNaZKM KnaBmaTypbl, KOTopble 6blim Ao6aBneHbl Yepes localectl.

Mpu Bbi30BE 3KpaHa 6I0KMPOBKMU B AUCTPUBYTHBAX, NOALEPHKMBAIOLMX CKPUHCEMBEPDI, BO3MOXHO €ro
HEMpOM3BO/IbHOE OTKPbITME B APYrom tty.

Jnsa npoeepku noaaepxkun OC cKpUHCeMBEpa MCMo/b3yeTcA KoMaHaa [ gui ] - scr eensaver -
command --query.

Mepea HacTponkon OC ana pa6otbl ¢ 2QA foMKeH 6biTb:

E  yCTaHOBJIEH B CETU UN MK nonb3oBatensa cepBep JIMUEH3NPOBaHUA;

B Ha cepBepe JIMLUEeH3NMPOBaHNA aKTUBMPOBaHa JIMLEH3UA rtlogon;

B 3arpyeH KOpHeBOM cepTudUKaT Mau cepTudmKaThl Liernoyvkm gosepumsa YL ana paboTbl ¢ gomeHHoM 2DA no
cepTudUKary;

= BpeMs Ha MK coBnagaeT c cepBepHbIM.
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Ana HacTporikn OC BBeAMTE B TEPMMHA/E KOMAHAY:

sudo rtlogon-cli configure [comand paranet ers]

Command parameters

NapameTtp OnucaHue 3Ha4yeHue Hannuue YcnoBue npMMeHeHUsA
no napameTpa B
YMOJI4YaHUIO | KOMaHae

Tun KA. - O6s3aTtenbHo | Heobxoanmo HacTpoutb OC and
--domain arg paboTbl ¢ JoMeHHOM 2DA.
JonyctuMble
3HayeHuA:
) ©  He MoxeT npumeHsaTbCA
L COBMECTHO C
= aldpro; napameTpom
B ad; --local .
= samba; OTH 2 napamMeTpa
" rosadd; ABNAKTCA
B redadm B3aMMOMCKJIH0HAIOLLMMM
Hactpotika OC ana | - O6sazatenpHo | Heobxoammo HacTpomTb OC ans
--local paboThbl C paboThbl C JIoKanbHOM 2DA.

JIoKasibHoM 20A

&  He MOXeT NpUMeHATLCSA
COBMECTHO C
napameTpom
- - domai n.

371 2 napameTpa
ABNAOTCA
B3aMMOMCKJIIOHAIOLL UMM
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MapameTp OnucaHue 3HayeHue Hanuuune Ycnosue NnpUMeHeHHA
no napameTpa B
YMOJ/IYaHUIO | KOMaHge

Agpec cepsepa - O6asatenbHo | Bcerpa

--license-server arg MLEH3MPOBaHMS.

B kauectBe
ajpeca MOXHO
yKa3aTb:

®  |P-agpec;

®  DNS-umsa.

ANa nokanbHOro

cepBepa
JMLEH3MPOBaHMA:
®  |P-agpec -
127.0.0.1;
®  DNS-ums -
localhost
MyTb K danay, /etc/ipa/ca. | OnupoHanbHo | Heobxoammo HactpouTb OC gna
"-ca-cert arg cofepaliemy crt paboTbl ¢ AoMeHHOM 20A no
KOpHeBOM ceptudumKaty
cepTMduUKaT nUam
cepTUdUKaThbI
LIenoYKku aosepums
yu
Ncnonb3oBaHue no OnumoHanbHO | Ecim Heo6xoaMMO Mcnob3oBaThb
--use-system-gul arg | .\ ropupix CUCTEMHbIE 3KpaHbl NPUBETCTBUSA
3KpaHoB 1 6/IOKMPOBKM, YKasbiBaTb
NpUBETCTBMA U 3HayeHue yes.
6JIOKMPOBKM.
Ecav HeobxoaMMO Mcnoib30BaTb
JonycTtimble 3KpaHbl NPUBETCTBUA U
3Ha4eHus: yes, no 6/TOKMPOBKM rtlogon, ykasbiBaTb

3Ha4yeHue no

Mpu1 BbIGOPE CUCTEMHBIX 3KPaHOB NPMBETCTBUSA U 6JI0KMPOBKM B HacTporKkax OC ans pa6oTbl ¢ 2OA BO3MOXKHO
NosBAEHUE CAeAYIOWMX OFPaHUYEHNIM Ha SKpaHax:

B HeJoCTynHa pa36/iokupoBKa PIN-koaa;
B HeJOCTyMNeH NPOCMOTP CMMCKa NO/b30BaTeNIEN Ha TOKEHE, NMOJ, KOTOPbIMU MOXKHO BOMTU B CUCTEMY;
B HeAOCTYMHbI HACTPOMKM CETH;

B HeKOoppeKTHbIM BbiBOJ 3anpoca Ha npefoctabneHue PIN-Koga ansa ayTeHTMdUKauum - cuctema
3anpawmBaeT PIN-koa, a Ha 3KpaH BbIBOAWUTCA COODOLLEHME C 3arpoCcoM NapoJif.
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Mo3ToMy NpM HAaCTpolMKe HeO6X0AMMO YKa3blBaTb MCMOJIb30BaHUE 3KPAHOB NPUBETCTBUA U GJIOKMPOBKM
rtlogon gna Bcex OC, Kpome Astra Linux SE 1.8.1. 3ta OC paboTaeT T0/IbKO C CUCTEMHbIMM 3KpaHamm
NPUBETCTBUA 1 GJIOKMPOBKM.

& Ec/m ecTb BEPOATHOCTb NOBPEX/AEHMA KOHPUIrypaumMoHHoro daiina rtlogon m3-3a BbIXxoaa U3 CTPOA
¥KECTKOro AMCKa WM AEMCTBUM aAMMHMCTPATOPa, PEKOMEHAYETCSA MOC/IE HACTPOMKM MU
pekoHdburypaumm OC ans pabotbl ¢ 2DA caenatb 63kan danna /etc/rtlogon/rtlogon.conf .

HenoBpexkaeHHbIN darn rtlogon.conf HeO6X0AUM ANl KOPPEKTHOrO yaaneHus rtlogon.

BHeceHWe u3MeHeHUM BpyyHyto B dain rtlogon.conf 3anpelueHo. MoBpexaeHue daiia MoxKeT
NMPUBECTU K HEBO3MOXKHOCTU MCNOJIb30BaHMA rtlogon.

Mpumep.
sudo rtlogon-cli configure --local --license-server 127.0.0.1 --use-systemgui yes
/10S setup for |ocal 2FA; using system Greeter and Lock Screen
sudo rtlogon-cli configure --domain ad --license-server TEST-PC --ca-cert ert.pem

/10S setup for donmain certificate 2FA
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PekoHpurypauma OC ana pabotbl c 20A

/% Mepepn u3ameHeHueM HacTpoeKk OC o/KHa 6biITb CKOHMMIYpMPOBaHa ANns paboThl ¢ 2DA, T.e. J0/KHA
6bITb BbINOJIHEHA KOMaHAa rtlogon-cli configure.

Ansa pekoHourypauum OC BBeAMTE B TEPMMHA/E KOMAHAY:

sudo rtlogon-cli reconfigure [comand paranet ers]

Command parameters

MNapameTp OnucaHue Hanuuue Ycnosre NnpUMeEHeHHA
napameTpa B
KOMaHze
Tun KA. OnuuoHanbHo | Heobxoaumo HacTpouTb OC ana
--domain arg

pa6oTbl C JOMEHHOM 2DA.
JlonycTmble 3HaYeHUA:

" ipa; &  He moxer NPUMEHATbLCA

= aldpro; COBMECTHO C MapameTpom
B ad; --local.

" samba; 3T 2 napameTpa ABNAIOTCA
= rosadd; B3aMMOUCKIHOYAOLLIMMM

B redadm

Hactpotika OC ans pa6otbl ¢ | OnumoHanbHo | Heo6xoammo HacTpomTb OC ans

--local NIOKa/IbHOM 2DA paboTbl C JIoKasbHOM 2DA.

&  He moxet NPUMEHATbCA
COBMECTHO C MapameTpom
- - donmi n.

T4 2 NapamMeTpa ABAAITCA
B3aMMOMCKJIHOYAOLLMMM
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MNapameTp OnucaHue Hannuue YcnoBue npMMeHeHUsa
napameTpa B
KOoMaHzae
Appec cepsepa OnumoHanbHO | Heo6xoaAMMO U3MEHUTb agpec
--license-server JMLEH3NPOBAHUA. cepBepa JIMLEH3UPOBaHMA
B KauecTBe agpeca MOXKHO
yKasaTb:
B |P-agpec;
®  DNS-ums.
Ana nokanbHoro cepeepa
JIMLEH3MPOBaHMA:
®  |P-agpec - 127.0.0.1;
B DNS-mmsa - localhost
MyTb K danny, OnuuoHanbHo | Heobxoaumo HacTpouTb OC ana
--ca-cert arg COAEepIKaLLeMy KOPHEBOM pa6oTbl C JoMeHHOM 2DA Mo
cepTUdUKaT MU cepTudUKaty
cepTMdUKaTbl LLENOYKM
aosepua YL
Mcnonb3oBaHMe CUCTEMHBIX OnuuoHanbHo | ECM HEO6XOAMMO MCMO/Ib30BaTh
--use-systen-gul arg | 5. ha108 npUBETCTBMA 1 CUCTEMHbIE SKpaHbl NPUBETCTBMUA U
6/I0KMPOBKM. 6G/I0KMPOBKM, YKa3blBaTb 3HaYEHME yes
JonycTMMble 3Ha4YeHus: yes, Ecam Heo6x0AMMO MCMO/Ib30BaTh
no 3KpaHbl NPMBETCTBUA U BGJIOKMPOBKM
rtlogon, yKasbiBaTb 3Ha4eHMe no

Ecnm KomaHaa Bbi3biBaeTCA 6€3 napaMeTpoB, TO AN HACTPoMKM OC GyZyT MCMO/Ib30BaTbCA 3HAYEHUS, YKa3aHHble
B KOHUrypauuoHHom carne /etc/rtlogon/rtlogon.conf.

PekoHdburypaumio OC 6e3 yKasaHUs NapaMeTpoB peKOMEHAYETCA MCMOJ/Ib30BaThb B C/IEAYIOLMX CIyYasX:

®  nocne Bbixoaa 13 ctposa OC;

B nocne o6HoBAeHuA OC (ansa Astra Linux).

. PeKoMeHAyeTCs MCMoJIb30BaTb 3KPaHbl NPUBETCTBUA M 6I0KMPOBKM rtlogon.
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OtknroueHne HacTpoek OC ansa pabortbl c 20A

@ Mepeg oTkNtoueHem HacTpoek OC ana paboTtbl ¢ 2OA He06X0AMMO BbINOJIHUTL KoMaHAy rtlogon-cli
unsetup-auth gna Y3, y Kotopbix 6bl71a HACTpoeHa sIoKanbHaa 2PA no CNOXKHOMY NapoJito.

YT106bI OTK/IHOUYMTBL HacTporku OC ans pa6otbl ¢ 20A, BBeaUTE B TEPMUHANE KOMaHAY:

Ecnm koHduMrypaumoHHbin dain /etc/rtlogon/rtlogon.conf He noBpexaeH, TO B pe3y/ibTaTe BbINOJIHEHWUSA 3TOM
KOMaHAbl BEPHYTCA B MCXOAHOE COCTOAHME:

®  KoHdurypaums PAM-moaynel cuctembl M pam_sssd;

E  naarvH ANAa CUCTEMHbBIX 3KPaHOB MPUBETCTBUA U 6)10KI4|DOBKI4.

lNpoBepka cepTudUKaTOB NoJib3oBaTeNIen Ha CTaTyC

"OoTO3BaHHbIN"

rtlogon noaaep>KmMBaeT yHKLMIO MPOBEPKM CEPTMMHMKATOB NO/Ib30BaTE/IEN HA CTATYC "0TO3BaHHbIN".

MpoBepKa MoXeT BbINOAHATLCA € nomolbio CRL nam OCSP.

> CRL

YT06bI BK/IOYMTbL NPOBEPKY cepTUdMKATOB C nomoLubio CRL:

1. 3arpysute Ha MK CRL-darnn(bl).

2. MNpoBepbTe, YTo Ha MK 3arpy:eH KopHeBoM cepTudmKaT YL, n cepTUdMKaTbl MPOMEKYTOUYHbIX YL Llenoyku
Josepus.

3. Otkpo#Te darn /etc/sssd/sssd.conf.

4. B cekumm [sssd], B napameTtp certificate_verificati on go6aebte onumio crl _file u 3agante gna
Hee nyTb K CRL-cbarny.

@ Moaaep:kmBaeTcs Toibko pem-dopmat CRL-darna.

5. /Ans UrHopMpoBaHMsl NPOBEPKM B C/lyyae McTedeHMA cpoka aenctemsa CRL-daina go6aBbTe B NapameTp
certificate verification onumo soft _crl.

@ Onumio MrHOpMpOBaHUSA OLWMOOK B Lienoyke aosepua parti al _chai n He pekomeHayeTcA
BKJ/IlOMATb NpU paboTe B JOMEHE B CBA3M C €ro HEKOPpeKTHOM pa6oToi ¢ kerberos.

6. CoxpaHuTe M3MeHeHus B dalne.
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7. BbinonHuTe KomaHay rtl ogon-cli reconfi gure 6e3 napameTpos.

Ecrvonuus crl _fi |l e oTcyTcTBYeT, npoBepKa cepTudmKaTa No/ib3oBaTesIsi Ha CTAaTyC "0TO3BaHHbIN" He
BbINOJIHAETCA.

Mpumep.

[ sssd]
certificate_verification = soft_crl, rl_file = /PATH TQ CRL/ FI LE

> OCSP

BKOUMTb NpOBEPKY cepTU(dMKaTa Ha CTaTyC "0TO3BaHHbIM" € noMolbio OCSP MOKHO 2-MA CNOCco6Gamu.
1 cnoco6.

URL-agpec cepepa OCSP 3asaH B cepTUdMKaTe Nosib3oBaTessl, KOPHEBOM CcepTU(dUKATE UM cepTUdMKaTe
NPoOMeXyTo4Horo Y.

2 cnocob6.

1. OTkpo#Te damn /etc/sssd/sssd.conf.

2. B cekumu [sssd], B napameTtp certificate_verificati on gobaBbTe onuuto
ocsp_defaul t _responder u3agante ansa Hee URL-agpec cepsepa OCSP.

3. /[na vrHopupoBaHuA NpoBEPKMU NpH HeJocTynHOCTH cepBepa OCSP fo6aBbTe B MapameTp
certificate verification onuyMio soft _ocsp.

4, [lna oTKA4YeHUA NpoBepku cepTidmKaTa Job6aBbTe B NapameTp certificate_verificati on onuuio
no_ocsp.

5. CoxpaHuTe M3MeHeHua B daiie.

6. BbinosnHute KomaHay rtl ogon-cli reconfi gur e 6e3 napameTpos.

MNpumep.

/1l enabling verification via the sssd.conf and ignoring verification
[ sssd]
certificate_verification = soft_ocsp, ocsp_default_responder = /OCSP/ SERVER ADDRESS,

/1l disabling verification
[ sssd]
certificate_verification = no_oscp

/11 ignoring verification. The OCSP server URL is specified in the certificate
[ sssd]
certificate_verification = soft_ocsp
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Hactpowvika pa6otbi c OTP

&  20A c ucnonbsosaHmem OTP noaaepxumsaetca Tonbko ana KA FreelPA, Dynamic Directory u ALDPro.

Bo3MOKHOCTb MCMob30BaHWA AomeHHOM 2DA ¢ OTP HacTpauBaeTcsa cpeacTBamm JOMeHa.

Y106bI HACTPOMTL BXOA AOMEHHOro nosab3osatens no PytokeH OTP uan Angekc ID (aanee — TOTP-ToKeHbI):

1. [ob6aBbTe TOTP-TOKEH B JOMEH, BBEASA KOMaHAY:

i pa ot ptoken-add [ TOKEN_I D] [conmand par anet er s]

Parameters
MNapameTp OnucaHue 3Ha4eHue no Hannuue Ycnosue
YMOJTYaHMIO napameTpa B | MPUMEHEHMUA
KoMaHzae
TOKEN_ID MpeHTndpmkatop TOTP- uuid OnuuoHanbHo | Heobxoammo
TOKEHa B AOMEHe. U3MEHUTb
B kauecTBe uaeHTudnKaTop
uaeHTMdMKaTopa MOXKeT TOTP-TOKeHa,
MCNoJIb30BaTbCA: UCMOJIb3yeMbIH Mo
YMONYAHUIO
B 1IMA TOKEHQ;
B CepuiHbIi HOMEp
TOKeHa - Ans
PytokeHa OTP;
E  JIOrMH
nosnb3oBaTensa B
JOMeHe, ana
KOTOpPOro
HacTpamBaeTcs
TOTP-ToKeH
Command parameters
MNonb3oBatenb TOTP- JloruH OnumoHanbHo | Heobxoammo
T-owner arg TOKeHa. aAMMHMCTpaTOpa HacTpOUTb
YKa3bIiBaeTca JIornH Y3 JOMEHa, AoMeHHyto 20A ¢
nosib3oBarens, AnA KOTOPbIH OTP pgna gpyroro
KOTOPOro HacTpamMBaeTCA | Bbi3blBaeT nonb3oBaTens

AomeHHasa 20A ¢ OTP,
6€e3 MMEHM JOMEHA

AaHHYO KOMaHAY
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KOTOPOIro BbINOJIHAETCA
HacTpoMKa.

MoxeT npMHUMaTb
3HaYeHusA:

®  totp;
= TOTP

MNapameTp OnucaHue 3Ha4yeHue no Hannuue Ycnosue
YMOJI4aHMIO napameTpa B | MPUMMEHEHMUA
KoMaHge
ANropuTM XelwunpoBaHus, sha1 OnuuoHanbHo | Heobxoamnmo
Ha OCHOBE KOTOpOro U3MEHUTb
--algo arg BbIpaGaTbIBAlOTCA aNropuTM,
wm OZJHOPA30BbIE NAPO/I. MCMONb3YEMbIM MO
-8 arg MoeT npuHMMaTb YMONYaHUIO
3Ha4eHuA:
B shat;
®  sha256
Bpemn geMcTBus 30 OnuyoHanbHo | Heobxoanmo
0HOPa30BOro napons (B U3MEHUTb
--interval arg CeKyHax), No UcTeyeHmnm BPEMEHHOM
wm KOTOPOFO BbINOJHAETCA nepuoa,
--int arg €ro nepereHepaums. MCMOJIb3yeMblH Mo
MoeT npuHMMaTb YMONYaHUIO
3Ha4eHuA:
= 30;
= 60
JAnnHa oagHopa3oBoro 6 OnumoHanbHO | -
napons
--digits arg
@ rtlogon
noaaepuBaet
AJIMHY
0/JHOPa30BOro
napons TOJIbKO
paBHyto 6
umdppam
Tun TOKeHa, Ans TOTP OnumoHanbHO | -
--type arg
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MNapameTp OnucaHue 3Ha4yeHue no Hannuue Ycnosue
YMOJI4aHMIO napameTpa B | MpUMMEHEHUA
KoMaHge
--key arg CekpeTHbIM Koy TOTP- - OnuyoHanbHo | TOTP-TOKEH yxxe
TOKeHa B hopmate base32 6bl/1 HACTPOEH A0
Aob6aBsieHUA B
JOMeH
He reHepuposatb QR-kog | - OnupoHanbHo | TOTP-ToKeH yxxe
C HacTpoiKamm TOTP- 6bl1 HACTPOEH A0
--no-qrcode TOKeHa Jo6aBneHus B
JOMeH
Mpumep.

The TOTP token wasn't configured before being added to the domain

i pa otptoken-add --type totp --algo sha256 --digits 6 --interval

P_SERI AL"

The TOTP token was configured before being added to the domain

i pa otptoken-add --type totp --al go sha256 --digits 6 --interval

--key key_val ue --no-qrcode "$OTP_SERI AL"

2. Ecnv TOTP-TOKeH paHee He 6bli1 HACTPOEH:
a. OTckaHupyiTe B MpUIOKEHUM AN8 MHULMANM3aUmm yCTpormcTB PyTokeH OTP uan AHaekc ID
NOJIyYEHHBIN B pe3sy/ibTaTe BbINOJIHEHUA NpeablayLien KomaHabl QR-Kog,.

b. MoaknounTe YCTPOMCTBO K NPUIOKEHMIO M BbINOJIHUTE €ro HaCTpoMKy — Ans PytokeH OTP.

30 --owner "$DOVAI N _USER' "$OT

30 --owner "$DOVAI N_USER'

3. Paspewwute ucnonbsoBaHue TOTP-ToKkeHa AnA BXOAa B CUCTEMY, BBEAS OA4HY M3 KOMaHA:

KomaHaa

NprMeHeHne KoMaHAbl

otp

i pa user-nmod [ ml ogin]

--user-aut h-type

B noMeHe HacTpoeHa Mo/IMTUKa BX04a B
cUcTeMy no napono Y3

i pa user-nmod [ m| ogin]
otp --user-auth-type pkinit

--user-aut h-type

B someHe HacTpoeHa NoAUTMKa BXoAa B
CUCTEMY MO cepTUdUMKaTy 1AM naponto Y3

YT06bl OTMEHUTb BXOZ AOMEHHOrO Nosib3oBaTens no PytokeH OTP uau Axaekc ID, BBegMTe KoMaHAy:

i pa ot pt oken- del

Mpumep.

i pa ot pt oken- del

[ TOKEN | D]

"$OTP_SERI AL"

Pa6oty c OTP MOXHO TaK»e HacTpOMTb, MCNO/b3yA rpacmyeckui nHtepdenc KA.
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Hacrponka 2DA

@ Mepeg HacTpoiKoM gomMeHHoM 2DA OC foKHA 6biTb CKOHGUIYpHpOBaHa As paboTbl C 3TUM TUMOM
ayTeHTUdUKaLMK T.e. JOIKHA ObITb BbIMOJIHEHA KOoMaHaa rtlogon-cli configure ¢ JOMEHHbIMU
napameTpamu.

Jns HacTporku 20A:

1. TloaKI0UMTE TOKEH K KOMMbIOTEPY.
2. [Ansa HacTpoMKku fomeHHoM 20A no ceptudukary:
a. CoszanTe 3ampoc Ha nojiydeHue ceptmdumKara.
b. Monyuute ceptudukar Y3 ot Y.
3. [AnA HacTpoMKu nokanbHoM 20A no cepTndUKaTy - CreHepupyrTe CamonoZMCaHHbIM cepTUdMKaT.
4, BeauTe B TEPMUHA/IE KOMaHAY:

sudo rtlogon-cli setup-auth [conmand paranet er s]

@ Mpyu nomMoLlum KoMaHapl rt 1 ogon-cl i set up- aut h MmoxHo HacTpamnBaTb 2QA ana gpyroro MK (c
yKa3aHWeM COOTBETCTBYIOLLEro JoMeHa). B aTom ciyyae komaHza BBoAMUTCA 6e3 sudo.

Command parameters

NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosusa
no napameTpa B | NpMMeHeHus
YMOJIYaHUIO | KOMaHAe
O6wue napameTpbl
JloruH Y3, ans KotopoM - 0O6sazaTenbHo
-1 arg HacTpauBaeTca 20A
nnn
--login arg
MMA JoMeHa, B KOTOPOM - OnupmoHanbHo | AnA AOMEHHbIX Y3
-d arg 3aperucTpuposaHa Y3
nnn
--domain arg
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--token-1id arg
nnm
-t arg

KOTOPOMY NMPpUMEHAETCA
KOMaHAa .

@ Kak npasuo,
naeHTndbmKaTop
TOKEHa - 3T0 ero
CEPUMHbBINA HOMEP.
AnAa HeKoTopbIX
mozenemn
(KOMBMHMpPOBaHHbIE
ycTpoicTBa JaCarta-
2 PKI/TOCT m T1.1.)
- 3TO CEpPUMHBIN
HOMep M NocTdUKC,
0603HaYaoLLMHI
annnet (-PKI/-GOST
M T.0.).

Ana npocmoTtpa
MHdopMaumn 06
uaeHTUbmKaTope
TOKEHa Heo6X0AMMO
BbI3BaTb KOMaHAy
rtlogon-cli info

NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosusa
no napameTpa B | NPMMEHeHHUs
YMOJIYaHUIO | KOMaHae
Monntrka OC npu lock OnumoHanbHo | Heobxoammo
--disconnect-policy arg | o niouenmn Tokena ot MK. OTKJIIOUMTb BbI30B
3KpaHa
Bo3MoKHble 3Ha4YeHMA: 6710KMPOBKM MK
®  lock - BbI30B 3KpaHa OTR/MOHEHNM
6710KMPOBKM; ToKeHa ot K
E  none - NpoAoJIKEHNE
TEKyLIEN ceccunm
MAaeHTUdHMKaTop TOKEHa, K - OnumoHanbHo | K MK noakito4eHo

HECKO/IbKO TOKEHOB
WM OAMH
KOMBUHMPOBAHHbIM
TOKeH
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--expire-days arg

napons

NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosusa
no napameTpa B | NPMMEHeHHUs
YMOJIYaHUIO | KOMaHAae
PIN-kog TOKeHa, K KOTOpOMY - OnumoHanbHo | HeobxoamMmo siBHO
NPUMEHAETCA KOMaHAa. yKa3atb PIN-Kkoa
P arg TOKeHa.
MNpu BBOAE PIN-KOA
oTOGpakaeTcs B ABHOM BUAeE Ecam He ykasatb
nam napameTp, nocne
BBOJa KOMaH/bl B
TepMMHane
--pin arg noABUTCA 3anpoc
Ha BBoj PIN-kopaa.
Mpu BBOAE PIN-KOA
oTOGpaxaTbCA He
oynet
MapameTpbl HaCTPOMKK 2DA no CI0XKHOMY NapoJito
Mpu3sHak HacTpolku 20A no - 0O6sa3zaTensHo
CJIOXKHOMY Maposito
- -passwd
KonnuecTtso aHen a0 OnuuoHanbHo | HacTpolka
"€ arg nepereHepauym CI0KHOMo i noKanbHor 20A no
nnn

CNOXXHOMY MapoJiko.

HeobxoamMmo
3aJaTb KOMYECTBO
JHeNn Jo
nepereHepaumm
C/I0}XHOr 0 napons.

Ecnv napameTp He
yKasaH,
nepereHepaumsa
C/I0}KHOr0 napos
He BbINoJIHAETCA.
Bpema aedctBusA
C/I0}KHOr0 napos
npy 3TOM He
OrpaH1yeHo
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NapameTtp OnucaHue

3HayeHue
no
YMOJIYaHUIO

Hannuune
napameTpa B
KOMaHge

Ycnosua
NMPUMEHEHMA

JIornH agMMHUCTpaTopa

--domain-admin arg

OnumoHasibHO

HacTtpo#ika
JloMeHHoM 20A no
CNIOYXHOMY NapoJito.

YKasaHue y4eTHOM
3anmcu
aAMMHUCTpaTOpa
ucnosb3yeTca Ana
U3MEHEHWA Napons
no/b3oBaTena Ha
KOHTpoJ/Iepe
AOMeHa

MapamMeTpbl HacTpolku 20A no ceptuduKaty

MyTb K cepTudmKaty Y3.
-Cc arg

B cnyyae Korga ceptudukart
pacrionaraeTcs B TeKyLLeN
OMPEKTOPUM, JonycKaeTcs
YKa3blBaTb TO/IbKO €ro
HaVMMeHoBaHMe.

nnn

--cert arg

MNoanepxumBarotca
cneayouwme opmartbl
cepTudmKara:

= pem;

= der

O6sa3aTenbHO
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NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosusa
no napameTpa B | NpMMEHEHUSA
YMOJIYAHUIO | KOMaHAe

Monntnka Bxoga B OC. certonly OnuuoHanbHo | HacTpoika
--login-policy arg noKasibHoM 2DA o
Bo3MOMHble 3Ha4yeHuA: ceptudHKary.
= certonly - TonbKO no Heo6xoa1mo

cepTuduKaTy u U3MEHMUTD
Han4uio NoJIMTUKY BXoAa B
MOAK/II0YEHHOI O ocC
TOKEH3;

®  certandpass - no
cepTUdUKaTy M
Ha/ M4m0
MOAK/II0OYEHHOr O TOKEHa
WM N0 NIOTMHY/Napoio
Y3. Boibop
oCyLLecTB/AeTCA Npu
Bxoge B OC.

@ Ana
aZAMMHUCTpaTopa
MOKET 6bITb
YCTaHOBJ/IEH TOJIbKO
certandpass

/%, PekomeHayeTca nepesarpy3uTtb K nocsie BbiNOAHEHMA KOMaHAbl 418 CMeHbl nosiMTrku OC npu
OTKNtoYeHMM TOoKeHa oT K.

Mpumep:

Local certificate 2FA

sudo rtlogon-cli setup-auth --login user2 --cert cert.pem--disconnect-policy |lock --1o0gin-policy
certonly

/1 Login is only by certificate 2FA; OS policy when token and PC are di sconnected is bl ock session
sudo rtlogon-cli setup-auth -1 user -c cert.pem --disconnect-policy none --1ogin-policy

certandpass
/1 Login is by account |ogin/password or certificate 2FA

Local strong password 2FA

sudo rtlogon-cli setup-auth --login user2 --passwd --di sconnect-policy none
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Domain certificate 2FA
© rtlogon-cli setup-auth -c cert.pem--domain "$DOVAIN' --1ogin "$DOVAI N_USER'

Dormei n strong password 2FA
rtlogon-cli setup-auth --domain "$DOVAIN' --1ogin "$DOVAI N_USER' --passwd -p 12341234

/1 enter donmmin adm n |ogin and password

{ rtlogon-cli setup-auth --domain "$DOVAIN' --1ogin "$DOVAI N_USER' --passwd -p 12341234

: --domai n-admin "$DOVAI N_ADM N'

¢ /] enter domain adm n password
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MuHumanbHble NpaBa agMUHUCTPaTOpa AN CMEHbI

C/ZIO>KHOro naponsa

JNs CMeHbI C/I0XKHOMO NaposiA B HACTPOEHHOM AOMEHHOM 2DA No CNOXKHOMY Maposiio aAMUHUCTPATOP LOJIKEH
COOTBETCTBOBAThb TPe6OBAHMAM, YKasaHHbIM B Tabamue.

KA, Tpe6oBaHWA AN agMMHMCTpaTOpa

Active Directory JosiKeH BXOAUTb B O4HY M3 C/IeAYIOWMX rpynn JOMeHa:

B Account Operators;
®  Domain Admins;

= Ji06ad rpynna, Mmetowas npaeso Reset password.

@ MpaBo Reset password HasHauyaeTcA rpynne Yyepes HacTpolKy Delegation of
Control KoHTeMHepa nan OU gomeHa
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KA Tpe6oBaHUA gNA agMMHUCTpaTOpa

ALDPro JonkeH umetb aoctyn Kk LDAPonepauum Modify ana apyrux sanucen.

@  Ans pobaBneHMs HEOGXOAMMbIX MPaB MOKHO BOCMO/Ib30BATLCS CEAYHOLLMMM
KOMaHJaMM, 3aMEHUB B HUX JaHHbIE HA HEOOXOAMMbIE:

i pa group-add passwd- admi ns --desc="Password Admi ni strators"

ipa env | grep basedn
/'l the base domain NAVE will be displayed in the term nal, for exanple:
/1 basedn: dc=al d, dc=t est

nano password-adm n. | dif

/] add the following lines to the file:

/1 dn: cn=gl obal _policy, cn=ALD. TEST, cn=ker ber os, dc=al d, dc=t est

/| changetype: nodify

/] add: passwordAdm nDN

/| passwor dAdm nDN: cn=passwd- adni ns, cn=gr oups, cn=account s, dc=al d,
dc=t est

| dapnodi fy -Y GSSAPI -H | dap://[LDAP server address] -f password-adnin.
| di f

nano password-aci.ldif

// add the following lines to the file:

/1 dn: dc=al d, dc=t est

/| changet ype: nodify

/] add: aci

/] aci: (targetattr="userPassword") (version 3.0;

/'l acl "Allow passwd-adnins reset passwords"”;

/1 allow (wite)

/'l groupdn="I|dap:///cn=passwd- adn ns, cn=gr oups, cn=account s, dc=al d,
dc=test";)

| dapnmodi fy -Y GSSAPI -H | dap://[LDAP server address] -f password-aci.
| dif

i pa user-add testuser --first="testuser" --last="testuser" --password

i pa group-add- nenber passwd-adm ns --users=testuser
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KA

Tpe6oBaHua AN agMUMHMUCTpaTOpa

Samba DC n PE/
AOM

JomKeH BXOAMTb B O4HY U3 CIeAYOLWMX rpynn JOMeEHa:

®  Domain Admins;

®  o6as rpynna, Mmetowan npaso Reset password.

@ npaso Reset password MOKHO Ha3HAauMTb CAEAYIOLIMM OBPA3OM:

1. 3arit B K/ noa Y3 root.
2. BeecTu cnegytowme KOMaHAbl, 3aMEHUB B HMX AaHHble Ha HEO6XOAMMbIE:

sanba-t ool ou create "OU=ManagedUsers, DC=sanba, DC=t est "
sanba-t ool user create userl 123456 --userou="0OU=ManagedUsers"
sanba-t ool user create user2 123456 --userou="0OU=ManagedUsers"
sanba-t ool user create adm n5 654321

sanba-t ool user show admin5 | grep -i objectsid
/1 The administrator's SID for admin5 will be displayed in the
term nal :

/1l objectSid: [SID

sanba-t ool dsacl set --objectdn="0OU=ManagedUsers, DC=sanba,

DC=l oc" --sddl =" (OA; Cl | O CR 00299570- 246d- 11d0- a768-
00aa006e0529; ; [ The admi ni strator's SID for adm n5]) (QA; Cl | O W;
bf 967a0a- 0de6- 11d0- a285- 00aa003049e2; ; [ The adm nistrator's SID
for adm n5])"

3. BbIiTM U3 Y3 root 1 BBECTM KOMaHAY:

sudo sanba-tool user setpassword userl --newpassword=' NewStrongP
assword' -U "NETBI OS\\ admi n5" -H Idap://[domain controller
addr ess]
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KA Tpe6oBaHUA gNA agMMHUCTpaTOpa

FreelPA, n JomKeH BXOAMTb B O4HY U3 CIeAYOLWMX rpynn JOMeEHa:

Dynamic Directory
B Password Administrators;

= /06an rpynna, nmetowas npaso Reset password 4/ HYXXHOMO Mo/ib30BaTeN .

@ Cosgartb rpynny u HasHauMTb el NpaBo Reset password MOXHO C MOMOLLbIO
CneayLWmx KOMaHA:

i pa perm ssion-add "Perni ssion_nane" \
--type=user \

--right=wite \

--attrs=userPassword

i pa privilege-add "Reset Password Privil ege"

i pa privilege-add-perm ssion "Reset Password Privilege" \
--perm ssi ons="Reset Password Perm ssion"

i pa rol e-add "Reset Password Rol e"

i pa rol e-add-privilege "Reset Password Role" \
--privil eges="Reset Password Privilege"

i pa rol e-add- renber "Reset Password Role" \
- - groups=t estgroup
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Jna npoBepKkn HacTpoek 20A:

1. 3aBepLlumnTe TEKYLLYIO CECCUIO.
2. Y6eautechb, YTO K/OYEBOM HOCUTE b NoAKoYeH K MK. B NpoTMBHOM C/lyyYae NOAK/YMTE KAOYEeBOM
HocuTenb K MK.
3. Ha aKpaHe npuBeTtcTBMA rtlogon:
a. Bbl6epuTe B CNMCKe YCTPOMCTB HEOGXOAMMBIM KNOYEBOM HOCUTEb.
b. B packpbiBatoLiemcs cnmcke JloruH Boibepute NorMH Heobxoaumon Y3.
c. Beeaute PIN-koa B none PIN-Koa.
d. Haxmute MpoaoaKnThb.

MapameTpel BXoga
JlorvH v napone
PyTokeH 3L 3.0 1157465133
{ '5/ user N
Pytoken 30N 3.0
1157465133 ee000000® ©
Q Mpopgonxute
< |
Pytoken 3L 3.0
1076781970

4. Ha cMCT@MHOM 3KpaHe Np1BeTCTBMA:
a. Beegute normH Y3.
b. Beeaute PIN-Kkog.

Ecnm 20A 6bl1a HaCTpoeHa KOPPEKTHO, BYZAET BbIMOJIHEH YCMELWHbIA BXO4 B CUCTEMY.

N3meHeHune HacTpoek 2DA

Ana n3ameHeHus Hactpoek 2DA HeO6X0AMMO CHOBA Bbi3BaTb KOMaHAy rtlogon-cli setup-auth ¢ ykasaHuem
HY»HbIM NapaMeTpoB.
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@ Mepeg yaaneHnem gomeHHon 2MA OC gosixkHa 6biTb CKOHDUIypUpoBaHa A/ paboTbl C STMM TUMOM
ayTeHTUdUKaLuK, T.e. JO/IKHA ObiTb BbiMosHEHA KoMaHAa rtlogon-cli configure ¢ JOMEHHbIMK
napameTpamu.

Ana yaanenus 20A:

1. Ecam Tpebyetca yaanmtb 2DA ana Y3 ToNbKO C TOKeHa MM ¢ TokeHa 1 MK - nogkntoumTe TokeH K MK. B
NPOTUBHOM CJlydae NponycTMTe AaHHbIM NyHKT.
2. BeeauTe B TepMMHAIE KOMaHAY:

sudo rtlogon-cli unsetup-auth [command paranet ers]

3. Beegute PIN-Kog TokeHa (ecnm 2DA yaansetca C Hero).
4. Tpu 3anpoce ABax /bl BBEAUTE HOBbLIM Naposib A Y3 (ecam ana 2OA MCnonb30BasICsa CAOKHbIM Naposib).

(1) Mpu nomMowm KoMaHapl rt 1 ogon-cl i unset up- aut h moxxHo yaanmnte 20A ana Y3 apyroro MK (npu
MOMOLLY YKa3aHUA AoMeHa uau naeHtidpmkatopa MK). B aTom cnyvyae KomaHaa BBoamTcA 6e3 sudo.

Command parameters

NapameTtp OnucaHue 3Ha4yeHue Hannuune YcnoBue npMMeHeHus
no napameTpa B
YMONIYaHUIO | KOMaHAae

JloruH Y3, ana KoTopo# - 06a3zaTencHo
-1 arg yaansetca 20A
nin
--login arg
MMAa JOMEHa, B KOTOPOM - OnuyoHanbHO | Ana AOMEHHbIX Y3
-d arg 3apeructpupoBaHa Y3
nin
--domain arg
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KOTOPOMY npuBA3aHa Y3

NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosue npMMeHeHnsA
no napameTpa B
YMOJIYAHUIO | KOMaHAe
NaenTtudukarop MK, K - OnumoHanbHo | Yaanenue 20A ana Y3,
--host-1id arg

NpuBsA3aHHOM K
apyromy MK ¢
uaeHTUdUKATOPOM
host-id.

B 3TOM cnyyae 3anmcu
06 Y3 c HacTpoeHHoM
20A ypanawTca TONbKO
C TOKeHa.

&  Heobxogmmo
TaKXe
yKasaTb
napameTp
--only-on-
token
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NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosue npMMeHeHnsA
no napameTpa B
YMOJIYAHUIO | KOMaHAe
NaeHTUdHMKaTOp TOKEHa, K - OnumoHanbHo | K MK noakntoyeHo
--token-1id arg KOTOPOMY MpPUMEHSAETCSA HECKO/IbKO TOKEHOB
nm KOMaHza. WM OAMH
-t arg KOMBUHMPOBAHHbIM
TOKEH
@ Kak npaBuo,
uaeHTMdnKaTop
TOKeHa - 3To ero
CEpUMHbBIN HOMEP.
AnAa HeKoTopbIX
mozenemn
(KOMBMHMpPOBaHHbIE
yctpoicTtea JaCarta-
2 PKI/TOCT u 1.1.) -
3TO CEPUMHbIN
HoMep M nocTdUKC,
0603HavaoLLMHI
annnet (-PKI/-GOST
M T.0.).
Ana npocmoTpa
UHOopMaLmm 06
uaeHT1b1KaTope
TOKEHa HeobX0aMMO
BbI3BaTb KOMaHAy
rtlogon-cli info
PIN-Koa TOKeHa, K KOTOpOMY - OnuunoHanbHo | HeobxoaAMMO SBHO
“p arg NPUMEHAETCA KOMaHAa. ykasaTb PIN-koz
W TOKeHa.
Mpu BBOAE PIN-KOA
_pin arg oTo6GpaxkaeTcs B ABHOM BUAE Ecan He ykasatb
napameTp, nocne
BBOZA KOMaHApl B
TEpPMMHae NosIBUTCA
3anpoc Ha BBog PIN-
Koga. lNpu Beoge PIN-
KOJ O0TOGpaxKatbca He
oynet
Yaanutb 20A ana Y3 TonbKo € | - OnuyoHanbHO | Ana nokanbHbIx Y3
--ignore-token MK.
Ha TokeHe 20A gna y3
CcoxpaHsaeTca
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--domain-admin arg

NapameTtp OnucaHue 3Ha4yeHue Hannuue Ycnosue npMMeHeHnsA
no napameTpa B
YMOJIYAHUIO | KOMaHAe
Ypanutb 20A ana Y3 c MK um - OnumoHanbHo | Yaanenue 20A gna Y3
--keep-cert-and-key | ;o 0pn ¢ COXpaHeHUeM c MK v ToKeHa ¢
KJI04EeBOM Napbl U coXxpaHeHueM
cepTmduKata Kl04EBOM Napbl U
cepTudmKata
Yaanutb 20A ana Y3 tonbko € | - OnuyoHanbHo | Yaanernue 20A ansa ¥Y3
--only-on-token TOKEHa. TOJIbKO C TOKEHA
Ha MK 2®A gna Y3
coxpaHseTca
JlornH agMUHUCTpaTopa - OnuuoHanbHO | YaaneHwe AoMeHHOM

2®A o cnokHOMY
naposwo gna y3

/2. Ecnu BbI3BaTb KOMaHay rt 1 ogon-cl i
yAanaeTca u C ToKeHa, u ¢ MNK:

B --jgnore-token;
B --keep-cert-and-key;
®E  --only-on-token.

KntoueBas napa u ceptudmKaT Npu 3TOM HE COXpPaHAKTCA.

MNpumep:

Rermove | ocal 2FA

sudo rtlogon-cli unsetup-auth -1 "$LOCAL_USER' --pin <Pl N code>

Rermove donmi n 2FA

rtlogon-cli unsetup-auth -1
rtlogon-cli unsetup-auth -I
/1 enter donmin admin |ogin and password
rtlogon-cli unsetup-auth -I
--domai n-adm n " $DOVAI N_ADM N
/1 enter donmin adm n password

Renove | ocal 2FA for other PC

rtlogon-cli unsetup-auth -1
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"$DOMAI N_CERT_USER' -d "$DOMAI N' --pin <Pl N-code>
" $DOVAI N_PASSWD USER' -d "$DOMAIN' --pin <Pl N-code>

" $DOVAI N_PASSWD_USER' -d "$DOMAIN' --pin <PIN-code>

"$LOCAL_USER' --host-id "$HOST_ID' --pin <Pl N-code>

unset up- aut h 6e3 cnegyowmx napameTpos, 10 20A ans Y3
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Renpbve domain 2FA with key pair and certificate saved

rtlogon-cli unsetup-auth -1 "$DOVAI N_USER' -d "$DOVAI N' --keep-cert-and-key --pin <Pl N code>

KewwupoBaHue Y3

B rtlogon ans sssd no ymonyaHuio BKAOYEHA YHKLUMA KelumpoBaHUA Y3 ¢ HacTpoeHHoM agoMeHHoM 20A (no
cepTMdUKaTY MU CTI0XKHOMY Naposio).

KelwmpoBaHWe AOMEHHbIX Y3 NO3BONSET NOJb30BaTENAM ayTEHTUDULMPOBATLCS B CBOK Y3 farke npu OTCYTCTBMMU
coeamHenunsa c KA.

KewwnpoBaHWe 3aaeTca cneayowmmm napameTpamu:

[ sssd]
certificate_verification = soft_ocsp, soft_crl

# <donmi n_nane>

[ dormai n/ <domai n_nane>]
cache_credentials = True
krb5_store_password_if_offline = True

YT06bl OTK/IIOYMTb KELIMpOBaHUE Y3, BBEAMTE B TEPMUHAJIE ClIEYIOLME KOMaHAbI:

nkdir -p /etc/sssd/conf.d/

cat >> /etc/sssd/conf.d/ 60-disabl e_offile_auth.conf <<ECF
[ sssd]

certificate_verification =

# <domai n_nanme>

[ domai n/ <domai n_nane>]

cache_credentials = Fal se

krb5_store_password_if_offline = Fal se

ECF

chown root:root /etc/sssd/conf.d/ 60-disable_offile_auth. conf
chnod 600 /etc/sssd/ conf.d/ 60-disable_offile_auth. conf

systenct| restart sssd
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Co3paHue 3anpoca Ha nonyyeHue ceptudpukara,

reHepaums camonognmcaHHoro ceptudpukara

YT06bl CO3A4aTb 3anpoc Ha noJlydeHue ceptTudmKaTa MM CreHeprpoBaTb CaMOMOAMNMCaHHbIM CepTUMhMKaT:

1. Moakntoumte ToKeH K MMK.
2. BeeauTe B TEPpMMHANE KOMAHAY:

Command parameters

NapameTtp OnucaHue 3HavyeHue Hannuue Ycnosue npuMeHeHUA
no napameTpa B
YMOJIYAHUIO | KOMaHAe
Certificate parameters
Kpuntoasnropmtm co3sgaHus rsac OnumoHanbHO | Heo6x0AMMO U3MEHUTL
cepTmduKara. AJIMHOM KPUMTOANIrOPUTM C I'sa Ha
-a arg K/oua 2048 APYroM AOCTYMHbIN.
JloCTynHble 3HaYeHuA:
i B rsa;
’ @ JloMeHbl
B gost256; noaaep:mearoT
--alg arg ®  gost512 paboTy TONbKO C
KpUMNTOANrOpUTMOM
RSA
Mpu3Hak reHepaumm - OnumoHanbHO | MeHepaumsa
camonognucaHHoro CcamonoAnmcaHHoOro
°s ceptudmKaTa cepTudmKata
nnn
--self-signed
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-t arg
nnmn

--token-1id arg

KOTOPOMY NpuMeHseTCs
KOMaHza.

@ Kak npasuo,
uaeHTudrKaTop
TOKEHa - 3T0 ero
CEPUMHDBIN HOMEP.
JnAa HeKoTopbIX
mozaenen
(KOM6MHMpPOBaHHbIE
YCTPOMCTBA
JaCarta-2 PKI
/TOCT u 1.Nn.) - 310
CEPUMHbIN HOMEpP U
noctguKc,
0603HaYaoLLMHI
annner (-PKI/-
GOST u 1.1m.).

Ana npocmoTpa
UHdopMaumm 06
uaeHTUbHKaTope
TOKeHa
HE06X0AMMO
BbI3BaTb KOMaHAy
rtlogon-cli info

NapameTtp OnucaHue 3Ha4yeHue Hanunuue YcnoBue npMMeHeHnA
no napameTpa B
YMOJIYaHMIO | KOMaHAe
MyTb K coxpaHAaemoMy Ha MK | - O6sa3zatenbHo
ceptudumKary.
-0 arg
B cnyyae, ecnu ceptudmkar
OyAeT pacnonaratbcs B
TEKYLUEN AMPEKTOPUM,
v JOnyCKaeTCAa yKasblBaTb
TOJIbKO €ro HauMeHoBaHWe
--output arg
Token parameters
NaeHTUdMKaTOp TOKEHa, K - OnuuoHanbHo | Ecam K MK nogxitoveHo

HECKOJ/IbKO TOKEHOB MN
OAMH KOMBUHUPOBAHHbIN
TOKeH
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YKasblBaeTCA OZJHUM C/IOBOM.
Mcnonbsyembii ancdasmT:
NIaTUHCKUM

NapameTtp OnucaHue 3Ha4yeHue Hanunuue YcnoBue npMMeHeHnA
no napameTpa B
YMOJIYaHMIO | KOMaHAe
PIN-kog TOKeHa, K KOTOpPOMY | - OnumoHanbHo | Heo6xoauMo SIBHO yKasaTb
P arg NPUMEHAETCA KOMaHAa. PIN-Koa TOKeHa.
um Mpu BBOAE PIN-KOA Ecnun He ykasaTb napameTp,
oToGpakaeTcs B ABHOM BUAE nocsie BBoJa KOMaHzbl B
--pin arg TepMHHane NoABUTCA
3anpoc Ha BBog, PIN-koza.
Mpu BBOAE PIN-KOA He
oTobpaxkaeTcsa
Certificate content
Common Name (CN) - 0O6a3aTenbHo
--dn CN arg cy6bekTa cepTdMKaTa (MMA
nonb3oBaTtens).
&  KoHKpeTHbI/1
dopmat MMeHM
noJsib3oBartens
3aBMCHT OT
HacTpoeK AoMeHa.
Ecnv ma
no/sb3oBaTens
6yZeT yKasaHo B
HEBEPHOM
c¢dopmate, To Npu
ayTeHTUdUKaLmm
cepTUdUKaT He
6yAeT HanMaeH
CrpaHa. RU OnumoHanbHO | HeobxoaAMMo M3MEHUTb
--dn C arg [nsa 0603HaveHus Ha3BaHWe CTpaHbl
ucnosib3yeTcs
[IBYX6YKBEHHbIM KOJ CTpaHbl
B cooTBeTCcTBUM C ISO 3166
- O6nacTb (Kpar U 1.4.). - OnupoHanbHO | HeobxoauMo ykasaTtb
--dn arg

Ha3BaHMe 061acTH
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NapameTtp OnucaHue 3Ha4yeHue Hanunuue YcnoBue npMMeHeHnA
no napameTpa B
YMOJIYaHMI0 | KOMaHAe

Ynvua. - OnumoHanbHo | HeobxoauMo yKasaTtb
--dn STREET arg YKa3biBaeTCA O4HWM C/IOBOM. Ha3BaHMe y/imLpbl

Ucnonbsyembiit ancdaBuT:

NATUHCKUM

lopoa. - OnuuoHanbHo | HeobxoanMo yKasaTtb
--dn L arg YKa3blBaeTCsA OZHUM CJIOBOM. Ha3BaHMe ropoja

MUcnonb3yembii andaBumT:

NATUHCKUM

Ha3BaHue opraHmsauuu. - OnupoHanbHo | HeobxoauMo yKasaTtb
--dn 0 arg YKa3blBaeTCA OA4HWM C/IOBOM. Ha3BaHME OpraHM3aLuu

MUcnosib3yembii andaBuT:

JATUHCKUM

Bpema aenctsus 1095 gHen OnumoHanbHO | Ana camonognmMcaHHOro
--days arg cepTudMKaTa (B AHAX). (3 ropa) cepTudMKaTa.

MakcrMManbHoe 3HaveHue: Heo6x04MMO M3MEHUTb CPOK

5500 gHen. ero JemncrTsemsa

Jatol Hayana gencremsa

cepTudMKaTa SBAAETCA AaTa

BbIMNOJ/IHEHUA KOMaHApbI

create-cert

Mpumep:

Create self-signed certificate

rtlogon-cli

create-cert

Saratov --dn O Pul se --days 365

Create a request for a certificate

rtlogon-cli

create-cert
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-s -0 cert.pem-p 12345678 --dn CN Petrova --dn C BB --dn ST Lilovaja --dn L

-a gost256 -0 cert.pem-p 12345678 --dn CN Petrova --dn C BB
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Request file content

----- BEG N CERTI FI CATE- - - - -

M | Es DCCApg CAQAWDQYJKoZI hvc NAQEL BQAWH EPMAOGAL UEAWVGYWkkc HI v MBswW
CQYDVQQGEWJI SVTAe Fw0y NDAS MDk x NDQB NTRaFw0y Nz A5 MDk x NDQENTRaVB4 x Dz AN
BgNVBAMVBnFs ZHBy bz EL MAK GALUEBhMCUl Unwggl i MAOGCSqGSI b3DQEBAQUAA4| C
DwAwggl KAol CAQDHGEBEgZXouPLusCh80U r 8c5q0gNSzV83GzJJRII zo5f cUK7p
eNz Tx2dPQL6moUr LQr pgAi FWD8Zs1 42S4QAg8A8+AL58nNnr dCbahcj 8LPvY9uz
u3SVaBhbt s4Pf Hok gk 9xgX5LVOr XvFw2k4a+A+7h+n/ 9f WDy 1aRv+8Au9whN6 XRaj
M 6a4Hz F220hpxWRRL8HVWA33Kxr pvt 30snG7 Tws0t pNXy Kl j pQRol JJ SwsZ0OKwn
+6kl Ah2T6L60dQMIoA/ cJi 51 j HcuRx7Pef 3qOgHj 0Ci 0j ARY24Hkx7p8SsYddf vx
D8TN6gov1/ FI7QINgkPKYr 6bCr 6j AoS6XzP8VoMW7f Tj 3JUONIRqr dVL4i nR7j we
qcMV1uLFi 8W2d3el esr 0j pTAW.T19ChK7gHE61HR1IONQ gr r YGARNV04ZKq8b4R13
bl 6¢0/ Ag/ c7M B1TI F5nT4NGBzi 07u3xTdy RELZb6As5eqTRWI OWMHQvht bLnt Q
XbFRICEQTZhAI | PACTVCN bAEI A6BpHIdq8dXVPOYHQ? OCFnv OLEDvr Bj Q Pdhbz
plLr4sFrr Prj 4vEA Fz7z0Km N8wGZI x Br PRvCGeuBF5A8bgxhOMubZi bEagt 2+
mMAQC6Z05KIRszVWAGi RIgnW +bV3wWPPNvbbQvJchSy8bAAst vr z06VI Jt 6Q DAQAB
MAOGCSqGS| b3DQEBOWMIAAAI CAQBLI 8Jx0+z+vf yPUl dnCr OPubp7Xi VW7 6pXQ no
B9suGdXkHyt ahqOanv7+9A3E3r mgy Nh8t vOk SmknCM2c MV eeHWLpSi Qp58J5t Ei T
uZGopl Ap+FQFRYqQQ7I bzhm 2sb5q@RC01g+2+QGEmy SxKI t +i dLhimP+Hf 2xK+m
1D9vgQdI5SW TgpvscxN 9ybSw 8qt MIgs IXVWRP+MBROFG vZR2p YhVz QYOYWh
VE6WRDX MDz gKeh3vzCdcel i 22b06FxA1DQBql 6x1 UEOING pl PzgKOTKCnr 8 YFSQOW
fj A+Unf u+r EDLkf/j 3a2Er ngdAvf YAl gyNINI uq90O7 NGV Mol zJr OKmMGSOQESXW)
9ohhxxQdl 8cQg/ zqZWbvxj v5VAELsbl VEFOdS1wFet vaOPVCSuA3el TX/ | oWhZR
n7spWhYf kpVMgwWYKr Aof Ac/ 2hON88v2Xvet nAOYvYOLxeol Ht 1IFW LWsdki D1V +
3yXuNsFvA+s/ uzQ HchGWF7Q | eWhdwsr i GgGbj pj n5VM knLvykJbCO7X1f Zmo
pVe4wEk G5h7FTZ1lonmYwbNvbf dFgTudmaSnTi ydNxj FNDOpek VqQRPCu7XDuV4Bex E
39eL3619Ct SCznEf hf ZvPf u2unEBi 1NKRQ Gt 00K DKcAw gwx KU1l Z68A YO
qRALXxg==

----- END CERTI FI CATE- - - - -

> FreelPA, Dynamic Directory n ALDPro

MNocne co3gaHmsa 3anpoca Ha nojsiy4yeHue cemebMKaTa BBeANTE B TEpMMHaNE Cieayroune KOMaHbl:

kinit [adm n | ogin]
ipa cert-request [the path to the certificate request file] --principal [donain account |ogin for
which certificate is being issued] --ca [certification center type] --profile-id [certification

center ID profile] --certificate-out [certificate nane]

kdest r oy

I'IpM 3anpoce eBeanTe nNaposib agMMHUCTpaTopa.
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MNpumep.

kinit admn

ipa cert-request ./cert.req --principal user3 --ca ipa --profile-id cal PAserviceCert --certificate-
out cert.pem

kdest r oy

> Active Directory
Mocne co3gaHus 3anpoca Ha noslyvyeHue cepTmduKara:
1. 3anaute Ha Be6-uHTepdenc YL, KA. Mo ymonyaHMio aapec MMeeT CleayroLmni BUI:

https://[domain]/certsrv.
2. ABTopu3yinTECb NoA Y3, A4 KOTOPOM 3anpalimMBaeTcs cepTudmKar.

& Jeertsry x o+
<« c O @ Jeertsry

% Cepewcw W Astralinux-yuu.. [ OnepaynoHHule...
Bxog,

NogkniyeHne K CaiTy He 33WMLLEHD

HmA Nnonks3oBatenn l

MNapone

OTmera

3. Bbibepute 3aga4y Request a certificate.

Microsoft Actrve Direciory Centificate Ser

Welcome

LUi=e this Web site to request a cerificate for your Web bn
encrypt messages, and, depending upon the type of cern

You can also use this Web site to download a cerificate
For more information about Active Directory Cenificale S
View the staius of a pending ceriificate request

4, Bbibepute nyHKT advanced certificate request.

Microsoft Active Dyrectory Cerfificate Services — &

Request a Certificate

Select the cenificate type:
User Certificate

Or, submit anfadvanced ceriificate request |
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5. BcraBbTe B none Saved Request cogepxmmoe daina 3anpoca ceptudukarta (BKAYasa Haanmcu BEGIN
CERTIFICATE, END CERTIFICATE).

6. BbibepuTe B KavecTBe LWabaoHa User.
7. Haxkmute Submit.

Microseft Active Directory Certificate Services - adrtkn-WIN-AF

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CM
Request box.

Saved Request:

-----BEGIN CERTIFICATE REQUEST----- -

Base-64-encoded [MIIELzCCARSCAQAWU]EPMAOGATUEAWWGSXZhbmO 2]

certificate request |ATUECEwHO 29t cGFUeTEPMADGATUECANGTWSZY 2931

(CMC or geliMADGCSgGSIb3IDGEBAQUAAS ICDwWANEE IKADLC,

PHCS #10 or 04/y2T9mws1 7 d04WeIPUQQOPEM3GhGpd3gPZbaghs

PKCS #7): kagq+TOCFJMFRJCpPS+KeyvwY I40X0 5 IrCxHs001A »
4

3
Certificate Template:
I| User V|I

Additional Attributes:

Altrbutes: ‘

| Submit > |

8. B none Certificate Issued Bbibepute Base 64 encoded m HaxkmuTe Download certificate. 3arpyska
ceptudukarta Y3 Ha MK HauHeTCA aBTOMaTUYECKM.

> Samba DC u PEA, AM

Mocne co3aaHuA 3anpoca Ha Ha noayvyeHue CepTMd)MKaTa:

1. OTnpaBbTe 3anpoc Ha YL.

dopma 1 cnocob oTNpaBKM 3anpoca 3aBUCAT OT BbIGPAHHOIO M HACTPOEHHOI0 aAMUHMUCTPaTopoMm YLI.
2. MoanuwwuTe 3anpoc Ha cTopoHe YL.

Cnoco6 NoAnMcaHMs 3aBUCUT OT 3aZlaHHbIX aZMMHUCTPATOPOM HacTpoek YLL.
3. CronupyiTe nofnmcaHHbi ceptmudmkat ¥3 Ha MK.

CmeHa PIN-koaa TokeHa

Y106bl cMeHUTb PIN-KO TOKeHa:

1. MoakntoumTe ToKeH K MK.
2. BeeauTe B TEpMMHANE KOMAHAY:

rtlogon-cli change-pin [token paraneters]

3. Beeaute Tekylmi PIN-Kog ToKeHa.
4. BeeauTe ABax bl HOBbIM PIN-KoA ToKeHa.
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Token parameters

NapameTtp OnucaHue 3HayeHue Hannuue Ycnosue
no napameTpa B | NpMMEHEHMA
YMOJIYaHMIO | KOMaHAe

NaeHTUdMKaTOP TOKEHa, K - OnumoHanbHo | Ecnam Kk MK
) KOTOpPOMY NMPUMEHAETCA KOMaHza. NOZK/I0YEHO
--token-id arg HECKOJ/IbKO TOKEHOB
WU OAMH
©  Kax npaswiro, KOMGUHUPOBaHHbIN
nam MAEHTMPHMKATOP TOKEHaA - TOKEH

3TO €ro CepuiHbIM
Homep. [19 HEKOTOPbIX
-t arg moaenemn
(KOMBGUHMPOBaHHbIE
ycTpo#cTBa JaCarta-2 PKI
/TOCT 1 T1.n.) - 310
CEPUIMHBIM HOMEP U
nocTguKc,
0603HavarLWmMM anner (-
PKI/-GOST u T1.1.).

Ana npocmoTpa
UH@OpMaLmm 06
uaeHTMdMKaTope TOKeHa
HE06X0AMMO BbI3BaTb
KoMaHagy rtlogon-cli info

MNpumep:

User PIN code changing for one connected token

rtlogon-cli change-pin

Enter token (3f2a50b2) PI N code:
Enter new Pl N-code:

Repeat new PI N-code:

PI N- code changed succesfully

User PIN code changing for several connected tokens

rtlogon-cli change-pin --token-id 3f2a50b2
Enter token (3f2a50b2) PI N code:

Enter new Pl N-code:

Repeat new PI N-code:

PI N-code changed succesfully
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Paz6bnokupoBka PIN-koaa Ha aKpaHe NPMBETCTBUA UIN

610KMpPOBKMU

rtlogon noaaep:xuBaeT pa3610knpoBKy PIN-Koga TokeHa Ha 3KpaHe NpUBETCTBUS TOJIbKO MpU MCMo/ib3oBaHuKM GUI
rtlogon.

@ Paz6nokmpoBKka PIN-Koga He noaaep:uBaeTca Ha KatoueBbix Hocutensax JaCarta FOCT. YTo6bl
pa36/I0KMpOBaTb 3TU YCTPOMCTBA, HEOBXOAMMO 06PaTUTLCA K MX NMPOM3BOAMTEIO.

YT06bI BbINOJHUTD Pa36/IOKMPOBKY:

1. Beeaute PIN-Kkog AamuHncTpatopa TokeHa B nose PIN-Kog AaMuHUCTpaTopa.
2. Haxmute MpoaonKnTb.

PYTOKeH

PazbnoxupyiTe PIN-kop,

PIN-k08 AAMHHACTRATIRA @

Hasan

3. Beegute HoBbIM PIN-Kog B none HosbiM PIN-KoA.

@ AAMUHUCTPATOP MOXET BBECTH A/1A ToKeHa PIN-koz no ymonyaHuio (Hanpumep, ana PyTokeHa -
12345678). B aTOM ciiyyae npy nocaeayoliemM Bxoje B cucTemy rtlogon nonpocuT nosib3oBartens
cMeHuTb PIN-KoZ No YMOYaHUIO Ha ApYrou.

4. Mpogy6aupyiTe HoBbiM PIN-koa B none MoBTopuTe HOBbIM PIN-KoZ,.
5. Haxkmute Pas6sokmpoBaTb.

PYTOKeH

Paz6nokupyite PIN-kog

Hogblit PIN-kop, @

MosTopuTe HOBbIA PIN-KOA @

Pa36noknpoBaTh

Hasag

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa




PYTOKEH

6. MonyunTe Ha 3KpaHe coobLieHne o0 ToM, YTo PIN-Koza pa36aoKMpoBaH.

PYTOKeH

©

PIN-Kk0Z pa36,10KMpOBaH

OK

7. MoBTOpUTE BXOA B CUCTEMY C HOBbIM PIN-KOAOM.

3anpoc nHpopmauum o KoHpurypauum rtlogon n

napametpax siokaabHou 2DA

rtlogon noasep>kmMBaeT BbIBOJ B TEPMMHAJIE JaHHbIX O CBOEM KOHMMIrypaumm 1 o HacTpoeHHoM 2DA.
Ana nonyvyeHna faHHbIX:

1. NMoakntoumnTe ToKeH K MK (ecnm HeobxoauMOo BbIBECTM AaHHble 0 2DA, XpaHALWMECA Ha TOKEHE).
2. Beeaute B TEpMUHANE KOMAHAY:

Command parameter

MNapameTtp OnucaHue 3HavyeHue Hannuune Ycnosue npMMeHeHusa
no napameTpa B
YMOIYaHUIO | KOMaHAae

BbiBOA paclumMpeHHoro - OnuuoHanbHo | Heo6xoamMMo noayymTb

v Habopa AaHHbIX PaCLUMPEHHDIM HabOp AaHHbIX

nnn

--verbose

PyTokeH JloroH gnsa Linux. Bepcua 1.0.5. PykoBoAcTBO agMUMHUCTpaTopa
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BbiBOAMMbIE AaHHbIE AeNATCA Ha:

B cTaHAapTHbIM Habop;

B paclMpeHHbIN Habop.

CTaHAapTHbIM Habop AaHHbIX COAEPKUT:

®  pHdopmaumio o bubanoTeke:

pkcs11 Rutoken (librtpkcs11ecp);
pkcs11 JaCarta (libjcPKCS11-2).

B paeHTndmkarop MNK;

B CNMCOK NIoKasbHbIX 2DA, HacTpoeHHbIX Ha MK, coaepsalumi:

NOTUH Y3;

UAEHTUDMKATOP (CEPUMHBIA HOMEP) TOKEHA;

UAEHTUDMKATOP CEeKpeTa (CNI0XKHOro Naposia Man ceptuduKaTa) Ha TOKEHE;

TUM HacTPOeHHOM NoKanbHOM 2DA - 20A no ceptudmKaty mam 2GA No CNoXKHOMY Naposio;

nonmMTuKy Bxoaa B OC ana nokanbHon 2MA no ceptudmKary.

B CMMCOK NoAKouveHHbIX K MK TOKeHoB, coaepKallmi:

NOTUH Y3;

uaeHtudmkartop MK - 418 HacTpoeHHOM NoKanbHOM 2DA UM UMA AOMEHA - AN1A HACTPOEHHOM
JOMeHHOM 20A;

TMN CeKpeTa, ucnonblyemoro ansa 20A;

nosmMtnky OC npu oTKAOYEHMM ToKeHa oT TMK.

PaclMpeHHbIM HAa6OPp AaHHbIX COAEPKMT:

B CTaHAAPTHbLIM Habop;

®  TUN ucnonbsyemoro KJ - ansa goMeHHoM KoHdburypaumm OC;

B TUM UCMOJIb3YEMbIX SKPAHOB NPUBETCTBMA U 6IOKMPOBKM (CUCTEMHbIE MM rtlogon);

®  JaHHble NO CepTMCbMKaTaM nosib3oBaTesniAa:

naeHTnbrKaTop cepTmdmMKaTa Ha TOKEHE;
nepuog AencTBusa cepTudmMKaTa;

MeTKa cepTudHKaTa;

Distinguished name (DN) cy6beKkTa;

YL, BblAaBWwUI cepTUdmMKarT;

coaepumoe cepTmdmKaTa.

B YHDOPMALMIO O KOPHEBOM CEpPTMMMKATE M CepTMhMKaTax MPOMEKYTOUHbIX YLI, COCTaBAAIOWMX LEMNOYKY
AoBepusa:

YL, BblaaBLwmMi cepTUdUKarT;
cofepunmoe cepTndUKaTa;
nepvoa AencTBusA cepTMdMKaTa;

Distinguished name (DN) cy6beKkTa.
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B MeTKa CJIOXKHOro napons - ana 2MA no ca0KHOMY NapoJito.

/] Standard infornmation
rtlogon-cli info

PKCS#11 libraries info:
Rut oken pkcsl1l library:
Cryptoki interface version: 2.40
Cryptoki library version: 2.14
Manuf acturer: Aktiv Co.
Li brary description: Rutoken ECP PKCS #11 library

JaCarta pkcsll library:
Not found (valid library nmust be version no |ower than 2.8).

Rt 1 ogon configuration:
Host id: 479-485-859-343

Local users with configured rtlogon 2FA:
Not found

Tokens i nfo:
Token #0 (id: 0986078429)
Record #0
User: kek
Host id: 992-600-966-077
Auth type: strong password
Di sconnection type: |ock

Record #1
User: kek
Domai n: rtkn.test
Auth type: certificate
Di sconnection type: |ock

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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/I Ext ended i nformation
rtlogon-cli info -v

PKCS#11 libraries info:
Rut oken pkcsl1l library:
Cryptoki interface version: 2.40
Cryptoki library version: 2.14
Manuf acturer: Aktiv Co.
Li brary description: Rutoken ECP PKCS #11 library

JaCarta pkcsll library:
Not found (valid library nust be version no |ower than 2.8).

Rt 1 ogon configuration:
Host id: 479-485-859-343
System gui: fal se
Donmi n type: ipa
CA certificates chain:
Certificate #0
Validity starts: 2023-09-07 12:13:53
Validity ends: 2043-09-07 12:13:53
Subj ect: O=RTKN. TEST CN=Certificate Authority
| ssuer: O=RTKN. TEST CN=Certificate Authority
Cert body:
————— BEG N CERTI FI CATE- - - - -
M | EhnTCCAu2gAW BAgl BATANBgkghki GOwWOBAQs FADAONMRI WEAYDVQQKDAI SVEt O
LI RFULQxH AcBgNVBAMVFUN cnRpZm j YXRI | EF1dGhvem OeTAeFwOy Mz ASMDcw
OTEz NTNaFw00Mz A5 MDcwOT Ez NTNaMDQX Ej AQBgNVBA0MCVJI US04 uVEVTVDEe MBWG
ALUEAWWVR Vydd maVWWhd GUg QXV0a &y axXR5M | Boj ANBgkghki GOWOBAQEFAACC
AY8AM | Bi gKCAYEAXx8X2h3W Nd7bNmh1wM/52gVapi pzdt cU TNs+Yzl Blhsj 4Cd
XDGt+/ | DYgQNT8vVI i 5FzyWHPDI H7ci XJI P75dWFXkaf t Vj coi PUyOi pAG f oKnNvaD
pPCBdCB05V09i DxKy S+G35wn661 GBPZ5PDy Si 14/ 8g6+vHQM whAa9nf Lpi mIf +
SW6XZUJG Xy RN6f AO70Uybj / N28YYJds4q3hJj R/ LFQr PUswoRpv/ XPI 8U61 +N
eV6gVuhj y5ZI nl SIHwW | oCLZekVt EuXgt zmJdydeUWhDV/ OV AAK8NRi 8GFbEJAA
JTP8FO4AUVEK2XxHyw | AHof Mra8+nK37DuFKbMBf vpt | r TQcur zZWAB+51 kWyzs2T9
1knZNAl G oTel NM GyshoYAnZbN4hi wSj Bw hd Tt N3k5xwD+XTTdBVUNwWpbOs 1Ka
j HpdDAk Uyl t pGPW 1TOYN4i f yX8U/ se6CHr Zgj r | 0bUb40YuHC/ ZI VBd7r GvBROK
Qel | YMBBE4y ZI A67AgMBAAG gaEwgZ4wHwWYDVROj BBgwFoAUai JEAvkud9Df yg4K
aRs Wi4v e WEgwDWYDVROTAQH BAUWAWEB/ z AOBgNVH@BBAf 8 EBAMCAC YWHQYDVROO
BBYEFGoi RAL5LNf @B8quCkbFp+L3I hl MDs GCCs GAQUFBWEBBC8WLTAr Bggr BgEF
BQcwAYYf aHROcDovL2l wYS1j YS5ydG uLnR ¢3QvY2Evb2Nzc DANBgkghki GOwOB
AQsFAACCAYEAI CLzFlI R2RhPc8I UcYs+5J4af P40t CaDHeZzdf Zdt pEOI si bSULsLK
7QAdmePf xf Z2NX5b0W L7p+K3gPFbMD8dntZol Bf | z5nmlEw04p0z51w3ZvM G Ft
X8/ sewf 076 BHVBFTZUWS5BXbgPuzuoTCl 7i VORwskEcKzyukqdv YAOG X70sRgVS+
HkAc Y+0PL3n0pf TnEu/ j 3xnBPpRT6QZPI F/ vl JC26Kbf 19i NHZxZyvVx106B9AYS
6XqZi FKs9KahnHr 7o00Hv7ngnmbBqwnGw B71 9UU3JaR6y 1lai QG6y3RWD5Nolr qoQr
UnEkBuNmh8Zr TaD9ey D3CXy AaMnx6KwDIl i UTNr HAUTNK33nNS5sxnZ31DHQr | X 7x
H 70OrEF+KCggz 8l P+CdQewW ZI aLMi1Dj j e3af xNKy NJ6Kr 89YKOguXZCuaXZRN/
ZUt N7594FYFf UL2W28qgbYd 9f t VSbbmAGB8i dSSBpsPm PuOl g58GKdmhwHZSYXs
ti zXwdnH4Mb
————— END CERTI FI CATE- - - - -

Local users with configured rtlogon 2FA:
Not found

Tokens i nfo:
Token #0 (id: 0986078429)
Record #0
User: kek
Host id: 992-600-966-077
Auth type: strong password
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Di sconnection type: |ock
hj ect id: 2a2abd17e6335dcc

Record #1
User: kek
Domai n: rtkn.test
Aut h type: certificate
Di sconnection type: |ock
User's certificate:
Label : elc22ddcc13a0a70
Obj ect id: elc22ddccl3ala70
Validity starts: 2025-07-01 15:47:47
Validity ends: 2027-07-02 15:47:47
Subj ect: O=RTKN. TEST CN=kek
I ssuer: O=RTKN. TEST CN=Certificate Authority
Cert body:
----- BEG N CERTI FI CATE- - - - -
M | Eez CCAUQyAW BAg! DARMAOGCSqGSI b3 DQEBOWUANDQX Ej AQBgNVBAOMCVIU
S04uVEVTVDEe MBWGALUEAWMWQR VY dd maV\IAhd GUg QXV0a &y aXR5MB4 XDTI 1MDew
MIEy NDcON1oXDTI 3MDcwM Ey NDcONlow j ESMBAGATUECGWI Ul RLTi 5URVNUMQwmwY
Cg YDVQQDDANr ZVéwggEi MAOGCSGSI b3 DQEBAQUAAAI BDwWAWYgEKAC! BAQDQkX ZF
OnaeuAalLCaQubx EMBzagqw+i AHGEZwSwt | OcwGr7r AscZnmo4oVEkAhzbr Ry z\Wkz HWZ
4dyt | QLoD5gwnH hoB9PPuoi / s01khvn&ZCsel MB3GG7 Nt VIVKuPKOf PQo AOWbAbJ
HAWOYDy Cn6j 0Kgcl 1J+xCOcZWALj | EQcr cf SHvxeywu+7581 zooJ8MWLVI ckvec6xW
9Dgl oNF8Rf 10Y4VybVgVWpl j NouQN15dJDxI r Yzf PMBcal LNr Rl nMZr SZzH+BZ6V
ho2wD+02uGxgAQPI LGZ0al 390LnBG SoMhNgKQACRHI Onj 8y YONTNEAAVM bFA5U
S2SXFc067r aOvr b/ AgQMBAAG ggENM | Bl j Af ByNVHSMEGDAWIBRg ! kQC+S530N K
r gppGxaf i 95YSDA7Bggr By EFBQE BAQQY MOOWKWY! KwYBBQUHMAGGH2hOdHAGLY 9p
cGEt Y2EucnRr bi 50ZXNOL2NhL29j ¢3AwDg YDVROPAQH BAQDAG TWIVBOGAL UdJ QQW
MBQGCCs GAQUFBWMVBBggr BgEFBQc DAj BOBgNVHRSEbTBr MargMaAvhi 1odHRwO 8v
aXBhLWAhLNnJ0a24udGvzdCOpc GEvY3JsL01hc3Rl ckNSTC5i aWsi NKQy MDAXDj AM
BgNvBAoMBW wYWNh VRAWHAYDVQQDDBVDZXJ 0aWzZp Y2F0ZSBBd XRob3J pd Hk wHQYD
VROOBBYEFMreJEKuGE1 QRYWJ00BP7ZQN\bh27MAOGCSqGSI b3 DQEBOMIAA4A]T BgQCO
MInhyu9E/ 010QvI MVidsZn2Xx7LI bZj | j 2XEoVUHYI BSYcdV5Ef MAYpzy3HFKnj O
Uf LJj LbyhBHASgGODF Jexj Tuh/ EZ0Ox My HKRYZbn2M.| FZWQs TnHVBr Of uhP6/ t
ZgBbgOXAQr QDb7ZINZ39Q7nboFC6nT6r vTr FUSR56sZpTvkg57EQD2aMy ZgTDZV2
2cp9ChSyUsUbl KADTQo5MUMRI3wo2/ gi ns/ mdwr RmJe2NuYZwBGEUd6gW 6gnESo
LosVs XSf Al w7p8Gphyel BHAUW T+CkpCOnk4nJEl JCkk4hHaYFTZ1JL3QYul hXFt R
PD9aO0r r 8] D3r ell FAENLNFi j xEl +K3COKwEol Ghj 7JYDSbr 3Fj Ea+kU98yLJ8zY
3gj nvUnEMIpQor oq+5NgoW u93bt 2eN8DCFCr kZg p2d/ 07EFTbv4NdoJy2FX21b
4FKYFu4P31J| CdE4i yet gsF51qt SXHLt Yl Aal0VAEWgVUGC T2AGep2E+f ywl yGe=
----- END CERTI FI CATE---- -
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3anucb coobLueHMM o cobbiTHsAX rtlogon B ior-daiibl BbINOJHAIT CefyioLWMe CEPBUCHI:

= rtlogon_log;

®  syslog.

> rtlogon_log

Cepsuc rtlogon_log 3anucbiBaeT cooblueHmsa B nor-damn /var/log/rtlogon.log, KOTOpbIM MMeET caeayome
XapaKTepUCTMKM:

B MaKCMMasbHbIM pa3mep dakna - 5 M6;
B KOo/M4ecTBo (aiioB Ans obecrneyeHmsa potaumm - 5.

PoTaumio AaHHbIX o6ecneymBaeT BHeWHAA yTuUaMTa - logrotate.
B nor-cbain 3anucbiBaloTca AaHHble 0 CeaytowmX CobbiTUAX 6€30MacHOCTM:

B yCrewHas/HeycnewHas ayTeHTUdMKauuUs nosib3oBaTtess;
B epereHepaums CJIOKHOro Napos;

B p3meHeHue PIN-Koda no yMosyaHuio.

3anucb coobLLEHUIM 0 COBbITUAX rtlogon B slor-gain BK/YEHA MO YMOJIYAHMIO.

Ana aoctyna K nor-daiay Heo6xoAuMbl NpaBa aAMMHUCTPATOpa.

> syslog

B cepsuce syslog, HaCTpOEHHOM Mo yMosi4aH1o, PAM-Moay/ib rtlogon 3anmcbiBaeT COOOLIEHMA B OAMH U3
cneayrowmx nor-cdannos (B 3aBMcumocTm ot 0C):

®  /var/log/auth.log;
®m  /var/log/secure.

Jlor-cbarinbl syslog, B KOTOpblE 3aMMCbIBaOT COOBLLEHUA APYrMe KOMMOHeHTbI rtlogon, HacTpamBatoTca
aJMUHUCTPATOPOM.

Ha3BaHuAa 3KpaHOB NpUBETCTBMA M 6JIOKMPOBKM rtlogon, yKasbiBaemMble B COOBLLEHMAX M HEOBXOAUMbIE AJ1A
HaCTPOMKKM MAbTpaLmmM coobLLEHUIM cepBucom syslog:

®  ana OC Astra Linux:

®  fly-dm-greeter;

= fly-dm-lockscreen.
= apyrux OC:

= lightdm-greeter;

®  lightdm-lockscreen.
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DKCNOPT KOHPUrypaunoHHbix pannos, nor-pannos um

danna c napamerpamm nokanbHou 2PA

1. BBeauTe B TepMMHasie KOMaHAY:

..................................................................................................................................................................................

2. Mpu 3anpoce BBeAMTE Napo/ib aAMMHUCTPATOpa.

Command parameter

MNapameTp | OnMcaHue 3Ha4yeHue Hannuue Ycnosre npuMeHeHHsA
no napameTpa
YMOJ/IYaHUIO | B KOMaHAe

-0 arg MyTb K BbIrpykaemoMy apxmBy - 06s3aTenbHO
WU (coaepuT MMA apxmea).

- - out put

arg

ﬂ MMa BbIrpy>kaemMoro apxmBa
onpegenaetr agMMHUCTPaATop.

JlocTynHble pacluMpeHmsa apxmsa:

®  tar.gz;
B tar.bz2;
B tar.xz;
= Zip

PyTtokeH JloroH ans Linux. Bepcua 1.0.5. PykoBoACTBO aAMMHUCTPATOpa
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BbirpyKeHHbIM apXmB COAEPHKMT crieaytolme hanbl:
B state_info.txt - co cneaywolen MHbopMaLmen:

B apameTpbl KOHpUrypaumm rtlogon;
B aaHHble 06 YCTaHOBJIEHHbIX 6BubanoTekax PKCS#11;
B 3aMMCH 0 HACTPOEHHOM JIoKaslbHOM 2DA;
B 3anucu 0 2DA, xpaHAWMECA Ha TOKEHE;
B cBeAEeHUsA 0 NoAKYEHHbIX K K TokeHax;
B onMcaHue Ny6/IMYHbIX OO BEKTOB Ha TOKEHAaxX (06BEKTbI AaHHbIX, CEPTUMMKATbI, NYOJIMYHbBIE KOUK);
E  CcBeJeHMA O KOPHEBOM cepTMdMKaTE M NPOMEXKYTOYHbIX cepTUdMKaTax YL, cocTaBnAloWwmMX LENOYKY
AoBepus.
®  os_info.txt - dain c MHbopMaumen o sape OC;

®  jnstalled_deb_packages.txt vnm installed_rpm_packages.txt - ¢dain c MHbopmauuen 06 yCTaHOBIEHHOM
nakere;

= journalctl.log - CMCTEMHDIM XKypHa/, COAEpIKalMit 3anmncK 3a nocnegHme 30 aHew;

= jior-channbl:

®m  /var/log/audit/audit.log - }KypHan ayauTa CUCTEMHBIX COBbITUM;

m  /var/log/auth.log wnn /var/log/secure - nor-cdann pam-moaynen u pam-npuaoKeH1H;
= /var/log/fly-dm.log - nor-dain moayns fly-dm (ana OC Astra Linux);

m  /var/log/rtlogon.log - nor-cann rtlogon;

m  /var/log/messages - cMCTEMHBIN NoT-ha;

®m  /var/log/syslog - cucteMHbIM nor-dann;

m  /var/log/lightdm - nor-cain LightDM (ans OC PEA OC, OC AnbT);

m  /var/log/sssd/ - nor-dannbl cnyx6 SSSD.

m  /etc/rtlogon/rtlogon.conf - KoHdMrypaumoHHbIM dakn rtlogon;
m  /etc/rtlogon/localAuthDesc - dain, coaep*alimi aaHHble 06 Y3 ¢ HaCTPOEeHHOM NIoKasibHOM 2DA;

B /etc/pki - KopHeBble cepTUdhMKaThI;
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KOHMUrypaumoHHble daiibl KoMnoHeHToB MO:

letc/X11/fly-dm/ fly-dmrc/ - HacTpolKa 3KpaHHoOro meHeaxepa fly-dm;
/etc/pam.d/ - KoHbUrypaumoHHble darbl PAM;

/etc/selinux/config - nupopmauma o KoHdurypaumm nogcmctemol SELinux;
/etc/sssd/ - KOHUIrypaumoHHble dakbl sssd;

/etc/krb5* - KoHdUrypaLUpoHHble dalinbl Kerberos;

/etc/control/ - HacTporku noacuctembl control - yTuauTbl OC AnibT;
/etc/samba/ - HacTpoMKa samba;

/etc/lightdm/ - HacTpolKa 3KpaHHOro meHezaKepa LightDM,;

/etc/*-release - uHpopmaums o anctpmbytmee OC;
/usr/share/p11-kit/modules/ - nHbopMaLMa 0 HacTporKe moaynen p11-kit;

/usr/share/fly-wm/theme.master/themerc - napameTpbl KOHPUrypaLumn OKOHHOrO MeHeXKepa
fly-wm;

/usr/share/authselect/ - koHduUrypauua authselect;
/usr/share/pam-configs/ - KoHpUrypaums pam-auth-update;

/usr/share/xsessions/ - onucaHme X11 rpadmyeckmx 060104€eK.

CRL-cbambl.
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Mpunoxxenue 1. OwmbKM

> Own6KM, BiBOAUMBIE B GUI

OwmnbKa Ha aHIJIMMCKOM f3blKe

OwmbKa Ha PyCCKOM fA3biKe

Administrator PIN-code is blocked

PIN-kog AamMuHMcTpaTopa 3a6/10KMPOBaH

An unknown error has occurred

Mpousowna HenssecTHas OLUMBKa

Auth object on token and in local config
mismatch

Cnoco6 ayTeHTUdMKALUKM B CUCTEME, YKa3aHHbIM Ha TOKEHE
v Ha lK, He coBnagatoT

Auth type on token and in local config
mismatch

Tun ayTeHTUdMKALMKM B CUCTEME, YKa3aHHbIM Ha TOKEHE U
Ha lK, He coBnagatoT

Authentication failed. Contact the
Administrator

Bxog B cucTeMy HegocTyneH. O6paTtuTech K
aAMUHUCTpaTOpY.

@ 370 06LWan BLIBOAMMAS Ha 3KpaH owmnbKa and
cneAyoLlmx oWMBoK B for-daniax:

PyTokeH JloroH ana Linux. Bepcua 1.0.5. PykoBoACTBO agMMHUCTpaTopa
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OwmMbKa Ha aHT/IMIMCKOM A3biKe OwmbKa Ha PyCCKOM f3blKe

B HA TOKEeHe He HaMeH 3aKpbITbii KoY (No
private key found on token);

®  [IpoBepKa KJ/Il0YEBOM Mapbl He NMporaeHa
(challenge request didn't pass);

B HA TOKEHe He HaMeH CJIOXKHbIM NapoJib (No
strong password object found on token);

B He NoAAEPKMBAEMbIM TUM KJlloYa
(unsupported key type);

B atpubyT ceptidmkata CKA_LABEL nyct mam
COAEepXUT HEBEPHOE 3HaYeHue (certificate's
CKA_LABEL attribute is empty or contains
invalid characters);

B MeTKa TOKEHa MycTa UM COAEPKMUT
HeBepHoe 3HadeHue (token label is empty or
contains invalid characters);

B OWMOKM pam_sss ([pam_sss errors]);

B Heu3BeCTHas OWKW6Ka pam_sss (an unknown
pam sss error has occurred);

B Ha TOKeHe 06HApYEHO HECKOJ/IbKO 3aKpbITbIX
KNtouen ¢ oamHakosbim CKA_ID (multiple
private keys with the same CKA_ID found on
token);

B Ha TOKEHEe OBHApYKEHO HECKOJIbKO CJIOXKHbIX
naponen c oguHakosbiM CKA_ID (multiple
strong password objects with the same
CKA_ID found on token);

B HeM3BEeCTHbIM MoJb30BaTeNb (User is
unknown);

B oWwM6Ka MHULMAIM3ALMM NPOBEPKU
EVP_Digest (EVP_DigestVerifylnit failed).

TakKrKe o6ulasn olMbKa MOXKET BO3HMKATb B
cnepyowmx cayyanx:
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OwmnbKa Ha aHI/IMMCKOM A3blKe

OwmMbKa Ha PyCCKOM A3biKe

E  cepTMdMKaT NoAb30BaTe/A OTO3BaH;
B 1e/IOCTHOCTb AaHHbIX CRL-chaina HapylueHa;

®m  CRL-carn oTcyTCTBYET MO NYTH, YKa3aHHOMY
B HaCTpOMKax;

®  cpok aenctema CRL-cbarna UcTek, u
napameTp soft_crl He BK/OYeH B
KOHUrypaumoHHbii dain sssd.conf;

B BO3HMWKJIM OLUMOKM B Lienoyke goepma CRL-
danna;
= cepBep OCSP HegocTyneH, U napaMeTp

soft_ocsp He BK/lYEH B KOH(UIYpPaLIMOHHbIM
darn sssd.conf

Authentication took longer than expected and
was terminated. Please try again

AyTeHTUdDUKaUMA 3aHANA 6O/IblLE BPEMEHMU, YEM
oXxuganoch. Moxanyncra, NoOBTOPUTE MOMbITKY

Authentication with a token is required to
access this account

Boltn B AAaHHYI0 YYEeTHYI0 3annCb MOXHO TOJIbKO NMpH
NOMOLLUN TOKEHa

Bad login policy provided

YKasaHa HeBEPHaA NoJIMTUKa BXO04a B CUCTEMY

Can't set strong password for user in system

He yaanocb yCTaHOBMTb C/I0XKHBIM Maposib AJis
NoJib30BaTeNA B CUCTEME

Can't unblock

Pa36}'IOKl/IPOBKa anAa 3TOM MOJ€e/ I TOKEHa HeAOCTYMNMHa

Certificate is not yet valid

CepTudHKaT ellé He BCTYNMA B AEMCTBUE

Connection failed, please try again

YCTaHOBUTb COeAMHEHME He YAanoch. MoBTopUTE MOMbITKY

Couldn't change PIN-code

He yaanocb cMeHnTb PIN-KOpZ,

Couldn't parse the account records on the
token

He yaanocb cuntaTb Y3 Ha TOKeHe

Couldn't parse the local account records on the
PC

He yaanocb cumtaTth siokanbHble Y3 Ha MK

Current user certificate has expired

Cpok aewncTeua cepTmdmKaTa BbIGpaHHOMO Nosib3oBaTess
ucTek

Incorrect Administrator PIN-code

HesepHbiit PIN-Kog AaMHMHUCTpaTOpa

Incorrect Administrator PIN-code. Attempts
left:

HeBepHbiit PIN-Kog AamuHmcTpaTopa. OcTanoch NonbITOK:

Incorrect login or password

HeBepHbIM OrMH 1AM NapoJib

Incorrect PIN-code

HesepHbint PIN-Kog
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PYTOKeH

OwmnbKa Ha aHI/IMMCKOM A3blKe

OwmMbKa Ha PyCCKOM A3biKe

Incorrect PIN-code. Attempts left: ...

HesepHbiit PIN-Kog. OcTanochb NOmbITOK: ...

Login policy provided with non-cert auth type

HeB03MOXHO BOMTH B Y3 MO CNOXKHOMY Naposito npu
NOJIMTUKE 'BXOZ TOJIbKO NO cepTUdUKATY'

Multiple certificates with the same CKA_ID
found on token

Ha TokeHe 06Hapy:KeHO HECKOJIbKO CepTU(dMKATOB C
oanHakoBbiM CKA_ID

Multiple copies of the same domain account
record detected. Make sure there are no
duplicate domain account records on
connected tokens

O6HapyKeHO HECKO/IbKO KOMMIM OAHOM M TOM Ke 3anucu
JloOMeHHOM Y3. Y6eauTech, YTO B NOAK/IOYEHHbIX TOKEHAX
HeT NoBTOPALIMXCA 3anmncen JoOMeHHOM Y3

Mutually exclusive flags PAM_PRELIM_CHECK
and PAM_UPDATE_AUTHTOK are set

BHyTpeHHsAA owmnbKa PAM

Network change isn't available

HeBO3MOXHO M3MEHUTb CeTeBOE COeUHEHME

Network manager isn't available

Ytnnnta Network manager HeagocTynHa

New and old PIN-code are same

HoBbi# 1 cTapbiit PIN-Kog coBnagatoT

New PIN-code can't be empty

MNone ans PIN-Koga He 3anonHeEHO

New PIN-code doesn't comply with PIN-code
policy

HoBbi# PIN-KoA HE COOTBETCTBYET MOJIMTHMKE KavecTBa PIN-
KOoZoB

New PIN-code doesn't comply with PIN-code
policy: PIN-code must contain at least ...
characters

HoBbil PIN-KoZ He cooTBETCTBYET NO/IMTUKE KadecTBa PIN-
KogoB: PIN-Kog fomkeH cogepaTb HE MEHee ... CMMBOJIOB

New PIN-code has invalid length

HeBepHaa anvHa Hosoro PIN-Koaa

New PIN-code is default

HoBbi# PIN-Koa coBnagaet ¢ PIN-KoJoM No YMOJIYaHUIO

No accounts found on token

Ha ToKkeHe He HaMaeHbl Y3

No certificate body found on token

OtcytcTBYeET CepTMdMKAT Ha TOKEHE

No CKA_ID attribute

OtcytcTtByeT atpubyt CKA_ID

No connected devices found

HeT nofKto4YeHHbIX YCTPOMCTB

No connections available

HeT A0CTYNHbIX NOAKOYEHUH

No matching certificate found on token

Ha ToKkeHe He HalaeH COOTBETCTBYIOWMIM cepTUdUKAT

No PKCS libraries found. Authentication with a
token isn't available

Het 6ubamnotek PKCS. AyTeHTUdMKALMA NO TOKEHY
HeAoCTyMnHa

No PKCS libraries found. Connected devices
won't be shown

HeT 6mM6amnoTek PKCS. MoakaoUYeHHble YyCTPOMCTBa He 6yayT
oTOo6paxkaTbCA

No tokens found

He HalMaeHbl TOKeHbI

Not logged in

lNonb3oBaTesib He aBTOPMU30BaH




PYTOKEH

OwmnbKa Ha aHI/IMMCKOM A3blKe

OwmMbKa Ha PyCCKOM A3biKe

Operation took longer than expected and was
terminated. Please try again

Onepaums 3aHANa 60/blue BPEMEHU, YEM OXMIANOCH.
MoxkanyMcra, NOBTOPUTE MOMbITKY

Parallel sessions not supported

He noaaep*mMBaeTcs HECKOJIbKO CECCUM

Passwords don't match

Maponu He coBnagatoT

Password field doesn't filled

MNone ana naponAa He 3anoJIHEHO

PIN-code can only be changed by the
Administrator

PIN-ko4 MOXET U3MEHUTb TONbKO a/MMHUCTPATOP

PIN-code change has been aborted

CmeHa PIN-koza 6blnia npepBaHa

PIN-code change took longer than expected
and was terminated. Please try again

CmeHa PIN-koaa 3aHANa 60/blie BPEMEHM, YEM 0XKMAANOCh.
Mokanyicra, NOBTOPUTE MOMbITKY

PIN-code field doesn't filled

MNMone ans PIN-koga He 3anosHEHO

PIN-code has not been unblocked

PIN-Kog He pa36ioKkmMpoBaH

PIN-code is blocked

PIN-Kop 3a610KkMpoOBaH

PIN-code length must be between ... and ...
characters

AnvHa PIN-Koaa fosiKHa HaxoaMTbCA B npejenax
AOMYCTUMOro AManasoHa: oT ... 40 ... BKAOYMTENBHO

PIN-code on token was corrupted

PIN-kog TokeHa noBperkaeH

PIN-code too weak

PIN-Koz C/MLIKOM NpOCTOM

PIN-codes don't match

BeepeHHble PIN-Koabl He coBnagaloT

PublicAuthDesc object is ambiguous. There is
more than one instance of this object on token

Ha ToKeHe HalaeHo HeCcKonbKo Y3

Strong password regeneration failed

CNOXHbIM Mapo/ib He NepereHepupoBaH

Strong password regeneration took longer than
expected and was terminated. Please try again

MepereHepauma CNOXXHOMO Napo/iA 3aHANa 60/bLue
BPEMEHM, YeM oxugasnoch. lNoxanyicra, nostopmTe
NonbITKY

The domain user's password has expired.
Change your password

CpoK AeMCTBMA Naposis JOMEHHOIO M0J1b30BaTe/s UCTEK.
M3MeHuTe naponb

This PIN-code has already been used

Jt1oT PIN-Kkopg ye ncnonb3oBanca (PIN-kog copepxutca B
uctopumn PIN-koz0B)

Token device error

BHYTpeHHAA olMbOKa ToKeHa

Token general error

OwmnbKa ToKkeHa

Token not present

ToKeH oTCcyTCTBYET

Token not recognized

ToKeH He pacnosHaH

Token removed

ToKeH yaaneH c MK

Too many sessions already open

MpeBbilWeH IMMUT OTKPbITbIX ceccum
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PYTOKeH

OwmnbKa Ha aHI/IMMCKOM A3blKe

OwmMbKa Ha PyCCKOM A3biKe

Too many simultaneously logged users

MpeBbILEH JIMMUT aBTOPU30BaHHbIX NOJIb30BaTE/IEN

Unknown auth type

HewnsBecTHbIM TMN ayTeHTUdUKaLMK

> Owubkmn, BbIBOANMbIE B TEPpMUHAJE

OwnobKa

OnucaHue ownbKU

Account(s) with two-factor authentication was
(were) found:

Bbl/IM HaMJEHbl YYETHbIE 3aMUCKU C HAaCTpOEeHHOM 2DA

An unknown error has occurred

lpousoLwwna HemssecTHas OLIMBKa

Application couldn't be configured. Join PC to
a domain first

He yaanocb ckoHpurypuposatb rtlogon. Jobasbte MK B
JOMeH

Application has already been configured. To
change the configuration, run the reconfigure
command

OC ye HacTpoeHa ana paboTbl ¢ 20A. YT06bI M3SMEHUTD
HaCTPOMKM UCMO/Ib3yMTe KOoMaHay rt | ogon-cl i
reconfigure

Application hasn't been configured yet. Run the
configure command first

OC He 6blna HacTpoeHa ans paboTbl ¢ 2DA. CHavana
BbINOJIHMTE KOMaHAy rtl ogon-cli configure

Application isn't configured for domain
operations

OC He HacTpoeHa Ansi paboTbl C JOMEHHOM 2DA

Application isn't configured for domain
operations. Use the option --domain to specify
the domain type

OC He HacTpoeHa Ans paboTbl C AOMEHHOM 2DA,

MUcnonb3ynTte napameTp - - domai n, 4tobbl 3a4aTh THM
JOMeHa

Application parameters have not been
changed. Application was not reconfigured

MapameTpbl rtlogon He uameHnamcb. OC He 6blna
peKkoHpHrypupoBaHa 418 paboTbl ¢ 20A

Archive extension is required

Heo6x041MMO yKasaTb pacluMpeHue /1A apXmBa

At least one of the ... or ... options should be
specified

JonxeH 6bITb YKaszaH 0AMH M3 06A3aTe/IbHbIX NapaMeTpoB

Bad auth type provided:

YKasaH HeBEPHbIM TUM ayTEHTMdDUKaLMU

CA certificates file corrupted. Try run: rtlogon-
cli reconfigure

dainn ceptnduratos YL nospexkaeH. Monpobyite
BbIMOJIHUTL KOMaHAy rt I ogon-cli reconfigure

Cannot get authselect profile

He ypaetca nonyuntb npodunb authselect

Cannot get passwd info

He yaaetcs nonyumTb MHdOPMaLMIO 0 Naposie AoCTyna

Can't change password for domain user

He yAaeTCA USMEHNUTb Napo/ib ANnA JOMEHHOIO
noJib3oBaTenA

Can't collect object information

HeBo3MOKHO cobpaTbh MHDOPMaLMIO 06 06bEKTE

Can't complete collection of token info

He yaaeTtcs 3aBepwmTh c60p MHDOPMaLMM O TOKEHAX

Can't complete collection of OS info

He ynaetca 3aBepwmTtb c60p MHpopmaumm 06 OC
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OwmnbKa

OnuncaHue oWUn6KH

Can't complete collection of PKCS#11 libraries
info

He ypaeTtcsa 3aBepwmTtb c60p MHDOPMaLMM 0 BUBAMOTEKAX
PKCS#11

Can't configure password expiration

He yaaeTtcs 3afaTb CPOK UCTEYEHWUA AEMCTBUSA Napois

Can't convert DER to x509 structure

He ypaetca npeobpasosaTb DER B cTpykTYpy X509

Can't create hash

He ypaeTtca BblYMCANTD XeLl

Can't create new cipher context

He yaaeTcs co3gaTb HOBbIM KOHTEKCT LWMdPOBaHMSA

Can't create temp dir to collect rtlogon logs

He yaaeTtcs co3aath BpEMEHHYIO AMPEKTOpUIO Ana c6opa
nor-carnos rtlogon

Can't decrypt data

He yzaaeTcs pacwudpoBaTtb JaHHble

Can't determine domain name

He yaaeTtcs onpeaemtb MMA JOMEHA NPU HAaCTPOMKe
ayTeHTMbUKaLMM

Can't determine kdc hostname

He yaaetcs onpegenutb ums K/J npu HacTpoiike
ayTeHTUDUKaLMMU

Can't enable lightdm greeter

He ygaeTca BKIOYMTb 3KpaH npuBeTcTBmA LightDM

Can't encrypt string

He yzaaeTcs 3awmdpoBaTh CTPOKY

Can't find cipher

He yaaetca Hantu wmdp (Koa)

Can't find rtlogon configuration file. Try run:
rtlogon-cli configure

He yaaeTcs HalTU KoHDUrypaumoHHbIi dain rtlogon.
Monpo6yiTe BbINOAHMTL KOMaHAy It | ogon-cl i
configure

Can't find p11_child

He yaaetcsa Hantu p11_child

Can't find pkinit plugin. Try to install 'krb5-
pkinit' package

He ygaeTcs Hantu nnarmH pkinit. Monpo6yiTe ycTaHOBUTb
naket "krb5-pkinit”

Can't find record on token to auth user via
smart-card

He yAaeTcsa HalMTU Ha TOKEHe 3anucb ANA ayTeHTUdMKaumm
Mo/b30BaTe A MO CMApT-KapTe

Can't get decrypt result

He yaaeTcs nonyumTb pesy/bTaTt paclumcbpoBaHus

Can't get encrypt result

He yzaaetcs nofyuntb pesynbrat wudpoBaHms

Can't get hash result

He yaaetcs nonyumTb pesy/bTaT XelwMpoBaHus

Can't get info from inserted tokens

He yaaetcsa nonyumTb MHGOPMaLMIO OT MOAKIHYEHHDBIX
TOKEHOB

Can't get mem from BIO

He ygaetcsa nonyumtb coobuieHme us BIO

Can't get PEM from X509

He ypaetca nonyuntb PEM 13 X509

Can't get PEM from X509_REQ

He ypaetca nonyuntb PEM u3 X509_REQ

Can't get pubkey from EVP_PKEY

He yaaeTcs nonyunTtb oTKpPbITbIM Koy u3 EVP_PKEY

Can't get pubkey value

He yaaeTcs nony4ntb 3HaYEHWE OTKPBITOrO KJllova

PyTokeH JloroH gnsa Linux. Bepcua 1.0.5. PykoBoAcTBO agMUMHUCTpaTopa

ss



PYTOKeH

OwmnbKa

OnuncaHue oWUn6KH

Can't get rtengine

He yaaetcs nonyumTb rtengine

Can't init decrypt context

He yzaaeTca MHMUMANM3MPOBaATb KOHTEKCT pacuMdpoBaHus

Can't init encrypt context

He yaaetca MHUUMANM3MPOBATh KOHTEKCT WM POBaHUA

Can't init hash context

He yAaeTCA MHUUMA/IM3MPOBATb XEeLW-KOHTEKCT

Can't init openssl

He yapaetca nHuumanuaumpoBatb OpenSSL

Can't init rtengine

He ypaetca nHuumanmampoatb rtengine

Can't load rtengine

He ynaetcsa 3arpysuTb rtengine

Can't open file to read:

He yaaeTcs oTKpbITb ain Ans YTeHus

Can't open file to write:

He yaaetcs oTKpbITb dakn ansa 3anmcu

Can't read certificate

He yaaetcs npountath ceptmdmKaTt

Can't restart sssd: You have to restart it
manually. Or just restart your PC

He ypaetca nepesanycTtutb sssd. Heobxoanmo
nepesanycTuTb ero Bpy4Hyto Mau nepesarpysmtb MK

Can't retrieve env vars

He yaaetca nonyumTtb NnepemMeHHble env

Can't use argument --passwd: authentication
via strong password isn't available for root and
users with access to sudo. Use authentication
setup with arguments --cert and --login-policy
certandpass

HeB03MOXKHa ayTEHTUMMKALMA aAMUMHUCTPaTOpa Mo
C/I0XKHOMY Naposio

Certificates must be in PEM format. Try run:
rtlogon-cli reconfigure

CepTudUKaTbl A0NKHbI 6bITb B hopmaTe PEM. MonpobyriTe
BbIMOJIHUTb KOMaHAy rt I ogon-cli reconfigure

Configurator failed with error:

HacTpoika He BbinosiHeHa. Bo3HWKNa olwumbKa:

Configurator failed with unknown error

HacTpo¥ka He BbinosiHeHa. Bo3HMKNa HeM3BeCTHaA oWwMOKa

Could not find greeter plugin

He ypanocb HaMTU NnaruH 3KpaHa NpuBeETCTBUA

Could not find greeter theme

He yzaanocb HalTH TeMy 3KpaHa NpuBETCTBUA

Couldn’t change password

He ypanocb cMeHUTb Naposib

Couldn't configure the system: missing
configuration utilities. Supported pam
configuration utilities: pam-auth-update,
authselect, control

He yAanocb HAaCTPOMTb CUCTEMY: OTCYTCTBYIOT YTUIUTBI
HacTpoMKM. MNoaaepKMBaemble YTUAUTBI HACTPOMKKM pam:
pam-auth-update, authselect, control

Couldn't create an rtlogon profile in authselect

He yaanocb cosgatb npodunb rtlogon B authselect

Couldn't determine Alt version

He yaanock onpegenntb Bepcuio OC AnbT

Couldn't determine default profile

He yAanocCb onpeaenntb I'IpOCbM}'Ib Nno yMOJ14aHUIO

Couldn't determine Redos version

He yaanocb onpegenntb Bepcuio OC PE/ OC
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OwmnbKa

Couldn't enable the rtlogon profile in pam-auth-
update

Couldn't find a password section with pam_tcb
or pam_unix in pam configs

Couldn't find CA certificates in configuration
files. Use the option --ca-cert to provide it
manually

Couldn't find the pam config with passwords
Couldn't get domain administrator rights

Couldn't get the current authselect profile. You
might need to set it up first using the
‘authselect select <profile>' command

Couldn't get the current control system-auth
profile

Couldn't modify the rtlogon profile in
authselect. Error in

Couldn't parse the account records on the
token

Couldn't parse the local account records on the
PC:

Couldn't parse the local account records on the
PC. Try run rtlogon-cli reconfigure

Couldn't parse the rtlogon configuration file

Couldn't read the specified CA certificates

Couldn't remove the rtlogon profile from pam-
auth-update

Couldn't restore the old authselect profile:

Couldn't restore the old control system-auth
profile

Couldn't revoke domain administrator rights
Couldn't select the rtlogon profile in authselect

Couldn't setup the control system-auth profile

OnuncaHue oWUn6KH

He yganocb BKAouMTb Npodusb rtlogon B pam-auth-update

He yzaanock HalTH pasaen napoJiel ¢ NoMollbto pam_tcb
WM pam_unix B HAaCTPoOMKax pam

He yaanocb HalTh B KoHdUrypauuu rtlogon dain,
coZiepralymi KOPHEBOM CepTUdMKAT MU cepTUdUKaTbI
uenoYvku gosepua YL.

Jlo6aBbTe ero Bpy4Hyto, MCMoJib3ysA NapameTp - - ca- cert
arg

He yaanocb HaMTU KOHUIypaumio pam ¢ NaposisiMum
He yaanocb nonyunTb npaBa ajMMHUCTpATOpa AOMEHA

He yaanocb nonyumtb Tekylmi npodumab authselect.
Bo3MoKHO, BaM HEOGXOAUMO CriepBa HaCTPOMTb €ro C
nomoLlpblo KoMaHapl aut hsel ect sel ect <profil e>

He yaanock nosyuutb TEKYLMIM Npocuib KOHTPOASA
CUCTEMBI ayTEHTdUKALUM

He yaanocb u3ameHnTb npodunb rtlogon B authselect.
Ownbka B ...

He ypanock cumtatb Y3 Ha TOKeHe

He yaanocb cumtaTth sloKanbHble Y3 Ha MK

He yganocb cumtatbh JIoKasbHble yYeTHble 3anmcu Ha K.

BoinonHuTe koMaHay rt 1 ogon-cli reconfigure
He yaanocb cumMtatbh KOHMMIrypaumoHHbIi daiin rtlogon

He yaanock npountaTh ceptudmkar kopesoro YL, nam
uenoykn gosepua YL

He yaanocb yganmtb npodunb rtlogon 13 pam-auth-update

He yaanocb BoccTaHOBMTb CTapbi npodmb authselect:

He yaanocb BOCCTaHOBUTb CTapblid Npohmb KOHTPO/IS
CMCTEMbI ayTeHTUDUKaLMM

He yganocb oTo3BaThb NpaBa agMUHMCTpaTOpa AOMEHA
He yganocb Bbibpatb npodunb rtlogon B authselect

He yaanocb HacTpouTb Npodrab KOHTPOJIA CUCTEMbI
ayTeHTUdUKaLMK




PYTOKEH

OwmnbKa

OnuncaHue oWUn6KH

Custom GUI isn't supported by the current
operating system

JKpaHbl NPMBETCTBMA U 6/I0KMPOBKM rtlogon He
noaaepuatotca Tekywen OC

Custom GUI isn't supported by the current
operating system. Use the configure command
with the flag - - use- system gui yes

JKpaHbl NPMBETCTBMA M BNOKMPOBKM rtlogon He
noaaepxusatotca Tekywen OC. Ucnonb3yite B KoMaHae
HacTporku OC ansa pa6oTbl ¢ 2DA napameTp - - use-
system gui yes

error readPem

OwmnbKa yteHus pem-danna

Failed while setting certificate duration

Mpowu3oluen c60M Npu yCTaHOBKE CpPOKa AeMCTBUA
ceptMdmKarta

Failed to create archive via tar

He ypanock cosgaTb tar-apxums

Failed to create archive via zip

He yaanock co3paTb zip-apxuB

Failed to generate a key pair

He yaanocb creHepupoBaTh K/l04eEBYHO Napy

Failed to get Samba Workgroup

He yganock nonyunTb pabouyyto rpynny Samba

Failed to open file:

He yaanocb oTKpbITh ban:

Failed to read file:

He yaanock cumtath dhan:

Failed while assigning BIGNUM

He yaanocb Ha3HaunTb BIGNUM

Failed while getting BIGNUM

He yaanocb nonyunts BIGNUM

Failed while getting RSA size

He yganocb nonyumtb pasmep Kaoya RSA

Failed while setting DN values

He yaanocb 3agatb 3HayeHus DN

Failed while setting pubkey

He yAas10Cb 3a4aTb OTKprTbII‘;i KoY

Failed while signing certificate

He yaanocb noanmcatb ceptudmkar

File not found at specified path:

®aKn He HalAeH No yKasaHHOMY MyTu:

Found conflicting options: ... and ..

KOHMAMKT napaMeTpos: ... U ...

Incorrect domain type

HeBepHbIi TUN JOMEHA

Incorrect file provided: ... is a certificate
request. Please provide a valid certificate

YKa3aH HeBepHbIi daisl. ... - 3anpoc Ha cepTmdMKarT.
YKaxuTe AeMCTBUTE/IbHBIN cepTUdmKaT

Incorrect PIN-code

HesepHbint PIN-Koa

Incorrect PIN-code. Attempts left: ...

HeBepHbiit PIN-koa. OcTasioch NOMbITOK: ...

INI file parse error:

OwmnbkKa aHanmsa danna INI:

Invalid --alg argument:

HeBepHbIM apryMeHT y napameTpa - - al g:

Invalid --disconnect-policy argument:

HeBepHbIt apryMeHT y napameTpa - - di sconnect -
policy:

Invalid --dn argument:

HeBepHbIi apryMeHT y napameTpa - - dn:
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OwmnbKa

OnuncaHue oWUn6KH

Invalid --login-policy argument:

HeBepHbIi apryMeHT y napameTpa - - | ogi n- pol i cy

Invalid path to CA certificates

HeBepHbii NyTb K chamny ceptmudukarta YL, (ceptudmkatam
ueno4vkn gosepua YL)

Invalid value of ... param: ...

HeBepHoe 3Ha4yeHWe napameTpa:

Login policy \"certonly\" isn't available for root
and users with access to sudo. Use
authentication setup with argument --login-
policy certandpass

HeBo3MokHa ayTeHTUdUKALMA aiMUHUCTPATOPA TOJIbKO MO
cepTudmKary

More than one token inserted. Option --token-
id should be specified. Select one of these
token IDs:

K MK noakntoyeHo HeCKO/IbKO ToKeHoB. HeobxoamMmo 3aaatb
3HayeHue napameTpy - -t oken-i d

Multiple certificates with the same CKA_ID
found on token

Ha TokeHe 06HapyXEeHO HECKOJIbKO CEPTU(RMKATOB C
oarHakoBbiM CKA_ID

New PIN-code doesn't comply with PIN-code
policy

HoBbi# PIN-KoA He cOOTBETCTBYET NOJIMTHKE KayecTBa PIN-
KOZ0B

New PIN-code doesn't comply with PIN-code
policy: PIN-code must contain at least ...
characters

HoBbi# PIN-KoA He COOTBETCTBYET MOJIMTMKE KayecTBa PIN-
KogoB: PIN-Kog fomkeH cogeprkaTb HE MEHee ... CUMBOJIOB

New PIN-code has invalid length

HesepHas gnvHa Hosoro PIN-koga

No filename was provided for option --output

He ykasaH dain ana napameTpa - - out put

No ‘lightdm' package found. Try configure with
the flag --use-system-gui

He HacTpoeH Mo/b30BaTe/IbCKMIM 3KPaH NPMBETCTBUA.

Maket "lightdm" He HalAaeH. MonpobyiTe HAaCTPOUTL IKpaH
NPMBETCTBMA C MOMOLLbIO NApaMeTpa - - Use- syst em gui

No login policy provided

He npeaocTtaB/ieHbl NOJIMTUKM BXOAa

No matching certificate found on token

Ha TokeHe He HalJeH COOTBETCTBYOWMIM cepTUdUKaT

No tokens found

He HaMaeHbl TOKEHbI

Not enough memory on token to complete this
operation

Ha ToKeHe HeJ0CTaTouHO NaMATK AJ1A BbINOJIHEHWUA 3TOM
onepaumm

Not found (valid library must be version no
lower than).

Bbubnunoteka He HaMaeHa

Operation was canceled

OtkntoueHune HacTpoek OC ana pao6otbl 2DA 6bi10
npepBaHo.

AAMMHUCTpATOpP He NOATBEPANA NPOJOJIKEHUE BbINOJHEHNA
KomMaHzabl rt | ogon-cli unconfigure

Option ... can only be set for local users with
authentication via a strong password

MapameTp ... MOXET 6biTb 3aJaH TOJIbKO A/ JIOKaJIbHOro
no/b30BaTesf C HacTpoeHHoM 2MA No COXKHOMY Naposto
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Option --dn ... should be specified

Mpu BbI3OBE KOMaHAbI r't 1 ogon-cli create-cert He

6bl1 yKa3aH napameTp dn

Option --output should be specified

JlonkeH 6bITb YKa3aH napameTp - - out put

Option ... should be specified

MponyLweH o6s3aTes/IbHbIM NapameTp

PIN-code can only be changed by the
Administrator

PIN-Kog MOXKET U3MEHUTb TONbKO aAMMHUCTPATOP

PIN-codes don't match

BeegeHHble PIN-Koabl He coBnagaloT

PIN-code length must be between ... and ...
characters

AnvHa PIN-Koga fosikHa Haxo4MTbCA B npegenax
AONYCTUMOro AManasoHa: oT ... 40 ... BKAOYUTENIbHO

PIN-code not initialized

PIN-KoA He nH1uManusupoBaH

PIN-code too weak

PIN-KoZ CAMLLKOM MpOCTOM

read error

OwmnbKa YTeHus

Record for user: "..." already exists

3anucb A1 NoJsib30BaTesls YKe CylecTByeT

Record not found for user:

He Haﬁp,eHa 3anncCb Nosib3oBaTtesia

Record on token not found for user:

Ha TokeHe He Haffip,eHa 3anMcCb O noJib3oBaTtene:

run as root

3anycK oT MMeHM root (agMMHMCTPATOPA)

Shell command failed

He BbInosiHEHa KOMaHAa 060/104KM

Shell command failed with error:...

KomaHaa 060/104KM 3aBEpLLMAACh OLIMOKOM: . ..

The --days option can only be set with the --
self-signed option

MapameTp --days MOXeT 6biTb YCTAHOB/IEH TOJIbKO C
COBMECTHO C napamMeTpom --self-signed

The license validation failed with error: ...

MpoBepKa /MLEH3UM 3aBEPLUMIACH OLLIMBKOM: ...

The operation can't be executed. Fix the
rtlogon configuration file

Onepaums He MOXeT 6biTb BbiNo/HEHa. McnpaBbTe
KoHUrypaumoHHbii dann rtlogon

The option can only be set for records with the
‘cert’ auth type

MapamMeTp MoXKeT 6bITb yCTaHOBAEH TO/bKO ansa 2PA no
ceptuduKary

The required argument CN for option --dn is
missing

Mpu BbI3OBE KOMaHAbI r't | ogon-cli create-cert He

Obl/1 YyKa3aH apryMeHT napametpa dn -- CN

The required argument for option ... is missing

He yKasaH aprymeHT y napameTpa...

This PIN-code has already been used

7ot PIN-Kkog yke ncnonb3osasnca (PIN-kog copepxutca B
uctopum PIN-koz0B)

Token doesn't support gost256

TokeH He noaaep:ueaeT kpuntoanroputm FOCT ¢ ANMHOM
Kaoya 256 6ant

Token doesn't support gost512

TokeH He noaaep:usaeT Kpuntoanroput™ FOCT ¢ anmHoM
K/o4va 512 6amt
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OwnbKa OnucaHue OoWKHGKHU

Token doesn't support RSA ToKeH He noaaep:MBaeT KpUnNToanroputm RSA

Token is write protected TOKeH HeJoCTyneH A1A 3anmcu

Token with provided token ID was not found ToKeH C 3aJaHHbIM UAEHTUDMKATOPOM He HalaeH

Too many failed attempts in a row C/IMILKOM MHOMO HeyAauyHbIX NOMbITOK NoApAA

Unable to change owner of: He ypaetca cMeHUTb Bnagenbua

Unable to convert Subject to DER He ynaeTca KoHBepTHpoBaThb Cy6beKT B hopmat DER

Unable to convert the specified certificate He yaaeTcs KOHBepTUPOBaTb YKa3aHHbIM cepTUdMKaT

Unable to convert x509 object to DER He yaaetcsa KoHBepTupoBaTbh 06beKT X509 B hopmaTt DER

Unable to get length of asn1 object He ypaetca nonyumtb AMHY 06bekTa asnt

Unable to get length of Subject He ygaetcs nonyumtb ANMHY Cy6beKTa

Unable to get length of x509 object He ygaetcsa nonyuntb 4iMHy o6bekTa X509

Unable to stringify asn1 object He ypaeTca cTpyKTyprpoBaTb 06BbEKT asnt

Unknown control system-auth profile: ... HeusBecTHbIM Npodu/ib KOHTPOAA CUCTEMBI
ayTeHTUdUKaLMm

Unknown domain type HeunsBecTHbIM TMN JoMeHa

Unknown option(s) HeusBecTHbI napameTp(bl)

Unknown user type (domain or local) for: HeusBecTHbIM TMN Nonb3oBaTens (AOMEHHbIN WU

JIOKa/IbHbIN)

Unsupported archive extension. Check if the Henogaep:kvBaembii TUM apxmBa
appropriate compression utilities are installed.
Supported extensions: ...

Unsupported command HenogpepxuBaemasa KomaHaa
Unsupported operating system: HenoaaeprkmBaemasa OC Astra Linux

User has expired account Y nonb3oBaTens UCTEK CPOK AencTBuA Y3
User not found on host Monb3oBatesb He HalaeH Ha MK

Value for argument --days must be between 1 Bpema aeMcTemA cepTUdMKaTa A0/IKHO 6bITh B AManasoHe

and 5500, inclusive oT 1 go 5500 AHeM BKIOUMTENbHO

Wrong expire value HeBepHoe 3HayYeHWe cpoKa AeNCTBMUSA

X509_cmp_current_time Tekywee spema X509_cmp

X509_cmp_current_time failed HeBepHoe Tekyulee Bpema X509_cmp

You can't run lock screen using sudo Bbl He MoeTe 3anyCTUTb 3KpaH GJIOKMPOBKM C MOMOLLbIO
sudo
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