PYTOKEH

PytokeH CLM

Cucrtema ynpaBneHus cny>Xe6HbiMu
U TEeXHONOrMYeCKMMU cepTUPUKATAMMU

MBGH ‘-lepHMKOB PykoBooutens nponykrta: PytokeH CLM,

KoMnaHuga «AKTmB»



Hosepue B UT-nHPpacTpykrType

DTO YBEPEHHOCTb, UYTO:
KOXObI O6BbEKT MHPPACTPYKTYPblI HO CAOMOM Oerfe SBASeTCS TOKOBbIM;

KOXObIA NEMEHT MMeeT JOCTYM TONbKO K TON MHGOPMALLMN,
KOTOPAS eMy NpeaHA3HAYEHA;

Mbl MOXEM O0BEPSATb MHOOPMALMK, MOYHOEMOWM OT KAXOOro 06bekTd
MHPPACTPYKTYPbI.

[osepue o6ecneumnsaeTtcs aAeHTUGUKALUEN U AYTEHTUPUKALUEN KAXK[OrO
3N1eMeHTAa MHPPACTPYKTYPbI:

® 06bekTbl (MOLLMHBI, MUKPOCepBMchl, [10);
e Cy6bekThl (Monb3oBaATENM).

>»



YTto aBnsgeTcs »
daAKTOPAMMU
aosepua?

AN Ons niopeit: ] = lns MALUWH/CEepPBUCOB:

naponm cepTnpmkaTel X.509

OTIl MTLS coeaonHeHuns
ANMNApaATHbIE CPenCcTBaA 3AKPbITbIE KJTHOUMN.

OOMEHDI.



Ceptuoukar X.509 — uudposoun nacnopt

MAOLLUWHDI

He nytatb ¢ nonbsosarenbckuM CK3U — aT1o apyromn o6beKkT C APYrMM XXU3HEHHbIM LIUKIIOM

Yto copepxurt? ne npumeHsieTca?
[Ty6nMYHBIN KITHOY AyTeHTUPMKALMS YCTPOWCTB
NoeHTnomnKaTop o6bekTa MexcepBnCHOE B3AMOLOENCTBMNE
Cpok oencraus [lognmncb KOOA M NAKETOB
Moonuceh YU

Xn3HeHHbIN umkn:

Bbinyck YcTaHoBKA MOHUTOPUHr O6HoBneHue OT3bIB
YU nognvceiBaeT Ha xocT / cepBuc CpOK, Lenouka YL| > pa3a B rog (MAD 4) CRL / OCSP




HoBble Tpe6oBaHus perynstopa »

C 1 mapTa 2026 ropa peucreyet npukas N2117 PCTIK.

B MeTOoOMuyeckoM OOoKyMeHTe no ero peanunsaunm ot 12.04.2026 nepedncneHsl Toeb6oBAHMS
K ayTeHTudmnkaumm yctpomncts/cepsencos B MC (MAD 4).

OCHOBHbI€ MYHKTbI:

QAYTEHTUPUKALMS OOSKHA NPON3BOONTHCS CMEHAO AYTEHTUDUKALMOHHbBIX OAHHbBIX OOSMKHA
° NPM KOXO0M 3Arpoce HA NoaKItoYEHNE 0 NPOUCXOOUTb HE PEeXe YeM OLOMH A3 B rofg

ycTpomncTtea K NC
° AYTEHTUPUKALMS YCTPOMCTB NPeanonaraeT
° OCHOBHble nNpoTokosbl: CMP, EST, ACME, HANIMYME KOPMNOPATUBHOIO LLEHTPA

WSTEP, TLS (npoTokonbl 4ng ynpasneHus cepTnemnKaLmm

cepTUdPUKaTAMN)

Tpe6yeTcs UICNONb30BAHME CUCTEMDI LLEHTPANIM3OBAHHOIO YrpPaBeHUs

)XXMU3HEHHbIM LLUKIIOM LudppoBbiX cepTuPmukaTon!




Py4yHoe ynpaBneHue

Cnenas 30HA: cepTUPUKATbI KOK HEYUYTEHHbI OKTUB

Curtyauus:
e CEPTUPUKATBI U3 PA3HbLIX YL yunTeiBAKOTCA MO-PA3HOMY

e CepTUPUKATBI BbIMYCKAKOTCH MO Mepe HEOHXOOAMMOCTH,
6e3 peecTpa

e Wildcard v «BeuHble» CepTUPUKATLI MOKPbLIBAKOT OECATKM

CEPBWCOB, HUKTO HE 3HAET, rae MMEHHO i
OpPraHM3auuii Bpy4HYyHo
e OTBETCTBEHHOCTb pa3mbITa: T, Devops, pa3paboTka YPABASIOT CePTUPUKATAMM

e NCTeueHune cepTUPUKATA = CO0M CEePBUCA + YA3BMMOCTb
B NepuMeTpe.



Hy>XHoe pelueHue

IOna nonHoro KOHTpons
HaO UHPPACTPYKTYPOM HYXXHBbI:

Q CKAHMPOBAHME MHPPACTPYKTYPbI M MOUCK
CeEPTUPUKATOB

0 eJMHOE OKHO O/19 MOHUTOPUHIC
1 YNPABNEHUS CEPTUOUKATAMM

Q CLIEHOPUN ABTOMATUYECKOTrO OOGHOBNEHNS
N PA3BEPTLIBAHMS.

>»




CKAaHupoBaHMe M

Anpo cucTeMbl — peecTp cepTudPUKATOB

CKaHMpOBaHKe

AreHTckasa cxema CKAHNPOBAHNA
[Mékas nepnogn4HOCTDb MPOBEPOK

CkaHepbl 4S9 OTOENbHbIX 30H WU BCEN
MHOPACTPYKTYPbI

ABTOMATHMYECKOE OOOABNEHNE HOBbIX
CEPTUPUKATOB B PEECTP

B 6yaywimnx sepcusax nAaHUpyeTcs:

6Ee30reHTCKOe CKAHMPOBAHNE CEPTUPUKATOB
oT nyénunuHbix YL (Global Sign, Letsencrypt)
MO JOMEHHbBIM MMEHAM.




ABTOMATU3AUMUA

NMnaHbl aBTOMATU3AL KU

[MeKMN rpAdPmUK OO6HOBIEHNS

CueHapuit aBTOO6HOBNEHUA #999

JlormpoBaHWe BCEX OENCTBUMN C CEPTUPUKATAMM
BbinyckK HOBbIX K/tOYEN HA XOCTAX
[lepe3anyck cepBMCOB NOCE OO6HOBNEHUS

[logaepXxKa PA3HOOH6PA3NA XPAHMUITALL
N CEPTUDUKATOB

e 0 P P OO OO OO OOBG

B 6yaywimx Bepcusax niaaHUpyeTcs:
* PACLUMPEHMNE CMNCKA OBHOBASEMbIX CEPTUPUKATOB
* NOOOEPXKA HOBbIX TUMOB XPAHMUULL: HSM, TOKEHb!

* QBTOMATMU3AUUSA OOBHOBIIEHMS MOSIb30BATESNTbCKMX
CepPTUOUKATOB.




O630p

Nawoboppn

KonnuyecTBo 1 pacnofioxeHne cCepTUPUKOTOB
Llenouka LeHTpOoB cepTUPUkaLLmm

KOHTPOIb CPOKOB UCTEYEHMUS

BO3MOXHOCTbL ayamnTa

YBegoMneHusa 06 UCTEYEHUAX, MHLUMOEHTAX

B 6yaywimx Bepcusax niaaHUpyeTcs:
* HOCTPOMKA M KOCTOMM3ALMS AaLLéopaa

* NoATArMBAHME MHPOPMALUM N3 CUCTEM
ynpasreHus CK3N.



CTpyKTYypa NnpoayKkTa PO

KoHeuHble CucreMHble UHTerpauum
YCTPOMUCTBA KOMMOHEHTbI U KOHHEKTOPbI

KoHHekTOpbI K YL{

UHTerpaumu
C cMcTemMamm
BU3yANIU3ALUU
ACAHHbIX

Ba3bl gAHHbIX

CepBepHbie areHTb! E




JleCTHULA K KOHTPOJIO CEPTUPUKATOB
PerynspHo npoBepsTs CUCTEMY, MPOBOANTL AYOUT
09 o6ecneyeHnss 6e30nacHOCTH
BHenpuTb cucTeMy OBTOMATU3ALIMN 5

s
=

yCTpCIHVITb BbldBJIEHHbIE YA3BUMOCTU N PUCKHU 4

U=
=5 [lpoBeCcTn NepBUYHYIO MHBEHTAPUIALMIO
S5h Mp PBIYHY psay K
= YCTAQHOBUTL YETKME NPABUIIA U NPOoLEenypPb! 2
= 0J19 pA60Thl C CEPTUPUKATAMM
{03
56 HO3HAUUTL OTBETCTBEHHOIO U 30HY BNOAEHUS 1
nafaa]asl




KomMaHaa npoaykra

I PykoBoautens NpoayKTa:

UBaH YepHukos

PytokeH CY,
KoMnaHuga «AKTmB»

ich@aktiv-company.ru
info@rutoken.ru

www.rutoken.ru

www.aktiv-company.ru

+/ 925 421-02-61
(WhatsApp, Telegram)

PYTOKEH



